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1N aTAhardware ARIN: 9

B 2

Su.ritch Bridge

I@ @

File Seruvers

Llorkstations

Fepeater

jumam-sinmamifigh innai Al Networking devices

‘i’:u: iSe wmﬂnmSHﬂﬁjmﬁfﬁmﬁGZ‘lﬁi[ﬁU

File Servers

Workstation

IN&TAlnterface Cards(NIC)

Switches

Repeater

Bridges

Router

9-¢-9-File Servers

Fileserver AtIRAYWE R SIUAUAS Network 1 hAMAN SrBgWiRNMS U RAM
¥18 Hard disk UGS SMULAMYWSE ianaiacard mmmsmﬂsm{]m inNaAOperating
System (NOS)AfgimsAtigiothiuoisiphAq§ns:taitrg qmfisie)ammsiigiig
Software application S13gSwywGssig)apinsmidityjionntw

Fileserver ~ [T SIAIIMANRE pUARIFIDEAgIMaTaiRumogRumssi Word
processor 1§16] Workstation IR U1 MG AST Email message Sy thiitr 1 18 At ajgimisA
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n§ywitumogadanstifsmoioanwnsahing]sthiings 1 Fesevertihbiunoamagi
BISURNN:HGMIMY:

800 megahertz or microprocessor gmﬂ SIAIS: (Pentium 3 or 4, G4 or G5)

Fast hard drive Lihfﬁa“ﬁfiﬁ‘ﬁfjl'ﬁms 120 gigabytes

RAID (Redundant Array of Inexpensive Disks ) tﬁﬁjmim:?sgé’wtig]ﬁﬁms Disk (UMY W

20
SCSI Cabling
-Internal Devices
68 pin cable *fr

-External devices

50 pin or 68 pin
SCSI( Small ﬁmj ¢1 Systems Interfaces
1970°s

RAID-1:Mirroring

.E.FID
P - Tse MRl olal-

RAID-5:Disk Stripe Set with Parity

Disk Striping with Parity




RAID
Seril ATA
Parallel ATA
Hardware vs. Software

Configuration

‘l‘
ol
Server MGIRIGSIFEN RIS Server
- Mo 05 to start
RIs server Lnffﬂi DAD PYE-NIC NET PC , i
v RIS haot disk emote Installation Services €D based target computer
DNS-IP RI5 setup
o o : i DU— -
Active Directory tﬁﬁjinﬁ =
- PC-PT Server-PT
§n RIS Server PCO Serverd

Meed neccessary file only
DHCP-fS{NURIIP  addre
sses MAJW{UTE

A tape backup-up unit (i.e. DATA, JAZ, Zip, U CD-RW drive) %mZUﬁinﬁmLmﬁiﬁyQﬁ
¢ s SuwisHinuIEMI backup

¥18 expansion slot MI{HS

innaffnintertace card B1S10]]S1A])S

RAM UNRIUNGAMAT 512 MB
9-&-¥-Workstations

poANSIDkHAEuRUIFIMSIAnaTARILTS Workstation s Workstation AthARj§1
gwituginstigiiygw innaiaintertace card IANaTAsoftware S4i3]aH1Y) 9 Workstation
B30V G{RiMIST Flopyy Disk drive 181218 M3t Files MO{HIMSIANGAISIIE Fileserver 1913 9
puAn i anamondn nnalfastaton gwms 9
9-G-M-InnafiAlnterface Cards

10N Ainterface card(NIC )RSV R U GJSIMIA Ui 10NATAS B Copmuter Workstation I NICs &
HSAMm Card ugaisiabghitiuihamuiglsh expansion siot 1sigwmakisAnj§i Anjé:
gwSSAM Macintosh TR UITIHUNRIFIR UMGMUMYW Serial port Y SCSI port 9 ARJ¢1

S
Laptop R¢INTEMMUBANYWST sanaincard YEyw snnaincard MGE PCMCIA slot

10



a

innaitAinerece Caros Atham Guliiiniagimin saingjsumunss sSwakinnaing hac
Afanyia i sanaincards it e si]$103)S a0 Workstation
innatininterface Card H]Sfi[piﬁgﬁ Ethernet cards, LocalTalk connectors §# Token Ring

cards

9-&-G-Ethernet Cards

Ethernet cards thiagmemuattithwiginfdnisr ig:GiAn §ithiB SEHE Macintosh
NSMUMYW option WMUMU Enternet card 'Fﬁ"mtﬁ:] Ethernet car(uj Aig ORI Ahiggm
Caxial 8% UTP

waIsthh{pinsuiiaigiamniiajCoaxial 11:ht{piAe BNCY {UaAISIGh{RIMSUIRA
IGTRAIN G UTP 1130 RJ-45 9 Ethernet card GG SSHIS{UiAgth AUT RRiR1 Y

LocalTalk Connectors
LocalTalk AM&UARNIUEIABUTS Apple AINUARN] 1 Macintosh networking 4 MIF{MAS
Adapter figs i Shigfid MU port printer IS Macintosh 4 AAMTUATS LocalTalk AN Stmjjsu?ﬁ
B Ui UMY Ethernet Ethernet MANSSUAUAMS 10Mbps 1 §wEATE LocalTalk (AU}
mMINS{fiLia 230 Kbps 4 .23 Mbps 4
Ethernet Cards 1{tf] U UthgtU LocalTalk

Ethernet LocalTalk
wsing]|sinfspamumsdssw(iooRns | wsingsaghmiugsissw(om
900 Mbps) Mbps)
wsatgighigm:dnomhwigaim BIS[ANUISIAR Macintosh
{BIMI Slot ES{5imI Slot
moiimshywinsmaiss ifmsiamyw Macintosh

JUAMNG-UINMAMAU]UIEU Ethernet §1 LocalTalk network
Token Ring Cards

11



Token Ring IAN&fAcards B1SURAN:(UIE)RIFISH Ethernet card $814 1B uITmAMN
g IYAYWAUIAFIS Connector ISTQMIMWIS Card 9 Token Ring Card Mg1g1N1SEYA DIN
{USA S Connector IREIMU Card 1918kig] InnaTA
9-G-&-Switch
Concentrator A 2UAIAAYWIRURAIGSIGANTAMUALMUANNGIZIN  Workstation
Server 81 Pheripherals 1 181gjuniis Star {3§ UTP (i SMUA{AU Workstation 161M§ Switch
/Hub Switch MANGSAT Actve IRshwsAMBMUIRUMGONAERUAINAYwIg]
QUAIGWIIA Y Switch BS Broadcast §O Hub 1913169 NGISH Address 1URIAA§ISHUMS
AR SIFMSIM U NS GNAT N A
Swichs &
. T[fj configured with 8, 12, U 24 RJ-45 ports
. t[fﬁS“]fg"‘h star U star-wired ring topology
= 118 software fASTRSRITNUTAU{ARIFI port
- hagmiigiusiphahmminu:maiiumogast netmodems, bridge U routers

9-c-9-Repeaters
hwandagnugignwisinuidughmais) BigHARIMNGe MM QRigH
Tm 1B 2URINAYWIUTION Repeater “ Repeater 1 BjasgM ARG USISAL R ST It
BroadcastUgt?ﬂi:fZiG‘\]ﬁﬁ Repeater MG 2UAIAAYWNGIEh waJﬁgﬁzﬁtﬁqﬁ Concentrator 4 N{gi
qsifistinuin uipithisiguuiu nadnisimyahisiuineigid g
agwnngismn( Repeater RtfITISIgh LAN IRnuensjunih ser higtufeg UTP 4 (uithA sy
is UTP A900i6(a 9 mitigiR (G Workstation SYWIRIMSMUMYW UTP 1g1mM$ Port I8
Active Concentrator 4 Concentrator Ui SARARAEN U ARHATIR VD SEUMANTIWHHS N AE]
miamuisiggmoiiaioooit|n Y
9-c-f-Bridges

TinyBridge-100
12



Miniature Remote Ethernet Bridge Extender

S ate iite or Vifrelsss

-l!-—i—--il

A ocls m S rao deln%
TirmnwHEricogs-1 UGE TirmwBri cloges-1 UUE
2 g

Bridges AmavadiRHsmaeiBmoion nnafaddywnigagosmidsitum
{UMth Segment sElgjiG 6] InnaARIANIMITUIRT 101tBRUISY Segment JGiM:AERIS 100G
TR UNSENG IIWREND Bridges RYIMU 1ANATANNAN: Y Bridges HOUMMA
Gnﬁmﬁﬁémsfﬁmf{jms‘lqﬁ%gﬁgﬁﬁmhzm’fs Nerworks 1 Bi@1:hHNGUIS Packets 19151mM
igpasAs 9 Bridge MANGSURAMOHIRAWAS InnafAINIWAMGAN Address TURIARS!
Sywalingmsiabut AN Mwpig Bie [FAISAIFIUASYWRIWISTAAN
GY (N5 broadcast AN S 16T R ANLMY RS Network ] Bridge {AU{ARIFIGGN GIMNTUES SN aRAIE Y]
gJRIANIMITUE Network iRUanIsTiRARRAnUAh M SBInAmMIN S {usedt 9 1amosd{m ah
iBgimu innataidunsigguinsidim [wingisiuniigiim Uisiims Software protocol §6
e

9-c-G-Router

{AU Cisco Routert§ 10S( Internetworking Operating System )it (US{T SN U{AU{ARIGN
g S{A:IS Cisco Router YiG§SHISEHM

1- Interface :Ath Ports IR UHSMAGIITHIMCMUDMYWHINS
Interfaces IRAIRI{MUIUEA Cisco Router

(Cisco 768 shomn|

ETHERRET
CONFIG ;

HuR <::‘»D‘M 87

SDNU

ISDN interfaces ﬂiﬁ'j Cisco Router

13



NT! tarminal connector
|nat inchucad)|

— =
= 3
ﬂ -
Rl-45
BS0N ST cable wall jack

(nt included)

Ethemet hubs

Processor (CPU): Utﬁﬁ Interrupt Request (IRQ)M YW Electronic Components fg“lﬁ Router tﬁ&ﬁtﬁ
MW NASRNYGWE 9 Cisco Router {7 Motorola RISC processor i8I §ig1 MM &
UARINESITAN 20%

10S: Ath{uAgUAUEMIBRNSIEN Router saspURIAAMIY hoviRetinfmaslinnitn
Router boot 1§74 9 EngIFINENSGUIN 2MB 191 5MB

Rt image: £ bootioader T Version 1UAS 10S 1 Wwed 1Tt ROMIURS AAJ$1 11UAS Flash Card
RN Load 0 10S 1§ 4 it G Configure NGJ load §5ENH Rxboot Image IRUZATAIgAM N GJitTh
OIS A System §415 6] Interfaces 131 J1g)amoSinfimiyg smotindmins 4

NVRAM (Non-volatile RAM ):AE Memory fses&5ifuhiAng A Configuration 1esh 4 18110 Aitl
Configure MU Save N{HINSIANGATSIFIN: (NV RAM) 9

ROM (Read-Only Memory ): ANIANGA ST Bootrap 83 POST 4

Flash Memory: %m EEPROM ( Electronic Erasable Programmable Read Only Memory )
Configuration Register: &S{NUAMNGTIA Router {1 boot 10S image fiFlash (tftp Server) Y{msia
Load 15 Rxboot image 4

14



Overview of Router Modes

+ User Exec mode

#+ Privileged Exec mode

#+ Global configuration mode
+ Specific Configuration

modes
Configuration Mode Prompt
Interface Router (config-if)#

Subinterface Router (config-subif) §
Controller Fouter (config-controller) #
Map-list Router (config-map-list)§
Map-class Router (config-map-class) #
Line Router (config-line) #

Router Router (config-router) #
IPX-router Router (config-ipx-router)#
Route-map Router (config-route-map) #

[UiA§S Cisco Routers 1S HTRIMY

Cisco 700 series

-Cisco 800 series -

- Cisco 1600 series

Cisco 2600 series

15



Cisco 7200 Series

T@Sﬁmf{j Router
M UURTUAGN S 1N aTAYWIFIMS nerwork GWiRHIG)a huNATHGEM Bridge B
@agwigaY Router monfaiugiugsiwidibimidiuns Packets tmwﬁhfg 161560
Address 1Uﬁan9QWSthUmS’Wmemmmemthﬁ 7 GINAR Bridge TNANF Address
waaéitugmsighigasywals 00aA(MAC) 9
Router AFU Address iUNqﬂJQi Bridge §¥ Address iU Router i%ji ﬂiSjﬁiUﬁ'J’LUﬁg
Network 4 Router BS{msiaRnnwng natnegniie Gighmotaiganmywis ona
iR R thRATRE 4
TRISM LAN 1STnnmUIeish Intenmet INIARIGM Router 1 1sialAINAIS: Router
:qm%’nwu*ﬁuﬁémsfﬁmfﬁms‘mﬁ LAN SngW{p§ Internet Router MGIHATAEHEM
iRiigalgjumsFsSwMuUAS Internet 9 RouerMGIGAIMISE SR
N GE RS OUBIMTIUR I W I W s gmaga)
RFGUMSANINY Protocol R
NEGU SANINRIUNRE bus star 3% Star-wired ring

NHGUMSANIMY Fiber Optic Coaxial §% UTP

puv)]

!

0

9-¢-1A InNAfACabling thi?

Cable ﬁmtzgtumwmgjmnm 0 ﬁzummawwﬂzummewm}m fgnsciuing
iRumonJmygw LAN ms 9 ghAnigwiss
isig

nafnidioywuia W INATAUIA SRR
19)aiiguinte)nig)ati LUIn it SIR MO0 nnaineAshthywsihyu
nhis snnaftASH§UIUATh

miwuiafiuaan:gmmisigSanyuiduhnAsidSasgmmighols  natAyw
OMGRUHATGIMATWITHN innafANty 9 isligaatimuis:imapislipingisiag
Rugidal nnaiashisiiunashnhywSipmsue

Unshielded Twisted Pair (UTP) Cable

Shield Twist Pair (STP) Cable

Q
g

Coaxial Cable
Fiber Optic Cable
Wireless LANs

Cable installation Guides

16



9-&-9-Unshielded Twisted Pair (UTP) Cable

ig] Twisted Pair 1SRG A Shielded S Unshielded 4 Unshielded Twisted Pair (UTP)
pinsaiiigs Shmgeinin siaByita s nataisimya wni]s

UTP Cable

STP Cable

ig] cat7

D)

nnmaisig) UTP mﬁaﬁj@ﬁfZJﬁijﬁLUmggiﬁjﬁﬁth:ﬁH]StmﬂSInﬂS R HON iRl
81 o

o3

islaussuauan e alywIgiasigupupmegimilgifuinaisminsigituns
U

Q)
ShuRIlHGIo S AR I1g)A

Dy 52 -

EIA/TIA (Electronic Industry Association/Telecommunication Industry Association) TS
vifinaghinis UTPSkalyn{uineisisfd

unte mugdime

Category 1 Voice Only ( Telephone Wire)

Category 2 Data to 4 Mbps ( LocalTalk)

Category 3 Data to 10 Mbps ( Ethernet)

Category 4 Data to 20 Mbps ( 16 Mbps Token Ring)
Category 5 Data to 100 Mbps ( Fast Ethernet)
Category 6 Data to 1000Mbps( Gigabit Ethernet)
Category 7 Data to 100Gbps

umnN&-umm ﬁmmﬁgtﬁs Categories of Unshielded Twisted Pair

17



3 9

wedsiBya)ud 10 Mbps Ethemet innafinlAntmicsiamid misy rniémisyuiasdm

Dswejuinsddimy  picithigguinsdeRusivgmnthidsgom  “shnnidumsmiAs
1gjhisogsaunind” e 4 igjuinedmSk e ns{uith Segment fiGRAA9 00165 4
10BaseT Al §11isig) UTP (cat 3,4,5) M{MNTFFN Ethernet signal
USRS G NAT{UIAS QAN T Gigabit Ethernet 9
Unshielded Twisted pair Connector
aslihis Connector &3{NG UTP & RI-5 9 hATANMIUIAS QAT ISl oig1sk

)

APURTNUMUIS§IUNIRIY Slot YWHSINAGHHAMS RI-45 (AYWANY RI-5 AAMUG)

w

Registered Jack

i

-

- -

JUMAOB-UINENA RI-45 connectors
Shielded Twisted Pair (STP) Cable'

Cable L"';ﬂt" Max. Resolution
_ 100 2048 x 1536 at 60Hz
Catﬁiﬁo“d 150 2048 x 1536 at 60Hz
200 2048 x 1536 at 60Hz
Cat5e Stranded 100 2048 x 1536 at 60Hz
UTP/STP 200 1280 x 1024 at 60Hz
Cat6 Solid 100 1920 x 1440 at 60Hz
UTP 150 1600 x 1200 at 60Hz
550MHz Cats Solid 100 2048 x 1536 at 60Hz
UTe 150 1920 x 1200 at 60Hz
Caté Solid 100 2048 x 1536 at 60H=z
STR 150 1920 x 1200 at 60Hz
500MHz Cat? Solid 150 2048 x 1536 at 60Hz
5TP 200 2048 x 1536 at 60Hz
600MHHz %E’Tt; Stranded 100 2048 x 1536 at 60Hz

anntugisiay UTP Adhmoinwi:muthytunyalisiejSkoigHanS 9 Shielded twisted pair
(STP)ISUFAN:AEIH RN ULRINSIR UM SMITS 9 Shielded twisted pair [HINSHTUENU
Token Ring topology 4

18



RJ-45 colors

RJ-45 cable 8% plug #1§ 8 pin/conductors 4 Pins AiMIS1: (i SIThA 4 hnsasyangin
ng)uiuais Pin (1 100 baseT (iq siaifsth E1A 5688 4 hens wyhryatinan Uy
MAG U SYW Ity RI-45 cable

piminmuiey UTP & Straight Cable imnomumuing)uiaghh A Saah B 9
FUREN EIA 5688

- Pin iUS9IAINANANIGAFAHGSH Pin 1UBW IAIENENAGARGIRUIARIUTIEFY 9
- PniusmimEnAN gay ﬁﬁshP.ntma‘aLnfmsmtmnmnﬁ%’Uﬁh‘fﬁmﬁuﬁs°iﬁum°’ Aem
- PintUSGHIMSIATNAD

. Pimmammimsmtﬁnﬁmngﬁ @nsﬁﬁmmecmimsm nmnﬁm aidALIE§

12345678 87654321

female (such as |
ethernet card |
or hub) |

1 RN- Connector

TIA/EIA 568 B ( 98YNISH DTE)

- Leg 1: NANWBASA[FO

- Leg2: §A(AD

- Leg3d: NAffgAtual

- Leg 4: naNiUAR

= Leg5: nnﬁmgmzjf

- Leg 6: NI

- Lleg7: nnﬁmgﬁm@ﬁ

- Leg 8 NONIEA
TIA/EIA 568 A (89854 DCE)

- Leg 1: N wgATURY

- Leg2: nafiuak

- Leg3: ANNWRAGAD

. Leg4: n0fi3);

- Legs: NAAwEAIE)!

- Leg6: §A[AD

19



- Leg 7: NONRIGRIGE

= Leg 8: OO

ot

o

o~

f

RJ-45 Color Code

T-5688B Standard
12345678

RJ-45
Male Plug

T-568A Standard
12345678

Ethernet
10BASE-T
100 BASE-TX

ElATLA 568 A

White with green

ElATIA 36808 or
ATAT 258A

White with orange

4 (LY Elue with white stripe | Elue with white stripe
or solid blue or solid blue
5 Mo Wvhite with blue stripe Wi'hite with blue
stripe
= Crange with white Sr
stripe ar solid orange
7 Whhite with browen WWvhite with brown
strip or solid brown strip or salid brown
= KPS Brown with white Browen weith white
stripe or solid brown. | stripe or solid brown.
QUAINN U 8d18)
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QUAIAN RTNUTRAJTS) CAT 6

oc
O
<

-
-
<
-

vaupAToR f

9-9-Cisco 16xx/26xx/36xx Routers

Cisco Router 1S RI Console Port ttﬁ wﬁﬁmﬁ:m:suf IOS (Internet Working Operating
System) [AUUIAAMHA T isTplisis bl hdinmetdisiis eoos § 2600s Tatiggms
Station Card 8% Router 137 2600 t18 RJ-45 (jigh Qi NS s{pim ST AW aIN<Ie 9 §ig):
hatiaws RI-45 Ak witbhpiamaians:eimS{AvHI Y mynygmiAMU Router 191
S} Patch Panel 8% Stallion card ttiiiigjfiasas 4

Cisco RJ-45 Pin Colour Cisco Signal |Stallion RJ-45 Pin |Stallion Signal

1 White/Green |RTS N/C
2 Green DTR N/C
3 White/Orange ' TxD 5 RxD
4 Blue Gnd 3 Gnd
5 White/Blue  Gnd 6 Gnd
6 Orange RxD 4 TxD

21



Cisco RJ-45 Pin Colour Cisco Signal |Stallion RJ-45 Pin |Stallion Signal
7 White/Brown DSR N/C
8 Brown CTS N/C
jumn-fl-Cisco RJ-45
9-fI-Cisco Catalyst Switches

MICIUA Pin 18110 Cisco Console Port 1S Switch Catalyst MAMIGIUA Pin 181160
Cisco 26xx 1 Tih mmmumxgnﬁ%mm}’wmﬁf Operating software

Specification Cable Type Maximum length

10BaseT Unshielded Twisted Pair 100 meters

10Base2 Thin Coaxial 185 meters
10Base5 Thick Coaxial 500 meters
10BaseF Fiber Optic 2000 meters

100BaseT Unshielded Twisted Pair 100 meters

100BaseTX | Unshielded Twisted Pair 220 meters

iumn- G- Um
RIOIgA

A Ethernet
‘“ﬁ§ Bl
9-1f Networking Hardware mss}g: ?
W-GIEMANG§ SYW IV A Networking Hardware ?
m-i5 Switch §3 router VAT GIYG ?
G-18 Router YUHSAINMARIEZ: ?
¢-18 Router 11SH1352:ARIUAS Network ?
9-1Aigy UTP 1S Category 230w Category SYWISMAYCIYE ?
-1 Server (Hardware)meHmI@JmSNmmmﬁﬁ\jfjg ?
G-18 Pin AIRGIUAT RJ-45 connector M1SH1§H3: ?

D.

9-G-Wireless LANs
1f34imU Wireless LANs MSIA{HINS Wireless INARACard §41 Access Point (AP) 4

22



2350

9-G-9-LUtﬁ9fS Access Point (AP)
1

wWigeless Pouvres CAT 5

_gaxceyfr o e 2yds )
PRt

Pai arsreA

Wireless Router 151215 $1§th DHCP, NAT, Firewall 4

U natnunadsivsamimihwiiigiAunaiin:ie s wis natauing gl
asmamUihwsiiiziiauno wireless LAN AnfiivasguiuaieiiunsipaiagEa
SRIRGINMGNS Infrared YMIE] Laser IREjUMSING Workstation §# Fileserver 120U eiaistich
Wireless 10 RWILHS] Transceiver yRHkiASTa uifaptumsSheguissw

(RUISRINSUN SGUMAMY Transcener ISTinUikIRARUAMEUEAN:thyunkis sanadnit
HNISCYWHILW I MM{BWwHA sk stegaoiBimarg o girvg St hwinny 4 sanafniaid
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fULmU Laptop ANj§IuARéiNonwitiumuisiSh LAN IRugsigit ugaeginnnayRatma
MUUNs tcmm'?nmmﬁhjms‘lgﬁmmimﬁkfﬁﬁmtu”miffsmmgmfzgmsms°1 MW HAFRME
Infrare iR A weiighannnig swshipineAmongigah lightsight) S mon§umsiglpo
§‘ﬁf§ﬁ ( scattered broadcast light)

Wasthsimgafimansn§isaim:ghinunaqiigmiunsissw 19 :Aawsiat
v sigin anm TR U ATUUIS G EIUNSRATR)(Wireless ) 1RItTA 4

M WNATHIUE Infrare minwANGEMIUMSFSWMEF[ERM Broadcast B

Swhamuginsumsmedommmigsiiwmouaiusmetqpayhmsivaiaauand
Transceiver 4 MIM{FIWARFRRH{UAS 1AnaTA TR Laser AMMONSTS infrared T
UAi2IHR

Wireless LAN $1SAANTURETNIMY:

- MISMIAMNU

- inwghdwann§ShavunindiHgioEsa

- wisiyj|stathi Lan iRl
Wireless 1S Standard IEEE 802.11

- IEEE 802.11.b-2.4 GHz -11 Mbps B1STH W 45mﬁ access point

- IEEE 802.11.9-2.4GH,-Hybrid/54Mbps

- IEEE 802.11.N:0VU0 54Mbps 1§{%i¢]

- IEEE 802.11.a:54Mbps
9-G--miY) UGIEY] Setup Wireless I0NaNRA

Wireless Router U Wireless Access Point

Wireless Router § Wireless Access Point A 2unAIANE 18gwislinnuia ustiiigimi

Setting Up §5M s Wireless network:

-tk Wieless Router iStinpuitinuitiuuifng sanafathiiiad yhssimes symitnity 4
i1t RnS Ehemet ANGTATSINGE tmmtmhmé G st Wireless Access Pont SH{m$ia
MUY W INNAR AL ARG

.

Wireless Adapter for ﬁmﬁt Users
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- nBh{pinssi2uAIng Wireless adater IRU{HINSBITRIGIIAIGINWISHIGAN]§1
WRHARMMUTANRGUIERRUAS Inadnitumsie

HADIMAIA0]§1Y Notebook SUTTHAIIMI Share §i Wireless adapter ENGUANj§1iRjH
I HARIMITST USB wireless Adapter 4 HATM STAIENA USB Wireless Adapter 1S1100A 0] §1iE 0

HARIMIGIHS Wireless Acces

9-G-m-ifv iR uilim Wireless 10L& AProfile 15194 Windows Vista
1) GO Start INWHHINWHTTEAR Mouse 2MANIL IMNATANWUUEAGEIN
Properties.
2) i@ Aand Sharing Center window will appear, then click Manage wireless networks

on the left panel.

BI5% » Control Panel » Network and Sharing Center

Network and Sharing Center
View computers and devices

Connect to a network

Manage wireless networks ¢ L
& x

\
Set up 3 connection or network
TEST-PC
Manage network connections (This computer)

Diagnose and repait

3) Manage Wireless Networks window SRURMIGTRINWwHASKIGM wireless 1ANHTA
connection 18 9 GGAIRRAISANIY profile INWUUEAHAMGITMYMGYI setting 1UAT
h

6mﬁ:ﬁn‘1§f icon DIEIVNNTNAD infrastructure  access point network M1SSWHEASIMU
InN&TAMUYIL: access point § wireless router  JUMNANJ$1HGIGSSMAM ad hoc wireless 10N
alAnsSw Anjdis Supumielimiavamwiin |

Samannadnprofile iRUGaISIFMigumiShmsmimniig 2100 home-IANaRASY
BINSMUBSAE] office-inaiAIl networks PRNIHINSMUMGINHEMNMAISIG home-
inadAprofile 4 HAMG Move up/Move down Icon IRgjARNGMEMN
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<0 » Control Panel » Manage Wireless Networks v | ¢y § Secrch »

Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below. To change the order, drag » network up or down in the Est. You can
#l50 add of remove network profiles.
o Add akamwefldapt«pmp«tis R Profiletypes 55 Network and Sharing Center 73
Networks you can view and modify 3)
=~ fhome-network ecunty: WPA-Personai
é_.—-— Infrastructure / Access Point

office-network

>

&t, N 4

home-ad-hoc

<"'-~ Ad hoc

Mode: Automatically connect

Network Avaldab@ity: Allusers

[V] Connect automatically wihen this network s im range
[T] Connect to & more preferred network if avadable
[] Connect even If the network is not broadcastng

4) Thigghie)att ugam oISl connection profiletf window(Start-> Connect To)

WG GINTaR2 1M AN wireless connection AT GI Properties 191:Gthininma
INWHATSHGIBN profile 11160 wireless connection §M SIS

9-G-6IG010]) SURAANSAJIB U Wireless Card Driver Status i} Windows XP {2t
1)Go to Start, right click My ﬁnﬁ: and then click on Properties.

L [ |5 v comouer gl

p——
& J My Network Places  Exploce
é Mocils Firefox Danch::
: Q’ Control Panel Nanage
u Paint e,sahogam.‘\ccessan( Map Network Drive...
Defauks Disconnect Network Drive...
\@ RealPlayer % Connect To Show on Desitop
\é Printers and Faxes
B Notepad Properties

=l Calculator
L: /.) Search
aliprograms [ 7 Run...

B3] Los o5 @| Turn OFf Computer

%) 2 Firefox >~ @R 3 Windows Expl.. = | 2 4 Microsoft Word® -

2) System Properties window SHUINENISTHY GUYA Hardware tab SWGGI Device

1

Manager.
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System Properties rl_‘g]

System Restore Austomabc Remote
General Computes Name Advanced

Device Manager

e The Device Manages ists ol the hasdwace devices installed

y‘ on your computer. Use the Dewice Manager to change the
properes of any device.

] peviceManagee | |

Drivers

B~ Driver Sigring lets you make sure that installed divers e

£ compatible with ndowsWndowsUpddelelyw set up
how Windows connects to Windows Update for devers.

C Driver Signing ][ \Windowes Update ]

Hardwaie Profies

Hardware profiles ptomdeawcyf«ymzlo:eluourdstofe
V differert hardware configuratiorny

l Hasdware Profies J

[ oK ] [ cCancat ]

3) Device Manager window SHUMMEHIGMINWHAMGASANTUANANNIUES
hardware drivers S1MHAISIFIS: 9 GOENMNGMEIAIE Network adapters AU
BAGOIUTAR AN wireless adapter IR UHAEIMINS /]IS USHGTIM Properties
2910100
D-Link DWL-G122 USB wireless card’s driver status.

San:iGgASSMoIANG wireless card 181818218 GINNUNYIBUNAR Other Devices folder i

M SSWNHATSMS Install driver AT hardware 183 9
2 Device Manager EI@L@

Fle Action Wew Heb
«» B SR A=A
-BDA\'ID -~

Batteries
Computer
+ < Disk drives
+ 8 Deplay adapters
+ b DVDJCO-ROM drives
+ &) Floppy disk controliers
. 3 Floppy disk drives
+ 23 Human Interface Devices
+ & IDE ATAJATAPI controllers
+ & IEEE 1394 Bus host controllers
+ > Keyboards
+ 71) Mice and other poinking devices

ol Update Driver...
+ 8 PCMCIA adaotevs Dizoble
+ F Ports (COM&LPT) Uninstal v
Opens property sheet for the current selection. Scan for hardware changes

4) wireless card properties window SHUMMIgIRINWwHASKITMUANN:IS Device 10
device SSHIGRIMNIMINSYISG HAMNGTTIUTroubleshoot...iHgjith: (A wu it v
msinamsigRitunsmianSIMUEAMYWEANG 9

27



0 Troubleshoot... U UMW Windows XP Gighin{uanismiriApuigudin: wireless card
driver gﬁi—ﬂﬁﬁﬁlﬁt[ﬁ Advanced tab IﬁU}Uiﬁﬁ advanced hardware configuration,Driver tabtﬁﬁj

update/roll back/uninstall driver

D-Link AirPlus G DWL-G122 Wireless USB Adapter(re... [2 |BX]

Advanced  Driver  Detads

D-Link 4¥Pius G DWL-G122 Wireless USB
Adapter{rev.C) H2

Device type Network adapters
Manufacturer: DLink
Locaton: Location 0 (USB Device)

Dewice status
Thes device i1 working prop=arly.

If you are having problems with this device, chck Troubleshoot to
stat the troubleshooter

I[ T roubleshoot ]l
Device usage:
| Use this device [enable) ~
[ ok || CcCanca |

GOM: 19 STHIRIRIG)AIRE]IB I device status I1HENWETIU Configure button §S1AY wireless

card property
-4 Wireless Network Connection 3 Properties E]@

General | \wWieless Networks ~ Advanced

Connect usng:
B9 D-Link AiPlus G DWL-G122 Wieless Corfigure.

This connechion uses the following Rems:

= Chent for Mictosolt Networks
i Fie and Prnter Shanng for Micsosoft Networks
V| "™ Link-Layes Topology Discovery Respondet

Wi ™ Internet Protocol (TCPAP)

[ mstsl. | [ Urinstal | [ Propemes |
Descnption
Allows your computer to access resources on a Microsolt
network.

[¥] Show icon in notification area when connected
[¥] Notify me when this connection has imited of no connectivity

Cox ) Comen )

adaa a

9-G-&IGEMUIUT RG]0 SaNiBu innaRAY Wireless Adapter Driver Status ¥t Windows Vista
1) G610 Start {NWUTEAGGIE Control Panel.

2) qmcﬁ Hardware and Sound fjii Control Panel window.
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GaM: 13 Control Panel th Classic View A SGGAIRRIN Device Manager.

« Control Panel Home

System and Maintenance
Get started with Windows
Back up your computer

Classic View

Security

Check for updates

Check this computer's security status

,?_ Allow a program through Windows
~ Firewall

Network and Internet
View network status and tasks
Set up file shanng

| Hardware and Sound I
Play CUs or other media automatically
Printer
Mouse

Panel Home

a= Scanners and Cameras
and Maintenance View scanners and cameras | Scan a document or picture

and Internet < Keyboard
re and Sound Change cursor blink rate ~ Check keyboard status

View hardware and devices @ Update device drivers

g Phone and Modem Options
Set up dialing rules

4) Device Manager SXUIN IS wWUQUYAnfA innaiTAadapters WG GIMWIEHTH

% Mouse 1AM 1ANGTAY wireless adapter IRUHARIMIAANS AW ERITMW
URAIGEIN Properties
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File Action View Help

| MmO B & 3 &%»S

= = TEST-PC
o M Batteries
3 18 Computer
¥ ¢ Disk drives
= B Display adapters
+ s DVD/CD-ROM drives
+ g IDE ATA/ATAPI controllers
# @ IEEE 1394 Bus host controllers
3 == Keyboards
% J Mice and other pointing devices
+ 4o Modems
s B8 Monitors
=) &F Network adapters
£ Intel(R) PRO/Wireless 3945ABG Network Connectign

gl Realtek RTLS139/810x Family Fast Ethernet NIC
-

+ &) PCRMCIA adepters Update Driver Software...
+ [ Processors Disable

+ B2 SD host adapters

* &y Sound, videc and game controllers Unirstall

- Storage controllers Scan for hardware changes
v 48 System devices

s @ Universal Serial Bus controllers Properties

5) INARAYwireless adapter properties window SRURMMENEME driver AnRSiANIM]
U‘IS@IGNUQW@‘E’!]TNS device is working properlyiSTi{M¥ General tab § ARG configure
mnﬁt?ﬁadapter’s driver parameters {::jﬁﬁg“‘ 1 Advanced tab

50M:10 device 1B ATHABSRIANIMINSYIS21¢ GO Driver tab tHY]ASANISIGIMSIAN AN

update driver, disable driver U uninstall driver

Dewvice type: Network adapters
Marsfactures Realeic Semiconductor Conp
Location: PCl bus S. device 1. function O
Device status
lrrr-sm-smmw, l =

9-G-‘é)-ﬁUt|U Set Up Ad Hoc Wireless mﬂfﬁﬁﬁ@;h Windows Vista

MYnYMEANSIUIAG InaTAMUIRM A gty share documents gMIUE MItUR
game M3 S1AY share Internet connection MNYWHHAR 1 hNSAMNURYWIVE IMNATAISIA
wireless MIGAUM S It GWE 1 HEfMUeIMs o tita ihl{gii(J wireless router U access
point
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Intermet

-

DSL/Cable
Moderm

Computer
eqgquipped with
Ethaermnet
Nnatwork card
and wireless
adapter

=S \“ ..'. ‘
- AL--
Computer

Notebooi eguipped with
i i wireless
equipped with
< wireless adapier
PCMNMCIA card

a

T[U’ﬁ‘mSnEU HOMWT AT wireless adapter 9 HAHG setup ad hoc wireless Iﬁiﬂ?ﬁﬂj§f
Hliﬁtﬂtijﬁ‘ln?rl AT host nL’UQI‘“J 1S:AM 1P § netmask iR Uit SUAANGE] wireless adapter
SYWI9 (ESAMD HASSOIMGRHIMIAMNG gateway IP §1 DNS 180 :hhi peer-to-peer
nnata 9
Host fifé1:
IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0
Gateway:
DNS Servers:
Client f6)j#1 A:
IP AddreSvS: 192.168.0.2
Subnet mask: 255.255.255.0
Gateway:
DNS Servers:
Client fi 1 B:
IP Address: 192.168.0.3
Subnet mask: 255.255.255.0
Gateway:
DNS Servers:
9-G-f1- Host’r%ﬂj?:i Configuration
182 n‘mﬁU“]UIS”N configure ad hoc wireless 181165 host nﬂJQH Hig: ﬁn‘ﬁﬁﬁ‘jﬁté‘]ﬁmﬁ
MUMYWHMY wireless IMWHL
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9-y7 Start {17 WH G5 & MMouse 214AN106 INATARIN WU AT 510 Properties.

V- 1n&Aand Sharing Center window will appear, click on Set up a connection or
network. Note: The other way to do it is by going to Start -> Connect To -> click on Set up
a connection or network.

b ) |32 » Control Panel » Network and Sharing Center

- 1—.‘;‘{1/ \

Tasks A
Network and Sharing Center

View computers and devices

Connect to & network

Manage wireless networks !k

Set up a connection or network
TEST-PC

Manage network connections (Thas computer)

Dragnose and repair

50 home-network (Private network)
M-Set up a connection or mﬂfﬁﬁﬁwindow will appear, select Set up a wireless ad hoc (7

nj¢isAMSANI$1) InN&TAoption, then click Next

Choose a connection option
Connect to the Internet

Set up a wireless router or access point
et P 8 nev reles network for yo '3

L]

‘. Manually connect to a wireless network
- hoose thiz to connect to a hidden netw

| up a wiareless ad hoc (computer-to-computer) network
up a temporary network for sharing files or an Internet connection

f Nea ]J Cancel |

G-Utfa wireless ad hoc SN AR AWINdow YIS HUIMMISTN Shng iG] B ERA ad hoc wireless
IMNGATA Y GOI Next IMWAMSTY

¢Sl wireless 1aNnARAconfiguration window HAMGAWUMUILNIUA 10NGTAname
(SSID), security type (encryption) 3 security key gﬁ%f—ﬂﬁtﬁﬁﬁ ad hoc connection IEhtsES
Uﬁmémim: authentication AM STRTIU] WU@ﬁHﬁmUIGﬁ encryption (WEP,WPA2, etc) 1§11
hilinfiimie yEAIRCITA encryption ghATRNDSAR NSRS MomUhygw wnaia
182 9 GOIU Next yig)a

SM: gAMNGGHIU Save INNATAIRY] save Nih wireless inafiAprofile 1 155SMS Save Nig KA
ShigiuiRahghig)aisinugagimn 9
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g -t Manually connect to a wireless network

‘ Give your network a name and choose security options

Network name: ad-hoc
Security type: | No authentication (Open)  ~| Help mechoose

Security key/Passphrase:

V] Save thiz network

. [

al

9- 1 window UUSR{MUHARD ad hoc INETATHINSFENVUMTNUIT GO Close iRYjum G
mi setup 9

F-{Ag]UEA InNATAand Sharing Center IAWGGIT Manage Wireless networks,HASHiN ad-
hoc 1NERAIRUIGUUIRAG SR SMUIGI{RIT

s.ﬂ- ) » Control Panel » Manage Wireless Networks v n
ST/ -

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag & network up or down in the ks, You can
20 add or remove network profiles.

dp Add =3 Remove b Movedown W Adapterproperties 2 Profiletypes 52 Network and Sharing Center 7]

Networks you can view and moddy 3) ~
A ad-hoc

va

home-network

office-network

Y < o]

ad-hoc Profile name: ad-hoc Mede: Manually connect
ity type: Unsecured
ype Any supported

A
U

|
1

SAM:AguGAME ad-hoc 18:ATN Unsecured Nif:hms encryption i sifain:igd §ig:d
176107 encryption istinuhmstindmigy
9-G-G-Client ﬁm‘ﬁi Configuration:
uUEAEARGI client A1 1RIIREIMUMYL ad hoc wireless 1INATA
1) oI Start SNWUSUYAGGIC Connect to.
2) Connect to a iANGATAWIndow SRUINMIEIH 9§} window 18:ShuinMAMIMUIR N
NSUEHSAMIGA dial-up, VPN SH wireless UigHIRMUitTHOIMIgAAA ad hoc

wireless
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Select a network to connect to

Show |All - y

Dial-up and VPN -~

AL*  Broadband Connection PPPoE Connection
-

=P
Wireless Network Connection -
A ad-hoc Un: red network
o secure WO '!ﬂ,
L' Leedd Security-enabled network Y -

Gam: AeRAIHAITEAMUBAMS wireless IANATATR UM SATAMNINUGGIY Connect Anyway
iRgmu
ad-hoc is an unsecured network

#9 Connect Anyway
Information sent over this network might be visible to others

< Connect to a different network

3) ishinuiRumsmumy gasSHbmhuNm message T HAMNGGOIU Save this IANG
ARNWUUEAGGI Close the window 4 USIUBAHAMGITMI test SENWIGTUNN Ping

9-G-E-UJUMIMI Vista AMIMUENYL Ad Hoc Wireless 1N &1

1SANEIMSEZURAN[NUIIN: ad hoc wireless IMNGRANMIAU:

1) Go to Start -> All Programs -> Accessories -> then right click on Command Prompt
(cmd.exe ) and click Run as administrator.

2 ) Command promptwindow wil § i G AU MISTRHIA WU GEANWUEN nelshwian show flers 17t
65100 Enter bution 155U (N1 wirekess fiter setiing IRINSI ST AN 182

&8 Administrator: Command Prompt

C:\Window: sm32 >
\Window enm32netsh wlan show filters

llow list on the system {(group policyd
<{None>
Allow list on the systen
' <{None>
Block list on the {group policyd

<{None>

on the systen {user)

>:\Windows
C:N\Windows\s
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3) HAK Ghsu fIN netsh wian add filter permission=denyall networktype=adhoc IEU?]G ¢ Ad
hoc SNARANMIMT

6 mﬁfmﬁa AN M Error: function WlanSetFilterList returns 5. The reques-ted operation
requires elevation. {{MWAMIBUENANILT 9 gAdsotiafimIvgnis:nsighign:t
NEUNIUAT administrator

C:\Windous\systen32)
C+\Windows\systend2)
C+\Windows\systen3d?2)
C:\Hindows\systend?2>
C:\Windows\systend2inetsh wlan add filter pernission=denyall networktype=adhoc

The filter is added On UHe SYSTER SUCCESSTULLY.

‘\Mindous\systend?2)
C:\Hindows\systend?2)
C:\Windows\systend2)
C+\Windows\systen3d?2)
C:\Windows\systen3?)

3-

N

3o

4) {GHANWUEN netsh wian show filters ghtsjmsn:aﬁému?mhfﬁmaﬁms BJ

HAMSIGH ANjS1 SUSSMUMYW ad hoc wireless IMNATAAMYWIN 1S

HAMNGHWU AN netsh wlan delete filter permission=denyall networktype=adhoc iﬁ&ﬁ ot
{01218 s AN AIANEATM AR HIMIM U YW ad hoc wireless 1NARA

C:\Uindous\:;y::cn32)nct~;h wlan show filters

Allow list on the system C(group policy)

{None>

M1llow list on the system C(user)

{None>

Blot:k list on the systen C(group policyd
{None>

;Blonk list on the system C(user)

" Type: Adhoc

HC:\Windows\system32>
IC:\Windouws\systemn32)

9-G-90-U)UARMNA IP Address SHARMNSHI] tnnﬁt?ﬁuf§ﬁtgjﬁgh Windows XP
issAmmianSimutuns SiSMIAANG IP address SHARMSHN 1naTAUIgHIG) A
1) Go to Start and click on Control Panel.
2) Control Panel window will appear. Double click on InN&TACoNnections.
3) IR AT AConnections window wil appear. Right click correct Local Area Connection
by identifying correct IN&1Acard and click Properties.
4) Select Internet Protocol (TCP/IP). Click on Properties.
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- Local Area Connection Properties

General | Authentication I Advanced}

Connect usng:
‘ =8 National Semiconductor Corp. DPE38 |

This connection uses the folloving fems:

% Client for Microsoft Networks
v File and Printer Shaiing for Miciosoft Networks |
v QoS Packet Scheduler ‘
v internet Protocol (TCPZIP) |

| e |

Dezciiption

Transmission Conirol Protocol intemet Protocol, The defauk ’
wide area network protocol that provides communication |
across diverse nterconnected netwarks. \

9-G-99-MIAMNE IP Address W 1N AAdministrator

GaM: 1P address 16RSANSIHINSIAYWAR Y Default gateway AN router GUWIRUMG
route GUGIANG] iﬂﬂﬁﬁ‘ﬁtﬁjhtﬂ%g Internet 1 DNS server AN application server YR HIGUA
iU URL Gj{aIthytw IP address 9 2 101101 www.cert.org A URL iAwh{pim stiykejpis g
192.88.209.6 iiJ DNS server 4

internet Protocol (TCP/IP) Properties l is ;@

General

You can get IP settings assigned automatically f yows network supports
this capabdity. Othervase, you need to ask your network adoministratoe foe
the appeopaate IP settngs

O Obtain an IP address surtomatically
(& Use the folowing IP address

IP address 192 . 168 1 101
Subnet mask. 255 .255.255. O
Default gateveay: 192 . 168 1 1

(%) Uze the iolowing DNS server addresses:
Preferred DNS server 192 . 168 1 b |

Arernate DNS secver:

Advanced

I OK J[ Cancel |

9-G-91-MIANNG IP address MYil: DHCP server
i0HAYS DHCP server IRAUMS setup 1STIEU router UHAMIS DHCP server ik Home
network ANjHUATHAMGS UM SSH IP address ThAJW{UTRIEN WM ASiTEILIHA Obtain an IP

address automatically S¥ Obtain DNS server address automatically
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Internet Protocol (TCP/IP) Properties [il@
General | Akemate Configuration

You can get IP settings assigned automatically if pour network supports
this capabiity. Dtheswase, you need to ask your network admirstator for
the appiopriate P seitings.

[@ Obtain an |P addiess aulomd:cely]
(O Use the fobowang P address:

[ Obtain DNS setver addiess automaticaly |
() Use the following DNS setver addiesses:

Advanced.
o )

SaMoiGyANS notebookWit IANKIT static 1P 1STF AW IP (HINSANNAG]IEN DHCP
server ISTAMIUNNTY HAMGI alternate configuration IEEANNG 1P SWARNSHD innaia
RINU network TR 4

IRY{SGUMS IP address MEAWUIAAISHING General tab HuitiumsAnnaaiifiu g gig:
notebook SH{HINSANNA IP addresses G]fhASWBIRISIAMILAMGW Y {{MWAIHAGTIT
Alternate Configuration tab, t{ﬁ ﬁjﬁﬁj WA User configured option S key ﬁh home network’s static
IP information 9 |

Internet Protocol (TCP/IP) Properties 2}@
General AResnate Conhgueation

If this compates is used on more than one network, enter the attermate IP

settings belowe.
O Anomatic pevate IP addiess
(& User conhgueed
IP address 12 .168 . 1 S
Subnet mask: 25 .255.255. O
Defaul gatewsay: 12.168. 1 .1
Prefesred DNS seqver 203 . 68 . 66 S

Alemate DNS server:

Preferred WINS server

Alemate WINS server

9-HIYTIUTIO Wirelesss LAN ?
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V-18 Wireless LAN 1S/ 0N &5Y]R ShAMNTY
m-giG¢ Ad-hoc 1AN&NA
G-giuinmAny]uila Ad-hoc network
d-1RIAMG AT UG ANj§1 918 Ad-hoc U Acceess point Connection TS TENWATANIIGE ?
9-1A Wireless Router 1S5 13thig: ?

fI-18 Accesss Point WHTMUMSGWHSSTHR 2

9-&-mitansifnyuihieg

817

2530

igjneigpapinsipmelhan|yioanime:
- saphdigemsipshusssigitugapimniaiman
- ibhpimidinaislibisin it sahyow
- (pIAN G WAL IR SRUANS A M TR SN Noise
- iiasmaknndiRuhgimgametsisam
o iiugithAUAGITEMIMIGIN: Noise signal
- s A A m e wipiohhthSilghAsI Ay wa
9-90-& Topology mf;’s ?

e

ce

JUNATS INGETAR I e UM AN FISH Prerherals TRIATIG]AT JUNK(Topplogy )BSHIG
16% e Logical topology TR RUT mpﬁsmm;g SAAHSINY Workstatons 1 Logical topology {1
Apyuw Protocol 4
{usA @l Physical Topology £5218 3

aakimuis:Aimamehduniitugiasiiisigh  anadalsgomhag)aity
NAGH

- Linear Bus

- Star

- Star-wired Ring

i
1
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o

ﬁn4§1 INATAYW (local area IMNARAY wide area network) IRUThUSHS ﬁmJ§I,cables§ﬁ
peripherals 11 18] atumsimutanapvioanwigSwiiyasms imighis ana
t?ﬁH”UJtﬁtUﬂfﬂ‘m topology iU 9 NS physical topologies fm[ﬁSLUtﬁSfﬁ EULUIﬁSgﬁutﬁ‘JEﬂS
ANNYIRSHANNTURTUAIN 4
9-99 Mnwiggutigh 1Bt Ak wUISnuGUTN
hmsmgm:mwwmqhmmga workstations8%  peripherals A star-wired ring
topology 1 QM :{AU nodes ARHAHINSMUMYL central hub SNWH AWM SMIE) &
)Rl aueligieisntim:muigeymita Node AMYWARUAS network
9-91 A UIHig]
star-wired ring IANAITAMIS EEMOMOMUTYWwigjhidsiuneq samoiiigRom
cables 8% unshielded twisted pair (UTP) Uia ¢
fr‘ﬂifﬂmu"l

fiber optic cabling, shielded twisted pair (STP) ca
istofituwnuAnIM{ATWIG$IUAT IANANASKA
9-9M-NMSFIG]SI Fault Tolerance SHESATHZ M

star-wired ring topology RMIGJSIFSSU fault tolerance Ben SIURgMNZEITY star
topology Broadcast data LfsjfmSQQ‘EUUﬁfLU%Um%SUg:@J central hub access pointgtﬁutﬁ‘:l‘isﬂm?
I0NAITAE SAUEAN:E owarding node(repeater JIEMUENIUAIE 6] £18 Eror GAIU SSSW T 1MW
GsSwnINSegUSHUATUIW hub hAUMSUSE] Node USIUISTIE network IIUITYAN
2i0dimig 10 node Ytsgoyig gs hub §ﬁt;ELESU§§§§UJ’@J Node USWWAJW{UTE 1 1SSt
thhuifsésadae)ung Nework ilgimsmumsigSwispinstmaigiw
9-9-Linear Bus

Co

Linear bus topology JHHNSIgIUYWMUMYW terminator (AUISICUANIRDNY (AU
Node SRHAT (Fileserver, Workstation 83 Pheriperals) [iiaMmUi§1§H Linear cable Ethernet

SH LocalTalk SN&RAND Linear bus topology

File Server

£

NHodes

e |

-

MIMUIWILT 10 base 2
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| max.185 m
Bl cable length

D g il
- -_ o BB :

fl.l.
o BB

3

MU 10 base 5

TN

' i 0
|

|

PY ) 3) n!p-q | R R S TR I T R —

L}
L] - L]
. -
-

ﬁﬂﬂﬁjﬁjﬁfs Linear Bus Topology
- WWLﬁjumqﬁ@ﬁﬁﬂjv§ig Peripherals 1§18% Linear Bus
o [pimiuithigjicini Star topology
ﬁlﬂhﬂ?ﬁﬁfs Linear Bus Topology
- wAsPhygs ibiggiugn
- Terminator {FiMIUR AR ARNTSIgNY
- AoiARTMUASIOUNS IMNaTANRYN
o BstswsSwhginsimiinm:prwisighnmitunsuibim:ie
9-9 &-Star

Star topology {§{T STﬂUﬁTG}h‘mﬁquﬁﬁNodeS (Fileserver, Workstation 8% peripherals )
IREMUHNIIFIMS Hub/Switch U Concentator IR GANGARMAT 4
&g Swislicy Star SMNATAHINSUNSFUMAME Hub U Concentrator §SINMIU N SUSIF]

MSIMUIRHUATN 9 M1 Configure 1S:EngiFIAIMSIBEhytwieg UTP Sibhmoifithyty Caoxial
4 Fiber optic AT

Concentator /hob

Printer-PT
PrinterD

Server-FT
Server0
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ﬁﬂﬂﬁjﬁjﬁfs Star Topology
- InwiygnpmitigRRamT
o MSMILIMAGIMS IMNARATQUAMIMOYMIBAWA
o MwiygnpimiyinnwShh:pnwwaigaom

QURINNIGMIS NG
315

u

S

ﬁ‘ﬂﬂ?Uﬁfs Star Topology
- (pimiigi Sk Linear Bus topology
- {64310 Hub Y Concentrator 35 1$1: Node BRI SMUATSHGITIM AN SIN:HS
- nsalyigh Linear Bus Difgn:aigis Concentrator ig
Protocols (I SIH{TMYW Star U Ethernet  localTalk 1 Token {AiM 1AM Topology 18U

iHIUTIT Star-Wired Ring

9-99 -Star-Wired Ring
Star-wired ring topology mmmm{]hm SNRH TR Star topology fR319 MAU (Multistation Access

Unit) IS Star-Wired Ring 918igfiRussmasiiansgamanauaiaigwigl 2uniniywig)a
1517RI¥A 9 Token Ring protocol #{ Star-Wired Ring

9-9(1-Tree
Tree topology H]SEU”QLU]:UET‘]EU@?S Linear Bus 8% Star topology ﬁgHEﬂS[ﬁHES Star

Workstation @ﬁTS’1§ﬁ Linear Bus backbone 1 Tree Topology HS‘@ﬁ@Jmﬁﬂ[ﬁﬁ natain
N S{ANUSHINGE]IA Configure Git: IANATAIF MYAIEIMITATA 4

Back bone Cable
—a

AONEIYIATS Topology
- NEUMUGGANCYWIFIGANTYWIG)ANINT Segment SYHY

- BISMIAM{INW Hardware 8% Sofware g:

A ANty ﬁ?s Tree topology
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- (uithisigjis{aU Segment {HimsAsAwiysAsisigfRumsid
o (ueisiig) Backbone 85 1912 Segment Ay IS M GIRS
o ﬁm'ﬁ@‘ﬁr’ﬂi Configure §£ﬁﬁ‘i’8\j‘fﬂﬁ topology 154j11 ‘Jt?jﬁ
9-9G-GNU 5-4-3
nmmﬂUﬂnh’Wiut?‘jﬁtS Tree topology SUSIT Ethernet Protocol AGNTE-G-M 9 §5mMA
ywisAYIMI Ethernet protocol nmmmmsumsmmmtmﬁmaj innatne R uatigals
Nerwork fywiu: tmmupmmmﬂ LnU Concentrator U Repeater mmmmmwmn@fui
Ggsisinuianaoyw Y is:ATImuMIANASAMY node AisliG innafaiR v siuiifve
AT I GMUMS 4 repeaters/Concentrator 1 Uigy MAkiS)arGIFEH{TMAIMT Workstatiob
ilspasithipinsifhytis) Coaxial 4
Segment I8 ATH Segment YL U node DIYFSMUThYH 4 Node AREIISI@tIISTI
NGRS 4 segments S§ 3 repeater/concentrator fhanah
is:AthopUlduEsmonstamstim: snafnprotocol IR§RIF)EY Ethernet INATATE U
{AU Fiber Optic YUSHS Fiber backbone fytisig) UTP 4 (A SITUS]iSIY Fiber optic Shigj UTP
widons f-9-89
Aroamistin iR atiats A Topology
- Linear BustANaiAsoENSaty 1A 1 TRt smi g R 1NaITAS SO (G § ¢1) Concentrator 191216
- withisiggiRupimimns innafaapuitiisgd
- (wiagisiggmatdsiand uTP iRl ssadtyw Star

mnhﬁﬁQU
Physical Topology Common Cable Common Protocol
Ethernet
Linear Bus Twisted Pair Coaxial Fiber
LocalTalk
Ethernet
Star Twisted Pair Fiber
LocalTalk
Star-Wired Ring Twisted Pair Token Ring
Twisted Pair Coaxial
Tree Ethernet

Fiber
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9-98—15 mﬂfﬁ‘i?ﬁOperationg System ifm?i ?

B850191ShiUAS{UAUAMIRTE DOS §% Windows 1S1:igiRmuipim stigiashwgnid
maiagnamidgjipvpieitnndgwy wospavim mnalnduagmnmygwnén
IBSIRUEMAUNS network 9 LumgLUnUg*w:mn'ﬁt?ﬁtm;;msm[pmStsmnnmﬁummn“t?ﬁ@J
NSy WA iSUASUAURMI INARAA:

- Peer-to-Peer

- Client/Server
9-9 £-9-Peer-to-Peer

Peer-to-Peer 1NATTAoperating system HS'EgLﬂﬁ@JﬁﬁtLﬁme{ImeGﬁmwmsmS§’fﬁ files
Rugaishufnenigiinimicim:asms  Runsisanwemsimishidaayéntgh
ig)aq 1:dmdnamAhwhgs Flesever ywanAAMuUIHEAGIARISIN Peer-to-Peer
network AIAUAJ$IARHAFIMSOAgRIIM Y Mosagimbim:miiimaasmsituems
{FNUISTIED network I Peer-to-Peer network (i StAUSRa1gjRn{maImaGsis LAN iR s §1
G Appeshare 34 Windows MLmﬁworkgroup %ﬁnzmmmﬁ’fsag?ﬁ%ﬁ mmmﬁ:qsﬁa’n peer-to-
peer mn‘ﬁt?ﬁoperating system 4

Peer-to-Peer Network

o I
-/’J '~/’)
FC-FT PC-PT

FC1

AMNUY] fﬁ IS Peer-to-Peer network
- GAMWSSATIWESI MG SN Server
- Windows §5th Windows XP, Windows 8, Windows 10 {§it§ Configure SN{{UGI{NU
Peer-to-Peer network

ﬁﬂ,ﬂ?U ﬁ"is Peer-to-Peer network
- AISAISHAMNUAITNG Files §1 applications
- MSiama

9-9 £-U-Client/Server

DELL

DELL
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ES] -

Blade Serjvrs ' Rack system

HS (M AGHMDMATNG{AU]AN 1 appicatons IR AT STT Fleserverd §1G: Fileserver A
Arysiiaasywisiaapds anadadign:anegmaedinoimansgiasmssug
Siegiamn 4

Workstation {f clientSgty I oM A §InSm S PRHATIR e SISTIU Fileserver 4 [Ufg
UAURMIT INATAKSIN A GITRUM U ST UM ADRHAT M UMINUHS IMEGHATGM &
Noio mwgiasmmﬁmmmﬁ@méﬂ Novell Netware §H V:/indow 2000 server/2008/2012
/2016 AT{UNSUAURMISIASAS-iuis[uAg 1naTA Y

0
N

Dl D3

it

PCO

AnNrYiRTSIUAS InnafAE-R s
- Centralized: {pUGSMSShaiaMisFsSWHINSHEUERINWHASITY NSSWi
MIGIn AISHSM SN SYTSMSM{BWiIFilH A SIuthyAASHE) 1
- Scalability: {AURHAMAIUE IMNATRANGR SO BInSiFmua(gimisMitAs
1974
- Flexbility: IRHGUMNS§TUIGATENG
- Interoperability: (AU UMANUHUERASIMAMITYWNNS
- Accessibility: TAHIG{AU{ARIFIIUENAISIYMY Platforms
ANNTURISUNS INNARATY-AS
- Samwesipsifigiiminagsiy
- miAsA:Gimsns naiRG Ry A BARSE SR AR g md innatans
U gmMNg e
- mompwa:iihaswgoydstindmin:pds mnataginsmi
aqninfisiuAgiaudmi tnafdnmsgoimy:
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- AppleShare
- Microsoft Windows Server

- Novell Netware

ao
5
S
ha}
39
ny
3

9-GINSJUTNY &-G-Mm?
W-GINSUTNY F-8-9 72

M-iA Peer to Peer INNATANISANNAYASHANNTURTZ: ?
G-1f Client/Server InNaTANSAAN YRR HANNTURHg: 2
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3
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a] ]
G

ysShyAANn
Sssmigpivinma
t

MIGATEIRIMERN LAN Technology §%

miusaIEnRisMIUIRAUAS Network

ANSONRMESANUIGATENTS LAN B UiA St 9 e1SUIgaTenis LAN
A:

Ethernet: ATUIGATZNTS LAN IR SITIwhniimisigh LAN

Token Ring: ATUIG AT G NIRUNSEAN (U] S BMIIWREHS 1 st s
FDDI: AMSIHMESH Token BRiBnIwWANIGISsanmSwuimam LAN B
Rigihisimummi g i SRAIAND Ethernet 802.3

?I! Dm

muumauinmisinsigituiaS wundisial innatAagigis:A Caxial Fiber optic §8 UTP 9

LA Technology Owerwiews

Ethernet

FDD

19-9-Local Area Networks and Devices

issAmuann:Easis LAN:

muAsuMginnainywitsansBimasisiakmmumitnuisHmmMy W
LAN msugmaggifumomiauaninds (mengmm pe) iRuwmsizmsings
1n))s 1 iimuSwuswis LAN (HINSIAMUMEI: Physical layer

QUATNATUAT LAN JEISEOM:

Bridge: AN SIANT{MAUNUMUIFIMS LAN segment SH5{31:01GIAN

Hub: NN SN & i UTaM UM I WHS MW ejHIIM asigjuiA st UTP
Ethernet Switch: [iMSANJMAMUUNSEgSWiRumsugan:d Full duplex
WHGASAST bandwidth 116§ Segment Y2URTAN MY

Router: DGR UG]SHANRITSITINS Internetworking SH{AU{ARIFII broadcast
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warious Ty pes of NMetworik Media

Coaxial

Fiber Optic

Unshielded Twisted Pair

Local-Aurea Metworks and Devices

LARNs are designed to: '

D perate vwithin a limited geographic area
Adlowvr many users to access high-bandwwidth media

Prowvide full-time connectivity to local services

Connect physically adjacent devices

= Ethemet
Bricdge I, Huk> ' el ' Router F

Dewvices Function at Layers

2 Application _,

l [ Physical

19-19-Physical Layer : Ethernet/802.3
Ethernet §¥ IEEE 802.3 standards MSASANjuNkiS LAN th Bus iBnuif{marst

Baseband signaling 1 (Ut SHLEﬂI[UJjS 10 Mbps 1 MUjUUNMSigdmGiuiasis LAN A:

= 10 Base 2: Ath Thin Ethernet HYNAGHITIMV{ABIAGH W G &id{aiR uthig) Coaxial

= 10 Base 5: Ath Thick Ethernet HSINAGHTM AN STYRWIVAR A& 0 0TV {HIR UTh Coaxial

= 10 Base T:Ath Carrier Ethernet Frame hinSalySs&jtigis:ie hihigj UTP 4 10 base 5 §1110
base 2 (FINSFUSIMITAENURN LAN segment §OE 9 2URIRARINSIAMNUIFSH AUI
(Attachment Unit Interface) muity:igfigims Transceiver IRUHINSMUIMWH AIFIAMS
18] Ethernet Coaxial 4 1EMwANGE 10 bese T (RiSIM{TIR T aupntinauamaiayg w4 2unind
BB SINSIAMUIFIR 4 Ethemet LAN sENi{ 312 10 base TIRAUHINSM U Hubo U LAN switch s
ISTaRmMAQUSIS s Hb U LAN swich § 6319184 Ethemet segment 1
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The Physical Layer: Ethernet/802.3

1

10Base2 - Thin Ethernet
10Base5 - Thick Ethernet
e~ . e 10BaseT - Twisted Pair '

Y-Y-Ethernet/802.3 Interface

Ethernet 8% 802.3 data link mStﬂuégf§gé’wmmﬁmmrgsghmﬁma‘feﬁﬁ uigimsia
ifmaigimuiel aunini didi
291010

Hoistaiumnis cuipmsieunnic g smigimsinam Ui eR i FluAi S EnemetL AN gt
R SI{UIAS Mancintosh 181211554 81 Intel-based pc AISTAAM UM SUINN ST MAC address
MSITIN Datalink Layerq Router iS1@1Manif{meassi MAC address RRifiasnG LAN
interface S IUAIN 1 51M: Ethemet /802.3 interface 15134 router IRl MSHHMAtyWw
Cisco 10S interface RUMBNIENWHAIMAR E TAUUINS Interface( 2N NIANECURMMARY
E0)4

The Etherneti202.3 Interface

0800.1234.1BC4

- AR T

08§00.089c.34d5 0800.2006.1a56

s s s

@ Cisco router's data link to Ethemet/802.3 uses an
interface named E plus a humber (for example, EQ)

19-M-Ethernet/802.3 Operation

18”1@;63 Carrier Sense Multile Access IR U S $i Collision Detection( CSMA/CD ) network )
IGTRINWMIVE SIUAT Node YWHINSEAMA IANATAN YW HIm S e Uy N
msL@ﬁﬁ§ﬁjméLﬁt’f Node S§WwJ4 IshnuiRuumnuywnsyARUTAUMUIS Segement
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AWISIinIN: Terminator Ms{yswanilgimimmdseiupeuenimishid Segment 4
wHSMAGjSMIvmsiagwanisiil LAN gwishnuiduiamsgnie)

Ethernet/802.3 Operation
2y @

—oteon

|

| DataLink

I need to send

information to
H3. |
—r

Source: DD:DD:DD:DD:DD:DD

ABCAAAPABIABNIAR

BB:EEB:BEB:EB:BEB:BEB Destination:
CC:CC:CC:CCCCICC

Y-c-Ethernet / 802.3 Broadcast

Broadcasing A Tool GHRUESAE UGG attNiG MU SST Frame Yunglgiaumnimiss
istinutag 9 Broadcast msHiM iAW SIUAIMAUI AIAISIAR Datalink RS §(Bh
t bits 129 HAS (FFFFFFFFFFFFFFFF 1MUU99) 9 §oisighjumsuin@i2uning A ms
IHMIVMSST Frame Yt eSS RGN SIUAIM NUIRIU A UAIMN A RHATINWISTIN IS
2uning BC §4 D Mssg Ui msEiRguntatdmmttniimugis)a

Broadcast MISIGEIUsNAINMZRNBINAMIVATUNS ianalAte sShasigsEn oA
iRruegastiliung innaRAIN: 1 §1g: boadcast (HIMSHHMATAGRAINATEN MAC addess IURITAI
8 spimsan ygstantRuiiE MU S§i rame Y FBIAT AN 1R

Ethernetf802.3 Broacast
=

| Data Link
—Pl'lysl'cal
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V-4-MOGATHIUAT Ethernet/802.3
CSMA / CD 1S5 S1§ 5B Ri[me:

ishinniivuanignsianichigmiugsinnsgaiSyuammnnaiamys
asEugjAsatuaauaiywighig)afnagmiumsitige 1 ifuammanaias sipimsimes
s euAnfAnsoUiFeEmums amzfﬁmﬁqﬁgﬁtﬁmtumﬁs quAlAimS{pANS gty
amminnadmiigimatns euamniamyuwigiig)afniugsin:ie 1 euanifmmon iy
mmupsisinuiagwpasiiauaniaainsyighuammnnainsidis

wasibuaiimsigmugsishaniagwin:mib:sfopmsiiansigugoiin
uinmakuime 1 ishoaiRuniGmiumgs node Ywmsegusimit:¢8o(collision) Wit
ishinin: hmsumssivgnuag:(Jam signal) guitivuamusaimii:sfomitumsid
AN R IR 6) nodes 1311 918) Al E] ¢ g UtwAR

{AU Nodes P MHETRUMSITMILIN S UULANDSUNU AU S Frame ENUTM sHIEUS & S SN
iGmugig)meitm LUfGSiG’mIUszIL%'MﬁQJﬁmSﬁ[fimgﬁmfﬂfﬂ;ﬁ:gﬁﬁ iSO node M8
AUNBIG AU SN 19)a6 S SOy sInnERNNI ;RN 1 18 o s snnisAnEgUTm
1R Im U St nuest s shngMmis aurni g wsheg umsithad wisknuunismg)a

Ethernaetf8o2.3 Reliability

& Carmier sense multiple access collision detect (CSWMAASCDH) I

MAC Addressing
SinseuninntidsilgmnonfimastisgumnsiwnsAhmcanNaieimisiva
'S 9 MAC sublayer MSASHBJUNATY Datalink address Ysit U{EIMSIAUT & MAC address 4
MAC address H1SIAYWAR N LAN interface St 1 MAC address i$ NIC (it StAUIR A1g]H
pin1Sinh ROM 41U NIC MSFUEIST Address 1S {RIMSEURGIFIFARY RAM

MAC Addressing

— 24 bits e e 24 bits

Yendor Code Serial Nlumber
— = —

0000.0c12.3456

@ Mac address is burned into ROM on a
network interface card
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v-9-mileghif MAC address

istyishoniiuigSwin fame gwRiaSH OyEgwUAMAMUNUHUAATH LN 4
w4 UAINIUR SIS MAC address gwitiuhmsiitmaiwhsimui 9 Hanaiidjin
@Jttﬁmgf MAC address 18 2Uﬁi[LﬁH”UJ‘§tL§Lmﬁ'J§i ARP( Address Resolution Protocol ) 4 MU
Ui mAth anjag s TOPIP 1 ARP (TSI ey i jing b M MACaddress gt 9 1sigiaduind
§9 HostY S HostZ A a3 1511 LAN TR I Host Y (NSUR) § broadcast §1 APR1916] LAN g it gjing il
STMACaddress TS HosiZ 9 IRNANITR Host Y I MIUR) SIGE T broadcast YU 191 (AU 2UAI F1HET]B
14 HosiZ SimiS U imieg a1

i:imtnhamAthwnsia  Hostz IAGWARRUNSIFWALIMINWHNSAR  MAC
address TURINRRIRTT Host Y NS §§USIMIGWHRVIUAS Host Z WM SIAN$ A §T MAC address
11218154 Memory W EInSIHITMAS ARP cahe 1 1STINUIMWIG)A Host Y (§iSMUI
UYL Host Z I M SIFMIUT MAC addres i8S Host Z IR UM SIANG AT BATEN 9

Finding a MAC Address

- Broadcast IH' Ioﬂ% % |Host =

Hostz:k

Exarmple 2: TCPAP destination
not local

@ An example: TCPAP Address Resolution Protocol (ARP)
& ARP finds the MAC address for a data-link connection

W-A-muGankisMIvIAa LAN

nunstyhanmuiia LN gWhain sa Mimutanitsmidig s hujud tinan
291N
TNUTGACIWSH Files § printers

io
RTNUI0

AWSH Internet

RINUUIART intranet(Web server 8% E-mail server) Rutimutnni s pims
i

GInMISIMURGIMIUAHRM NAMEWURBTSAMyW

algimigIFnU MRS

1 N

innatAunSE sanmy:

O

Functionality: 1ANaRATR (UM SUIR AT A oI WM oM ST wmI
i A piatinmIsmyImusAnRIvATEANDIN &S 9

Scalability: innaRATR UG O suifagowipiansafans 1 hnssw
oubnhohuigusicssisaunind hEsmoiget:maURmiuiiaigihin:e
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o Adatabilty: sanainiRuitiinsuimsikpiaAanugalgpdinmasndimaist
nukge 9 SSWwo naRRuiasud s pianoiimathywsk
UIgMeNImS

o Manageabilty:  Itik{RRAUR AN NAMENSAUR AN IR VERAIAL AV
mshhrctinfmimstinin 9 iREeSMIALAYMSUIARNT Rack Sysem
RITHUIANG AUAIW Networking Devices § 180 'S Server

wsmimsuingiaiauadwedatmididuignnais

Design Methodology

q u Analhyze reguirements .
Develope LAN structure
{topolomr)
Set up addressing and
routing

duns§o: ImaiAgme
ishptifianjaismulials innaimagiimima Fiiagimis nnafaSagrndme 1 ibigias
16 s sisuAidim AR e s MBIy
291010

WSty nnalrgwasimast Applicatons RgjiFmiuMssicghsuTing
MUOS INGTA 1 iGN OYNIGINS Bandwidth A{BAZE

Step 1: Analyze Requirements

- Business iIssues
@ Technology issues

& Administrative issues
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BUNS§W:MIvIAAISIUNKIUAT LAN

ishinuitia st Star U Extended start SN /IS Ethernet 802.3 CSMA/CD 4 Juniis 100
annis:AnhpinsPimainig g A anigis:

Step 2: Develop LANM Topology

Topologies . Extended Star

SUNSGM:MIASH Address I8 Layer 3
Router  sogfitTRimasivamminnatansmsiaguganwiigm:thhidinsém
Firewall 116]§UANAMI boroadcast 1 HUNSTHIMWARMIUIAA LAN 1A[RHASAEMN SGAIANE]
Si IP addresses MY IMNARAIS: 1 1810 Router §G1RIMY:
- 1ddjion InaiAD subnet §4 network
- WUUIRAIG S SIS Internetwork 1 internetworking

- UM inadANgE s 1 Simguniis snnainy twigimistinnaf iR ogical netork
Step 3: Layer 3 Addressing

131-108.1.0
Logical

i

_— w
Phy sical Hetwork

131.103.3.0. 131.103.2.0.
@ The router divides subnets and networks
@ The router structures an internetvwork
& Logical addressing should be mapped to the

physical network

53



V-F1-9-MIUIRE VLAN

N wMHHN ATSVLAN( Virtual LAN ) 1912153 655N G1A0TS broadcast {fiiatsiRsAsAis]
A% VLAN guiwhusamsthinsAsAls broadcast GjMSIAGT Y VLAN Himsifimasifiy]
grugsiagiamnhwuiiamssipisis VAN iglmug 1 §iuath 4

¢11isinsASATS broadcast MssUIMSIagoiIwmMnBmais Router sflgjevanast
Broadcast 152 1 [URISIT VLANL GRUMSIFIE] VLAN2 Big:mindimah e saigmn 9
V-f1-9-©-RIAAIMITUAT VLAN

isighanuinis: Port IRUNARGHHINSIANTANURSIESIMIASAIUA VLANY Port
PO P1 §k PC4 i StaB{m ailE]R i§16] VLANL 9 VLAN 2 618 Port P2 P3 §k P54

()

J

YLAM Operation

W-G-mipy i § s SwShmTmAIGATMIUAUAS Network

SUMSHyRAMIUYUARNSIRURSMINA S FS IITSIR gf
MutsMnR alpiaiE wanieimuargimiuaouyg sisanding
HSIAE GoRI{MLIS:

10 VvV
al al

ibhpiimAphywyAbim agmsifsthituisipinhgiagmbn gidaiis
ANy Applications IRuiaRnkiaNGimasigh At uasisiganye 4

imwnniEuGhnsuy A fnsmsionuii s schyw iiosag sisanding
U HﬁttﬁhmiﬁhﬁLUﬁmrﬁmiﬁémsmﬁhLﬁstﬁs‘1 kit fuanddnsitunsioanwsy
ruiiimadgswin: 9 ibhghiniyhwieinsop UM SHAHAMDBID UMY WG
hphmiida intemetwork 4 i gialudpanisddnsisum st 4

2N MIOMSISSWmSEAl Internet Sidly 4 sliaRRwRIGMS AN

Rinimiruuas innataamywintums{ant Y tﬁﬁ?smtu?ﬁmSImmLﬁﬁLmé iupima
ighidtnfmuuapds ineranataiiunspnt 1 gal o sigagimuida ineranaing
iinthwigimsgpaIM A MIUATHASES 9

Step 1: Analy = Regquiramants
— Sather Data

- Corporate structure =
- Business information
Fl o X

- o Asapplications imn use

HATR
ith

- Current topologw g Y

- Performance
characteristics of

rrrrrr t mnetvvork I! |.
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ihgiaghRameindigRnmghReUISt SAGRUARIFHIU Address MIRATINS
MIRITAWAIUNR Mi Configure SGIUASENIRY 9 tmﬁﬁLﬁUtﬁsz°mSE“ﬁﬁiLﬁﬁLﬁﬁﬁ"*
Ten(MIS)iRu{AUERITHUIRADRHAIN: T nS{BUIsg ig)mAmsiFmion siMisigitign
goamifsig)aiwmmsinesingpupsimuigaiywa

al
=3

Step 1: Analyze Requireameaents
- Gather Data {cont.)

= MMission-critical data
= Mission-critical operations

- Approved protocols and platforms

& Control versus distributed authority

w-gImatsliAgim
IRURMATGIUREIMIUATIUNS internetwork 1B {RRATMAIFIUMUFSMIUATH
SusShimuiiuigaie B sig)a
- 1fi Applications FehifsiRumsSugimsiafungorys 2
- iawasnaiagmiisSupinsmguiiinigoiys 2
- ARGIYCIIINASANSFUMSIAT L ?
- ihgamoRhmuTinmuiiagegumsIAL 2
ibhpimmsidgpianshigpoiinisigiin:msgon:
-Throughput
- WIS MBFWAU
- MIGUIDESMS
puHASHs PhnmseSuwsSwisagiMmiRom 9 ajgimepuopinsuRaginhuuigust
nsmstipsig)a nsmsmsalgmsialg 1:uAs Intennnaiam sifemiviaignideiga
gjstatgimisipuomsiaquingiiwdim:aigimEstigincie

D30

Step 1: Analyze Requirements

@ Business requirements
@ Technical requirements
@ MNevw applications or business operations

@ Performance requirements

= Availability requirements
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b-g-o-mimaghiamiiuuamugmsonoiighuisinnaia
isinig i otiRelmaidibagimigavignis o HASE S Ik pIlaanwne
IS applcations S[IAGHS ool IRUUAM UGS IonGITSTRRpA gIAnaTA 9
291010
ishnutauniansmusiNode guigiphiud sinnainaishinuin il onomimsiamns
¢nmigsy  stlymsBifononduaspd sinnaimipilacsstouamioiu ssanmini
SnkiAS higid sasashiRnR N IMImEMIA S5 § A 6th backup fie server Thifl 59
imumind:gsinidioviRsuilawns Intenanafmiwpsamudmaogiiniiv ik
piiawiefnsapusionsiAfvBAS IMNATA Y

v

Step 1: Analyze Network Load
Redquiraments {cont.)

How much netvwork traffic will be caused by;h

|
@ Client‘server applications

@ Hostterminal applications

@ Routing protocols

@ Regulary scheduled services, such as file backup

v-8-u-MimaFiAgimi-Applications I8 IUAM UGN STNGIANG
10NAT Aappicatons MSUIR ABINSENTINAMSIAS 4 18 ANy tls Apicatons TEAIULM UG

HISIMIAREAYS (Congeston ) £ GERITMY:

- MG Internet

- AngéiRRnD Software OGS

: mfzjmzsgigum niigs

- mud{neSiuas Database ARMM
file server SNUIRMABH
imuminAismisigastBifEit i Aopicaton TEASULM AUBNSUCM G1eN ;ONGINIUAS IANATA

B-90-UigATe f1S Ethernet — MITGA Network

Ethernet Technology-—-Bus Topolody

Shared bus limitations h

a Collisions reduce the effective available bandwidth

Collision h
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R suag iR uiRaIgAR{UAS Network ?

Wy hat Problem Auare vWou
Trying to Solwve™?
@ Media contention
- Excessive broadocasts
& MNMeeaed to transport nevr payioads
@ Meed Ffor more bandwyvridth

- Overloaded backbone

@ Metvwork-layer addressing issues

200D

Segmentation AMEiANIMESMITAIRSASALS Collision Gwigli Collision domain AIYI{HS 4
- Layer2brigging iSRG AT U ToAS TUNkES BUS 1N Wwinu g hansGiunst Colison domein
2N S HSE NI U RAIBIAUAINGA S YW INSST Bandwith {AUTMS UG NS
- Gam: 1gighjuniith BUS Figuns§IRSASATS Broadcast taguaniim: o 1n:i
fRiHmasst Bridge §4 Switch AiEnt

Ethernaet Technology-—-Segmentation

Bridging and switching are both used for segmentation
—

@ Results in multiple collision domains
@ Still a single broadcast domain
@ Stations can get dedicated bandwidth

Single Broadcast Domain h

Collision Domaihs ——

19-9 0-Bandwidth Domain (] Ui} U YW Broadcast Domain

ifSASAIS Bandwith YWHINSIARUIFISH Port gis Bridge YWY Switch Y9 isiph
IMANEN Ethernet Switch YtisiS:iRSASATS Bandwidth Yts{EimSIaUTt Collision domain %
B14 IRSASAIS Broadcast YW{nHaMUMYLs Port Ysis Router Y54 (AUAUATANPRHATIS]
wiRSASALS Bandwidth WMSHHMAEMISIGAGSMSIULS LAN bandwidth Tagtw v (A0
GnoIM ARHATMSEARN Host aMywisighitsASAls Bandwidth AAMIBUITEMIFAT Hosts
gk 919)a 1 151k AnATsiR SRS AL Etheret Collision gim:auaiaddssimoifmiuns
ishinuiagwit uuamuens Collision IARYISIFIN 9 (AU broadcast ARHATNSYARN Host M
gwisial broadcast domain (agwWhMMISUITMIFAT Hosts 1RjaT1g)aisiadinsAsals
Broadcast fagtw 9 Broadcasts (FiftAEUNDMGIM: (AU Hosts Ak aISIghia SASATS broadcast
myUnsUEhwilgiuanshaagmaismipu

-0 o3

423
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Bandwidth Domain versus
Broadcast Domain
Efthemet collision Broadcasts are

domain has shared visible across a
bandwwidth subnet

w-9 9-imuminNisMIRigH{UAS Network

9-99-9-MiUIfasT LAN Topology

MwinianSUyNUSIAEN STRUNASHIFISAUAS Network SJENAIIAW 191215 h
i uiuasisiuniydis LAN guidupinsuiiagiaim: 1 igatoasismiviiaisgy
nais:pinsUiumgihm{uiagis osI Model 4
- Layer 1- Physical Layer

mutaniismiua:miviagt Layer 18:18 08I Model iuwnsing])sinf)sfumiuida
stvspmniguMoHBmAInS 9
- Layer 2- Data Link Layer

15194 Layer 1 < 2UAIN( 5 Bidge U LAN Swich [IMSIAIT AU MIM U LAN segment et 1S
Ty quntnfiRuRInlimisIgh Layer 1S:01SaNFUMUASASIGIES Collision ShilsASATS
Broadcast
imuianhismiviia: apvuasisancaamagwiivnsisighin:gsns MDFY IDF
Host mimsmﬁﬁmmammwﬁs Physical Layer IEU}G]SGLHﬁfn Physical LAN segment §tJ 9
mitigigiauniiis LAN switch IBuasifiimastigngs niflgimavgwéniisinsAsaius
Collision IBATARMSIGTH 9 MIUIRaG NS SIGANTYWIS] Layer 2 iSjuniis iR ugAGIM AT
UIRAIGIMEN YISt VLAN(Virtual LAN) S S SHESASATS Broadcast iAYAS
- Layer 3- network Layer

iS1a% Layer 1S:2UAIMIGOM Router (FIMSITMANEE[UIRAMSMLAN segment gty
A WHS AN A GJNSMIMUIMY Segment 181 Layer 3 B0t IP address Mifle
imusaniismiviia: Utﬁﬁgfgfﬁuwmﬁ LAN segment {5 Ut 81{512 §i Data packet 4
G ARP Protocol Broadcast fnfj[fxi%j:ﬁ@
OAGINGUS]:NMIS Coliision i Segments.
- ‘i[‘tﬂ:mm?S layer § 4 i Segments

- i
i
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Dewveloping A LAN Topology

Aapplication
Session
Transport
Data Link

Houters
Layer 3 Addressing

Datalink
L ayer

Physical
L ayver

[uiA isigjiv AiNetwork

Cable Plant Twpae

Electrical h

- T oaxial
- Twvwisted-pair
Fibber—-optic '
& hMultimode
- Single-rmode
Wiring conﬁguration A

- STAR fFextended STAR '

- Distance Thmitations

Star Topology Using Catagory S
Unshielded Twisted Pair

Presentation

200rm

"q= Catchment Area et ‘
Sy N,
% = ! — MainII:);g:Irii:;utiun

Horm=ontal
Cabling

@ Specified by ELA/TIA 568 standard
@ The MDF is the center of the star

@ The MDF is the Point of Presence (POP) for outside
services from the WaAN provider

19-99-19-Extended Star Topology
islanaginadagwitumsiadmogmgimigiugtupompeaigmbsmayw
WEISThNSTSS Hosts MSiaGsigiRmupimmuthinnaia gigmmuidatAnscn
Auin900iB{aliyM:Gim: CAT5 UTP Ethernet
ihwigimui s uSius Uig)(Wiing Coset) 11:8US U mUSiEspimsuifimiging ugtis)
§lﬂmim Sﬁﬂlfsuf IDF (Intermedate Distrubution Facilities ) 9 fgﬁfﬂ EIA/TIA 568 msmﬁmgjmm:

®1S IDFs {HINSMUIF MDF i wif{maI§ive( Vertical Cabling) 4 VC 1S:AM{UsAgiS Fiber
Optics fign: st aniia Fiber Optic MOIJIM UM ST WMSiamU 9 18734 MOFs §4 DFsign
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BRI ISIRMINNSMBI{MAT Patch Panel s 1§JATEMEN VOC( Verical Cross Connect) 1 VCC 182 {38
asifmalgims DFs thifisigl MDF anme 9 (uifls ve Amjuiasisigitnumnsiuiniihi
900TB{HG 1M CAT 5 UTP G16N s Fioer OpticI (it SHB{MATThisg 1 4

lﬂ-@lﬂ-ﬁ]fr;ﬂﬁﬁl:ast Ethernet-MDF to IDF

Fast Eter Aith Etemet iRRUIRISUIE RIS TRAMSIN]]SIV)ARR 100 Mops (UIASIS SHD
(e Siash e Ehemetitnssnsniach BUSTRINS Broadcasti Rt ST 10 base T

CSMACD Method AEh Medi Access Control (MAC) G4 §g#En Fast Eiremet $1SGIRIMIM B0
Copper-Pair Wire (100Base TX) S} Fiber (100Base FX) ttﬁwﬁﬂs Fast Ethernet fﬁmtﬁfz\]
Coaxial 181:1¢ 9

Fast Ethernet - MIDF to IDF
Wertical Cabling

Increases bandwidth to 100Mbps using existing
CSMANMCD technolooyw

Twio standards:
e T 100BaseTX--Two-pair copper, full duplex
(max length = 100m)

@ 1ToD0BaseFX--Two-strand Ffiber, full duple:x
(max length = 400m)

Primarily used for MDF to IDF connectivity and
switch to server connectlvity

Ethernet ! E L; g

LAN Swith IR Ut S mLﬁJ f1UiS 0SI Model

Developing A LAN Topolody

Routers
Layer 3 Addressing

! -.l Seqgrrent 2 .
L.ﬂnN Segrr-errt 4 N
Smtche_s Datalink
L ayer
MHetvwork

Media
Twpe Physical
Huhbs, L ay::;a
Repeaters

Hetwrork
L ayrer

©-919-9-MINBIN L Switchs IRE]MAUSWMIAREYS (Congestion )

Use Switches to Reduce Congestion

& Avoid congestion on a
LAM by using
microsegmentation to
eliminate collision
domains

@ Cascade switches and
hubs

& Tailor availabkility to the
Nneaeds of the dewvice
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Microsegmentation $1SS WNMIGTMATST Bidge S Swich 1 E]aRinAmMIUAT Workgroup
Backione 1NGITAMISIY{UIAT 9 10 Swich {HIMSHB{MUMY W Hub 191 Y] aRInAmMIuEs{IN $InNG
RS U HAT MG NG S i Server 9

Layer 2 Switching

Work Area Station Cable :
VLI Uplink .
S P I VWA H b
ports A
- 10 meg ports g —
~— ] -
Wall Plate HCC Patches i 1III l'ljn“n:“mk
100 Mbp=
HCC oo
Mii‘.ﬁf e multiple
100MbpS | = fib it runs for
ansion
Hornzontal
Cable HCC I
CATS UTP &
Wall Plate b 'E
B b

/ Up Link
e Port

meq ports

Work Area Station Cahleb

19-919-Y-Layer 2 Switch Collision Domains

ifgjASANSLNISIRSASAIUAS Collision YUIHR{AIRNAGSS Hosts IRu{aimMUIe! Port ia
YUWIUAT Switch MIASAIS NNSAINA FRMNY WS Bandwicth IRUTEHS ARG Host SYWI4 181
phansmoiuuising Host fagwasiiumSMUIF LAN switch ports ithlgfiaAsasiFiis
IRSASAIUAS Collision G§SMi(Source Host 81 Destination Host) 4 ithtsaniiaéulisinsAss
1WA Collision MSTAQGINNAS Collision 1AaIgRINIFISHnUIRM Host MimsAnkiaumse
migimigiun

Layer 2 Switch Collision Domains

@In a pure switch LAN environment, the size of the collision
domain is 2 host

@When using hubs, the size of the ceollision domain increases
and bandwidth is shared
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Layer 2 Switch With Hubs

/2

i

- |

e
\ﬁ/

©-919-M-Layer 2 Migration 14]6]0NS Bandwidth 2

Migration AthmiumumismmBm algje;muiimasn S auies 1 iigimmU Host
YU gl Potgiues Swich 1 1shin iR v Agianatagwmsiatin:agimis Bandwidth Am$ia
GiR9 vee imsiandimantigims MDF thyts IDF 9 igIafaimIst bandwidth &SN Port
191:588 100Mops WIS iR Bk SHH{M S Switch IRum SN avInhNSANG)
itk Si Bandwidth Lﬁﬁ[ﬁéﬁi[ﬁ]fj Migration tsﬂh_;h‘t’e‘j HC(Horizontal Cabling )bandwidth 18
msigiwmigayd Hec 191t Port yuwsis Switch IRUISIAG)S 100 Mops 1 MiAsAgidul
IS layer 2 LAN switch N1SANT:INSAMAIRE{BINS  bandwidth B 100 Mbps port fI{ENT
Migration 12 fu{RiiamMIST bandwidth MSTaG 4

Layer 2-M|grate to Higher Bandwidth

@ Us=ing hubs to supphy
more connection points
for host

& Migration to higher bandwadth
is as simple as patch to higher
speed port or adding additional
high speed ports
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19-919-c-Layer 3 Routing Implementation

MNP UAIAAR NS M NUE T Router MSHSENAGIMSMIGIUADIBATS LAN
islganginnatnpansanigaunaiuigaangh s Routers HINSITMANEURUIIMN
Ut WAN(Wide Area Network ) 5 Internet thillts

Layer 3 Router Implementation
Netmrk:ih mub

i E N - ARG, Y5 o . AR Y. o — AR, Y. 20 . . . o el AR L o i
@ Routers serve as
broadcast firevalls

lﬂ—@lﬂ—d—mitLﬁme{I Router tﬁﬁj]'@j Internetworks MSiHG

Utg‘ﬁ?&ﬁ Routing G 81{01: §iM1 Broadcast IS Data Link % Multicast 4 i aniiatn sms
igUST Port 165 Router I8 I SMIUTSUST Subnet U network addressiS1: (U § Internetwork {38
oRIGMIMIRAYFMuAEIMI9 ILNAITA Protocol Addressing 83 Routing MSZAISIMIUIAA
wosywitumoninms 1 ishnuigmiaspodatiapiiim st Router § Switch 1912 itk
witudnsiiiansigiushinnituibiAnhianpunsih anwsanis: ?
iBaISthumIuaTgATthuanis Protocol IMisI: AGRIFISHUMMARKTY Router (IS
AT U WS U ENIR U SUTNANISGS S Broadcast i3 SIS 1 Protocol 180
gsmonEams vanigaiimn unnigAMIASH IP address 9 1:GthtinanmANW Router
SAlYIGIIwNSUMARHAI Configure T Switches

Use Routers for Scalable
Internetworks

i o
3

@ Routers serve as
broadcast firewalls

@ Routers consolidate
for scalable
internetworks




V-91-B-MIHH{MAT Router IEH]8JITS T STRANR AN DS YUTE
Router {imsiiimandgiieimsugmnadminifingmsiadmsyigm:hpinsd
Firewall (O{NUMIMIAGESST Broadcast 4 1(GAsf1S:19116)a Router MSIfGimSSinsamnis

minffinmsmsiafusnhwania Layer 3 9
2910

IP subnet MSUISUSHG AL SIFIG] Addresses 9 IRNWANTTA Bridge §4 Switches BSMS
ANRISIAddress MSISIZIG 4 BIGNMSUMSIGEIFHAY Port QMHU

Mywsh Routers Hosts MSHJ$T Protocol IRUMSSE network layer MG (AWM
QMR Address 1§ Host 1#j 918) a1 wSUMSIFIaJih Broadcast 1219 1 1T SNMAWES
AT UIEIEN 1P address TMIIMIVIS Host MG Encasulate GiM: Packet 181} Data Link
header §lSHMSUMS Unicast Frame WA 6j2UATAAGLY

Use Routers to impose Loglcal
Structure ls

o T

o

131.108.1.0

Routing Table
—* 131.108.3.0
13110810

13110820

-IEI.'EE-

AN

100MOp= Fiber Optic

Hetwu:lrl-("ll k2
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©-91-£I-mi Design IANATATNWIT Fiber Optic

File Servers and GG Patterns
B-99-£1-9-Enterprise ILU:]UtﬁjUfﬂH“w Workgroup Servers
igpgmitigids anatagweegumsihatwin: iSupiawle/nsanud
onGinAFgSwisiyig Network 4 Application server (it STGAIGMENAI{UIAS A Enterprise Server
S Workgroup server 9 Enterprise Server ILFILU]ﬁ'JﬁJLH]t'IﬁﬁILGLmﬁljg"]hﬁf\'ﬁ@@'h[pﬁg nnaiA
AUYURGI E-mail server U DNS server 1 Gi0NAR Workgroup server IM{AIN SHT{M RN
{nuisganbimaigAnmywis Nerwork

gAIiIMAAhrAISIghuAgIMnaiTagimiguIHoim: Enterprise Server MipfiamUiel
St MDF 4 onoindsim:iasisivhis nsiagwaniiugiavmsieims MOF 1wnds (gl
msumﬁsghmﬁmm‘fmﬁﬁ‘:thjmm:tg 1 Workgroup server [{es§muisigh IDF 9 Gimzgn
SN aHasRY oGSt Applicaton ARIIIMS 9 IwMBFMRvUIS: onoinadims
Servers QHAIS:(iianSgWANFIMSUMSsIFmSsnaiaieims 10F ShEsifemsmiis

MR UEAGMATIRIR 18] a1 ak{uASiAlS Segment 16

)
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Enterprise vs. Workgroup Servers

Engineering .
T

Engineering

-91-A-U-MIAANEEMINIS Server

WIS server (HIMSRAIGISHANAT AWM GWIF MYA I FIUATN 4 network layer 2
Shmgiasuifaigiiliggaemualyi1 1S1gh MDFs $i IDFs & Layer 2 LAN Switch [fffAtS
0| g a5 100Mbps port BRI AIEND Server AHAIN: 9

Server Placement

|l_.Jr if; n:w:r::.sr” “"'-"'JSF"JHO ic

Hetwork 1|

Jl\ .ﬂ\

©-18 IDF AN 2
M- Server IGAIGMNIUSS{UIAG 2532 2
G-Broadcast domain §#Bandwidth domain Athi 2

&-1f Congestion AN ? INWIRY{MAUSW Congestion IRIATANTETIYE ?
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HOAGM
WAN (Wide Area Network )

M-9-1GRIREGIM S WAN Technologies
18 WAN thij ?

WAN AM{pAgums Data msungianaiaiiuptiansilausiiunsadany
MASSAMAANINAMBIL: UM MIVATAYUISIATN 1 WAN technologies B gig11Sas1§{uiia
19118’1Lﬁ191ﬁ§mmfﬂi OSI reference model ';ﬁ physical layer, data link layer, S¥ network layer 9 JU
MOQRMEBIMAAESRIAE WAN technologies 18 051A S twii{H 0SI model 4

OSl layers WAN specifications
MNetwork
layer o
-l
o
w
N
x
Data link 3
y 1 @ o
layer E ° 5- g g
MAC < g T 3
o
sublayer i
()]
o
=
(5]
EIAMIA-232
Physical EIA/TIA-449
layer V.24 V.35
v HSSI G.703
& EIA-530
x

m-V-MMUAGN oY WIS GANoYwIg)a

point-to-point link GrUgIgIuMsitumsuIgagmysinguanh customer premises
MUI: canier 1NGTATAYWAREGE{ALT S§IUQIRUMUGIMS remote INATAYLWY UM NIV
Point-to-point NGIFFINSHUN carrier TWIATUTIEN leased lines 9 G3ENUAME point-to-point
carrier MSHRTIWARRSIISH hardware MUYATEIGIATQIUAHATATIUM: 9 18] FARIS:
wnsalyfhigait ¢l bandwidth iR u{pimiShoywhisansiBunsmim 4 MINUAGANG
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YYAGANTYWIE)anSalyigmi shared services 6N Frame Relay 4 JUMNRIMBUNMA
Y

MIMUMARGANCYWYAGANGYWIS) AMEIL:WANGH

E‘F%i WAN K Li";‘,’

U —

;

M-B¥-9-Circuit Switching

Switched circuits HSEMABIMIMY data IRUMTOTIRGISTINUIBUEIMISH D EMIMT
ishaidummipinsumi e mingshusunnn B oeiskigig i gidud uptmimai
NAGUNAIG]Y Integrated Services  Digital Network(ISDN )&En2QinAgwi yusaiiGim:
circuit switching 1 $S1I01U router GWHS data MTNURUSHIUW switched circuit AHINSMUIRY
tywGSSIS circuit 1U6) remote network 4 AHAIMATUAS ISDN circuits device TgIFIM SIUTIYA
M STUATIUS §160§IUAT remote ISDN circuit 4 18110105 Networks QI{ait SMUIWIRTNS authen
ticated ﬁmmﬁmwcgs data QS ISTIAUMIVS data Binsumy muuigiainAmshoie
Tm 4 umnaimeuinmi2 nINAIUSUIASISIA BIS:

a- 5=
J network P

rF 7

Q00
QOO

Switch
—r}?— DCE ’—- O O R bcE "tﬁ-};—
@) WAN
O N vd

Customer
premies

B

o
0 —
m
e

s
y

3
Y,

=}

—

M-V-1¥-Packet Switching

Packet switching A WAN technology YUWiRUHAGIMAINSIT carrier HSmSiYm
DI NS INGE] carrier MEUIRS{pRgMaisMiimansiniionugsiuan algdion:
customer (RGNS UAAN: YUILSIEAMIMUAGANCYWEAGANTYWIG)EY Al

1
230

UL packet switthing U5 networks MSAUTYUS carmer 1065 sNaR AN WHAS Bsmm{ s sicuiia
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ishianainiuaT 9 UUYA carrier MGUIREA virtual circuits MR NRIGATUATHAT R SIS packets
IUR data (HICNSSGAUA Virtual Circuit SWMBIW: IANATAYWIRINIG)E 1 SRATSIMNATAIUAT
carrier IR U{RINSIGARUARGIEIAIGUENNNA T 2NUINAIUAT packet switching networks
8 Asynchronous Transfer Mode (ATM),Frame Relay, Switched Multimegabit Data Services
(SMDS)8% X.25¢ gUfﬂﬂSﬁfﬁtLﬁﬂHU@@ﬁmemﬁiUf{i packet-switched circuit? virtual
connections i customer sites AU virtual circuit 4

JUMNISTURMD Packet Switching IFMIUMS Packets GMAME Carrier IANAITA

Customer
premises
Carrier Demultiplexing
E_‘ network OO ik
¢ \ |—> QO ; L5 3
= =z Es) 00| = —
5 <= (YO
- DCE DCE
| S5 we |== al
o QORI el —

Multiplexing

O
OO0
6

-
s

WAN Virtual Circuits

virtual circuit Ath software 16) 31 U SUIAGh shared sanafgwii 10 alAdevices
6%851‘1 virtual circuits B1SHGRN: switched virtual circuits (SVCs) 8% permanent virtual circuits
(PVCs)

SVCs Ath virtual circuits I8 UM SUIR AT ATWIB AMEAT MW N ST 611 gnIsT
INUMIMOEINSUMT S MMBWNATIMY SVC gugsnsiiamamuamiviiaa])s mi
uis data Sumightia)d 4 dunsismiviiamipiisnsuila vitual cieuit ipanile i
devices IRUTIMMUIR 9 Mii§ Data NI GUMYWMIVMS data 1hil devices MY virtual circuit
NWAIRNGIA)F NAGHTH YEmMIA virtual circuit MGIMAUARN devices T8 UhiMAI 4 SVCs
Lﬁuimsnﬁgﬁ@smm%ﬁmmmcgs Data i¥1 devices IRUINS data IUIYUGAIEN:S SVCs MS
Uts¢Ubandwidth (EMsiFhwantamiviian)ashdamamuismiths Gighmsma
USWHIYIRUPAGHM YW virtual circuit IR UNISUFAN:IBT

PVC At virtual circuit IRuRimsuifiaig i iebijg iR s SMig data PVCs [
qsiipansmaliumMIG data MY devices MISMIGTY PVCs MSMAUSWEL bandwidth
iR unithywmiviAa Shmimois virtual circuits Gighmsmavgwalygithwaniia virtual circuit
By 9 PVCs [HIMS configure T §iF1i W service provider 1STNUTAMSAYR service 4
M-¥-WAN Dialup Services

Dialup services AMITANAIRMSURIMONNUMIPUME WANsY  MIHSIRS
dialup in mmm§wamsﬁiﬁ dial-on-demand routing (DDR) S4 dial backup
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DDR ARUIGAISUYWIR A router YUSHCOUIRYMIUNISTI switched circuit 181100
[RIMIUS data ARMIUIAA DDR setup GHsRA router (IS configureiigjmuiiuiinfimuun
ishoaiRuguihgwugsaniigwiomiasts mnaiaouoind Muaiiugimispmoung
s 9 1shnumSMU oo (HIMSEUMAMBUAMM 9 M configure G1EN: router NSAANAIL:
N MEATRUASING Router iman umIpUISTamia) dinshAghIw:I0 uYw

Dial backup nm?uﬁﬂlﬁjﬁwiSJniS’ﬁi Configure DDRY {%1: Umuﬂhmnntmwnﬁ dial
backup switched circuit {iT SiLULm ﬁﬁuﬁpjwﬂﬁsi backup service fULmULUin stsmﬂ nUtiﬁGjn
G Point-to-point U Packet Switching 1 Router{fit'$ Configure §ig:ishinuhduthhgoisiiy
18])3F9UNMEN Dial backupAMSAIUIRY 4 UIVEAUAMEN Dial backup AMSMUANT WAN
naniaia]fFopimsgutuigiim g IShnumSunnIS SR JRAIM UG Dal backup f
ninsthoishim 4
WAN Devices

WANs §{3{UiA giSDevicesiRji IMIBMSANNANNT WANT WAN switches, Access
Servers, Modems, CSU/DSUs 83 ISDN terminal Adapters {iMSiUAASARI ANAMIRAIRIME
Devices (Ui $15§J1 ‘:]‘IGjﬁfﬁ NWAYATNSEGTh Routers ATM Switches S Multig)lexers 9
M-V-9-WAN Switch

WAN switch A internetworking devices IBHNSIES ports 9 Devices A1MISTNSE G
Frame Relay, X.25 8% SMD iAWRindimisi 10§ wis 0SI reference Model 1 JumARi{My
uinenf RoutersiiRugaisI@wis WAN IRU{RInSMUMYM Switches Routers Migdais]
DWIRANN RNV WANIR UMUAIE W WAN Switches

WAN switch

M-B-V-Access Server
access server iR FNTAUNTAUM VKNG Dial-in 84 dial-outq JUMANRIMBUEM
0 Access Server GUSANMITMIMUMY Dial-out YW WAN gt 9
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M-1-M-Modem

modem AMM2UAIAAINUUATY digital §% Analog Signal Ui Data MoUMSMY
uammgieig 1 isiiuamils Dol Soral (GIMSHTgRMeERgWRTUR SMUAS Ardog v 1811
2UAINAS g ATManalog signal (HIMSTIyNTh Digital Signal Tm 4 1sTsm it analog Signal {7
MS{ASIUEANDIgitalen 4 JUMNORMEUMMAMIMUA Modem YL Modem MYitis: WAN 9

Modem ‘ Modem
__/D o

M-B-G-CSU/DSU

channel service unit/digital service unit (CSU/DSU ) At digital interface device M Si[ff
AITNUMU Router Byt Digital Circuit §6ET1 4 CSD/DSU ARAIGIST Signal (iMITM{ATW
QAGHMYWIUAINAARIS: T [UMADMEUINMAMAANAFARIUL CSUDSU ghmid
WAN 9

csuwuwbDsu

i ' —
y i :

R B

M-V-&-ISDN Terminal Adapter

ISDN terminal adapterfith 2UATAATR T ANUMUMYL ISDN Basic Rate Interface
(BRI) Syt interface 13j118) 50N EIATIA-232 160 Router Gt 4 Terminal Adapter A ISDN
modem RN :ShSSGiyk Analog BT Digital Signal 191318 9 JUMNQMIMBUMMAMIAANGE
MRIUAS Terminal Adapter A} ISDN

ISDMN
terminal 5
adapter Sw itch

= -
«

71



aInNIgRIgTHIm
Q—IA{UIASTS WAN circuits 118532 ?
A—Point-to-point, packet-switched, and circuit-switched.
Q1A DDR AMFIAWH M dial backup(pdinmgs 2
A—DDR A dial-on-demand routing 4 DDR &S{IUMUMNYL remote site islinauidoncind
IMNATAEIMIVMS 9 Dial backup I{J{UIA¢1S Service §om GigGim: backup IMRINSITR S
primary circuit ié‘lm IR U primary circuit T dial backup line L@fm Smfjtﬁ"dw]ﬁ?ﬂ Wity primary
circuit (M S5 R UigIIEn 9
Q14 CSU/DSU [l SHJTM i Ui 2
A—A CSU/DSU SJ{HUR A interfaces Gf router IR AUANS digital line 55 T1 9
Q1A modem §3 ISDN terminal adapter UM{ARGANGAMY: ?
A—A modem UTgH digital signals 6/8AM analog I gfIFMIU SMEUN IR
)9 5iANAR ISDN circuits TNAT digital 4 §ig:SS{EIMITIgRIN:Ig
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IP Address 6

IPv40 Ath Protocol gsitauiasnm Swuiimaianigis: 9 1Pva.0 (aimsuidatgiis]
pheninoenosy Gim: Peo Inpimsulmdimdimaihwaniansmig:als P addess
DI{EN SNSRI (D SIS P40 HE

1Pv6.0 (it STayAIS igAUsRa Software 1M iy i 9 & £0s 9 1P address [HiMSn{fin
A 32 bits BAN 128 bits address
- IPV6 addresses M1S{UiiagSH 128 bits IRUMSS{EHM: xxxxxx:x IRUIVSUNSIMN
9DHNSATYINI2H ((0000-FFFF)
- 1sighAIniig: IPV6 addresses 1S §TAIUS NS NRHATEGN
0000:0000:0000: 0000:0000:0000: 0000:1 {1 S1A fTTAJIE 0:0:0: 0:0:0: 0:14 AN SURMMA[AY
is bit 2 g SIS A 9 JIg AN G AN WHATMAT <179 hwsfagn <
Pve moRnnantgsalyisiveiiumsmafmive s RusaTe  ineditnhamAmhuwd
g < i suPidsthigwith hismomueRunsdss bitisiueaysiRumsmaisig
G-9-MIANANSIAN 1PV 6.0 Packet Header
Header H]SLUffh 40 bits ‘Itﬁ wmﬁﬂuéms Version, Class, Flow Label, Payload, Length,

Next Header, Hop Limit, Source address, Destination Address, Data §h Payload fields

Hexadecimal “Hex”

0123456789 ABCDETF

A =10
B =11
C=12
D =13
E=14
F =15

U2 ORUERHUASIMUIOIASRORNERRUASIMNI9D
G-U-MINNANSIFG Address
o1 Sayielil 2 NUIANIUE IPv6 address Address (it sHubmyGigAtEioAMGH
MW < 4 IRASYW I S{UIH 16 bits 4 §1G: PEOMS{UTHIA] S 128D (16bisx8)
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Address 1S §{ERMh:

n:n:n:n:nnnn

2 1080:0:0:0:8:800:200C:417A T Unicast

FF01:0:0:0:0:0:0:101 @ multicast address

&-19-9-Broadcasting Methods

B0 niejcghith

IMU99

1817k 1Pv6.0 N1STEIS M1 Broadcast 356t

- Unicast
- Multicast

- Anycast

9-19-9-9-Unicast

Unicast AMMIN{IWNAFHMY Host ia

[BINSUMSSH Unicast address SNW{HIM S ¢ ¢ i
grgm: 4
Long format

Unicast 1070:200:0:0:0:900:300C:618A

YWANMYWURIAAG§UTRYWAN Y Packet
UiRGIN: Interface IRAUYS Address ASHARIS:

Shortcut format
1070:200::900:300C:618A

u

= Ry X

Lll_lu

Broadcast sourca

Multimaedia video, audio
stock data, news...

?:'_\ —

u,,\: u)’

bl
s

1=

=¥ | s s

JUMAN-9-Unicast UM Packets 1916} Interface GATAN &S

G-U-9-U-Multicast
Multicast AMMI{NGWNAFHMY Host
wimsumsiel BJ{AU Interface PUHMIRUMSASA
Long format

Multicast FF01:0:0:0:0:0:0:100
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AW Address H181STARIN: 4

shortcut

FFO01::100



FFOL:1 {0 nodes S1RHAIR mq}msiqh node-local scope
FFO2::1 fULmt'j nodes 181560 local link

FFO1::2 ﬁjLEﬂt'I routers tsﬂgﬁ node-local scope.

FFO2:: 2 ﬁjLEﬂt'I routers 181160 link-local scope.

FFO3::2 ﬁjL%ﬂﬁ routers tsﬂﬁ‘h site

i‘._-;._f—"
Multimedia video, audio I
stock data, naws... [ l [ l [ '
P & 7 P =

JUMN-B Multicast UM S Packets 1918] Subnet ShauaiAfiRumsAsagnil gt Multicast

Packets
-19-9-M-Any cast
Packets fﬁmmsurgsétm: anycast address gUﬂa‘fﬁS Addresses iS¢ gUIRW
Interface IR UG AISIRAURATE UM SAS AN Address 112 9 Anycast ARTMITM{AGW NAGHINY

oy

)
quAtNAUMSTayWwywuaiis Address

=X

£ L 2

Broadcast sourcs

Multimedia video, audio
stock data, news...

JUMA-M- Anycast UI)S Packets 1916JUNNTS Interface STWHMGIS 2UAIAAGHUMUSH

Routers
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G-M-IP Multicast Addresses

Multicast addresses ASAGNAIMAIAAETS TP host TRUMSGAIERAABIIWERSGY
onoiafiumsumseGim:(eis: |
IP class D address

IANA (Internet Assigned Number Authority ) (RU[ARARMIASE IP multicast address 4 1A
MSASA Class D address I[fjli’ﬂ IP multicast §1Gs IP multicast group addresses fﬂilﬁﬁﬁﬁ
224.0.0.0 — 239.255.255.255
Reserved Link Local Addresses

IANA MSUHH Address UM 224.0.0.0 BAJ 224.0.0.255 {5{NU 1N Aprotocol 581160
LAN segement MY 1 Packets I{JMNYLW Addresse 1%iSA Router Qsmﬁmpasugtm:mswﬁ
e miSTARIGA LAN gt 9 A{GIum SIguTTL(Tmetodie iSts 1 100 Apotocolsi{) addresses G118
AIHIUTA Router ENAJWIUIRIUT WWAUENT 6 1A § SUENY LU Rouing A SANSTEUNSASA 9 2110100 OSPF
i 224005 §4224.006 WEHAYIRANSATUFAN:IUA Linkd MMNLMIMEUINEOS
Address TR AUTAAN U

Table Link Local Addresses
Address MM a)
224.0.0.1 (AU SN UHATISHIT subnet 182
224.0.0.2 {AU routers ARHAISTICY subnet 183
224.0.0.5 OSPF routers
224.0.0.6 OSPF designated routers
224.0.0.12 DHCP servet/relay agent

Global Scoped Address

Address GYUTRUN 224010805 238.255.255.255 TRAUIATUTIEN globeally scoped address 1AM AT
rptumsisSwmyrimIShghmamuuAgAsiiana 1 Addess [Fimsughs AnEUIHA
TR mulicast applicaion MEIL: ANAY 2QINIAA 224.0.1.1 [HIDSHTMONENT I0NATATIMe
Protocol (NTP)
Limited Scoped Address

Addresses CMUIRYH 239.0.0.0 1U)AE Y 239.255.255.255 M SASH address MU scope
address Address 1118 {FiMSASHITNW RFC 2365 1N WHT MU local group YHRMI
Global Addressing
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RFC 2770 M$16] address 233.0.0.0/8 ({NUU{EH$ A GIHRMITR UM SU{EH AS number 1
AS number 1UAT domain {FINSMUMYS Octet FVSHEMIS233.0.0.0/89 2NUIAN As 62010
i snuImU99AF23A Y itTkinANMAE F2 §h 3A iidiegums 242 k58
IMmU90 9 hmsRUe st Subnet Yusis 233.242.58.0 IR U{HIN SUEH S AT As 62010
Layer 2 Multicast Addresses

munYM NICs iRugaishiiigaywis LAN gwliegnin Packets IBUMSASHIA
IR MAC U Broadcast MAC address4 Address Z:{iiMSII{MAT Multicast IR UIG6]
Hosts HM10$$UMSST Packets i WwiAMGiuhicAgimngaumis Multicast group

incsamiiRumiAss EEE LAN @SURMIERMUIAM M ugaUEmiumsis
Broadcast U Multicast packets
1s1gheghieh 802.3 standard bit 0 I8 octet §9 (gimsHTIFE[uiN @A broadcastMutticast bit g

Ethernet frame

CctetO Cctoat 1 Cctot 2 Cctet 3 Octet 4 Octst 5
7 o 7 o 7 o 7 o 7 o 7 (o)

l X000 1 l 2000 [ J000OOCX [ HKIACOOOXKK | X000O0 OO0
E

h
1— Broadcast/multicast bit
Locally administrated address bit

Jumn-M-IEEE 802.3 MAC Address Format

bit 1SSUMIMIN Frame IRUHIN SASARIM RGN (AU AMYUWIS Hosts Y{AU Hosts QINHAS
181165 Network 4 G36n2 broadcast address & OxFFFF.FFFF. FFFF 4
Ethernet MAC Address Mapping

IANA 1 SUR1TS Ethernet MAC address 1 (UTRAUGIUTR 8ENYUW 01:00:5E (IMA 16) 9 MA
AAMUiSUAIS (HIM SASAIIM Multicast address 1 18 :UIFAM S §i Ethernet MAC address G1U
A 0100.5600.0000 {U)AE NS 0100.5671.ffff 4

MIASATUUISIHSANAG] 32 bits A% Ethernet Address IR gTINMGien: 1P multicast group
address

22 bits
2

28 bits

11710 Mcast addr

IP multicast address 2239 . 255.0.1

5 bits
Lost

— | | -

MAC address

(Ethernst/FDDI) O1-00-5a-7f-00-01

25-bit 23 bits
prefix

48 bits

JUMN-G: MIASAGJ[AIS IP Multicast YW Ethernet/FDDI MAC Address
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hwaniia 5 bits LIS IP multicast address {HIMSINIOUARMIASHIS: Big:
address S8iUSiayWUHIMM: 9 MUNE 32 multicast group IDs &S IMIRUHIMMMYLW Ethernet

address 9

22 - |IP multicast addresses

24.1.1.1
24.129.1.1
225.1.1.1

25.129.11 Multicast MAC addmresses

0x0100.5E01.0101

228.1.1.1
228.129.1.1
229.1.1.1
220.129.1.1

JUMAN-&- MAC Address Ambiguities

G-G-Internet Group Management Protocol (IGMP)

IGMP (it SN §]g:ue] Host SYwImAw{UTRAk Multicast group 1STIET LAN am
YU 9 Host NG AT HIRAM SINWU A IGMP message 1918] local multicast router
{8 IGMP routerid UG1M: IGMP message IIWRRILIINUEN AT MNEIAUMSIEMSIMIaNARY
iBgin eI mEy My Wit v aAYYB S uAYISTid Subnet 9
IGMP Version 1

RFC 1112 ASATGNAUANR AT IGMPV 1

0 4 7 15 23 31
Version| Type Unusad Checksum
Groupaddress
87050013
(1844305
8/17/00

JUMAN-9- IGMP Version 1 Packet Format

IGMP Version 2
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RFC 2236 ASHTN AN UTNY IGMPV2 4

0 7 15 23 N
Maximum |
Type | fesponse time GHecau
Gmoup addess

JUMN-Fl- IGMPv2 Message Format
IGMP V2 iMIL5 IGMPv1 I819 mngaumihGURAMNS Leave Group Messag gt 9

RgJiIS: Hosts MOIGMINAFHANYGH local multicast router TRuUmMIIAGFSAMA
IOMO{AY 9 USIUYA Router UENSIGMSIMIENARINIWASATUANS Host 581050015 auin
S9MGNBING 1 TR SMIFWAUIS Router ASAIW:IN WU)RASATUUSUS 1 Mirgiuuis:m
USWHUNRIGSSE Leave latency I UIRUENYW IGMPVI 4 onoiMigugspimiISiesoins
i SUMUENRMTILI &

PO
AoIn
by
3l

G-&-Multicast ISIHRYR]NS layer 2 Switching

NAAN:MEUSIEENG Layer 2 Switch A{RIUMSUSSIONGIAA Multicast F1HAIE]
{AU Ports T2 (UENTUAS LAN i i STie0 Switch 1S AN IBAS Switch IR v sAsAonsind
Giens Port IR U{EiMIS g UG g Sty

?ﬁmwﬁﬁ’ﬁmt@mqw Multicast fi¥t Layer 2 Switching A Cisco Group Management

<

Protocol(CGMP) S IGMP

&--9-Cisco Group Management Protocol (CGMP)

CGMP &th Protocol 1U& Cisco TEUHSEM&E] Catalyst Switch ASEAANS IGMP 1§10
Cisoc Router R4 8] Layer 2 AI{ETUNSUS 9 CGMP {31 Configure 181100 multicast routers 8%
iU Layer 2 swicthes ‘mmgﬁmﬁnqw%nﬁmﬁ CGMP IP multicast {§i§§fUIAGIM: Catalyst
Switch Port $BUHGAIINUGNGINT 9 Ports 1R I19)aMSONGIANSRESFgUN Y Yruths(A:ls
caM uin@akjumnmE 9 ISHnuiRL Host YWHUEAl multicast group(Port A) N
multicast §1 IGMP membership message @JLﬁﬁtmmtﬁﬂLﬁH(224.1.2.3)@%329“Immﬁ‘1 iqnw
Minf IGMP (FIMSUMSEHMA Switch 1F1MS Router 1H5]6) IGMP Hinimi 4 Router ({giiaens
CGMP 111G interface 182 ) § g uiqumind IGMP i wiindmmimunym Gighusfia camp
ywilgjgagganiSiumshigie) switch

Switch §¢fU CGMP IS:QW@&MﬁtﬁUJUgWUﬁUf{S\H Port 8] CAM(content addressable
memory ) table fITIU multicast group MUgRuoNGIAAEIMSE AW IFIE] multicast
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group 18 SUAIUMSUSIGEMMY Port GiM: Host 19129 Port TUAJ Router Aimsuiguiiiins
$iMs multicast group™ Multicast routers L@fmSUfgﬁﬁﬁfﬁiﬁtm: multicast group 9 Multicast
routers {HAANTGIM:GNGIAN Multicast ARHATIN: Group SYWINIEN: IGMP {AU{ARANS
i’ﬁmmfmsurgmr’nmgnn:ﬁnﬁmﬁ multicast %¥IRI9 MYW CGMP  Switch {HiiGANTSGIM:
CGMP IR UG RUfE 84 CGMP IR AIG M anif Router 4 I3AISTAINIIUASGN 51O multicast (AiMS
UMSUSINWIH CAM table uash G M SThan |ty switch (imsufiaigi 4

£
l CGMP join

=)

4

IGMP report
Dst MAC =01005e01.0203 _T_lj .| USA =0080.c7a2.1003

Src MAC =0080c7a2.183
DstIP=224.12.3

SrcIP =192.1.1.1
IGMPgroup = 2241.2.3

11

i ’ GDA =0100501.0202
5/1

F 4

(a) (b)

JUMAN-G- Basic CGMP Operation

IGMP Snooping

IGMP Snooping 18 9116] LAN Switch (80 SajSIRAESIUAS Layer 2 1813# IGMP packets
IRATMSUMSIK Host S Router 9 151Ut Switch fllimwmils IGMP host i Host gt
FITU multicast group, switch UI§H Port iU Host 1§18% multicast table 4 18110 TR U Switch
s 1GMP B1ATEME Host YA Port 18T Host AMNK

G-9-Multicast Destination Trees
Router IR IS IS MAUIRE Tree thim iR (U{AG{ARBIUM SR GBI IP multicast
gUMAMY IMNatnIdE e guWATNGINAGIAUUAIMISGNI Y 1S Multicast destination trees

ia ¢/ Source trees $ Share trees

Source Trees
MNG{EUINWIVA multicast destination tree A Source tree IR Root IBATMAN{UANTS
multicast tree S AN QUURINUIRAM ST spanning tree ML IANAITA YUAMS UATANG A 9

I ENITR Tree ‘iS:i{fj' Shortest Path MuIt: IMNETATE USEIUTAT Shortest Path Tree(SPT) 4
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Source Hfi '

¢ 102.1.1.1 Notation: (S, G)

224.1.1.1 Traffic > A B : D =
~

102222 102.3.3.3
Recsiver H‘gﬁf | Receiver |'kc8t

IUMN-E- Host A Shortest Path Tree

(S,G) TAMGD « S comma G” IR S ™ IP address iUﬁ'JLUﬁmﬁUttﬁtﬁ G f multicast group
address 1 MI{TAIMAAIIS: SPT AR NUIAAA(192.1.1.1, 224.1.1.1) 1

NEAIN(SG) MsSwa SPT wspnsnpanisSywaliuinhugseny
ywIRUASEHT 1 2O NN Host B ANUMSTNGIIGJ Group 224.1.1.1 111 Host A §4 C
MAUATANGGIUIS: (S,G) SPT NSAIMMANINT(192.2.2.2, 224.1.1.1) 4

Die e

Shared Trees
885 6th Source Tree 1§18 UNS Root ISTR{UANIRY Share tree 11 root iAYWARIBIMS

ﬁL“hGRﬂUﬂJTlHLUnﬁ IMNGITA 9 Shared root 1S SATUTIEN rendezrous point (RP) 4 JUIRI[MY
Ugwm Shared Tree BS{U Group 224.2.2.2 MY Root B EIAISIA Router DY 18TiNQIGH
(i (UTEIUIA Shared tree 112 Source [FIAUMSGNGIANIUAINAIAG] root N WUTEATNTIAN
[AIUMSMY Shared treetm@J2Uﬁinﬁggm§éwﬂ'1

(74
v

5
So 1 e
urce l'm" |

le_m.m Motation: (*, G)
* = All sourcss
G = Group
Source 2
: & y -1 iy

[=
(Shared oot) 182994

- T e
2242.22Traffic .
2 [o; E

192.2.2.2 192.23.3

Recsiver HgSt ’ Receiver Htcﬂt

J1UAMN-90-Shared Distribution Tree
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isig 2 IS :oNGIAN Mulicast fiyANIEY Host A §& D 152101167 root (Router D)
WUSUYAGIYA Shared tree BAM S2UAIIS§UNAIA Host B 8% C1 ithwania(uanilydh
HAsIAISIAN multicast group 1(J Shared tree J81( *,G) HISB) “Star comma G* GAMAE] tree
phadis: - wsSwHptANEyALHASH G Aamie) mulicast group 1 §IQ: Shared tree
UNERRIUANIT (4.8) [FitniEI (*, 224.22.2)9 G} SPT §kt Shared tree ™ loop-free
Messages ¥1S replicate 66N tree IRUMNIS AN 4

aInNIgAIgTHIm
Q—i# Standard i$ IP address IR UANRITUGYISEN version USRS 2
A—IPv4.

QAN SINARUH IR UIAUIAR IPV6 Addres 1671 2

A—naButhGukismivifa 1Pve 1§]HA 1Pv4 IRUANRNDSR{pISITHATY Big: 1Pv6 Ath
Biam:nty GighisISsnSMwth Standard 1811G]tHII1:16

a—idhmsnifiaigs bits 2
A—hmsnifAnh 32 bits YA 128 bits address
aAmInEAI RN SRUILNESH: 2

A—hMSHEIG]ST unicast 84 broadcasting method § 4 Gien: Address iRumsniiindis:msid
NELHH:" ﬁsuﬁjgj “.”‘1

Q1 broadcast method §¥1 818194 1PV f§3: 7

A—Unicast, multicast, and anycast.

QIAHIFIN wnicast?

A— Unicast AlmIMwan sk suainivgsiagwiiauninisguingw
QIAGIFIN multicast ?

A—Multicast AT MIN{TWNAGHINY Host ingwanShaunian e g



Q—iA anycast Athi 7
A—AnycasthimiM{wan gk aunniumgsiagwiauagis P adder sses
Q—i# Range {8 IP multicat addresses &ﬂség: ?

A—224.0.0.0 to 239.255.255.255.

Q—iA IGMP M1SIMTANRE: 2

A—IGMP {aiq SI{O{MsThY Host tiFS8H local multicast router 1aINIRE gUIHARAYSH

1RGN ﬁ multicast groups.

ANNEY]ATS IGMPV2 BRI IGMPY1 2

=

Q—iAfg:
A—IGMP\2 $1 leave group message IR AUMAUS Wi letency § SGNGINT RS S{RIMI STIU LAN,

1852 DNAANURTS IGMP snooping SHIEG CGMP B3NS low-end Layer 2 switch ?

i

A—IGMP snooping SIEFIG] switch [A&ANSAJISIAU multicast packet f{U IGMP control
message 9 GiM: switch 1¢n MNSRUTMAUENRORGIM: [wBRMAN

i

tﬁgi RANNIY] ﬁfs shortest path (or source) trees i0 ILUj U mj UI§18Y shared trees ?

A—Source trees MSFUMSIUTOAMRUAIMIUMSIHaUAIANSgUSYWINSSWAHNDS
MAUSWST Innailatency.

i

ismi t{ff Shared trees ?

2930

1BRaThANN Ay
A—Srared trees SYESUSIUA AN TUAINA GO R BRI A1S1A 1 routers 1SS W iMI Memory R

EI

DI~

i

ha3{ )}

i 2380 router i{TSRYNIG RPF check ?

e

A—The unicast routing table.

Q—INFHFNSM protocol-independent multicast {5 SIAILTIH " independent” ?
A—PIM tf:&lmﬁfﬂﬁutﬁ IP unicast routing protocol—RIP, EIGRP, OSPF, BGP or static routes.
QIAgthanNYjAls MBGP?
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A—Providers can have honcongruent unicast and multicast routing topologies.
Q—How do RPs learn about sources from other RPs with MSDP?

A—RPs are configured to be MSDP peers with other RPs. Each RP UMM SUS

source active (SA) messages to each other.
Q—What is the purpose of the anycast RP ?

A—Load balancing and fault tolerance.
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noAGd

Routing Algorithm

&-9-Distance Vector Algorthm
1505}

(3]

2230

1000

Distance Vector routing protocols ILG broadcasts (255.255.255.255 U FF: FF: FF: FF)
IR routing table PRYUIBANIPANUMOTNG 9 1S1{AU interfaces R aImuGANs W
AAGHY Router RA2NMIUATN 9 1SRN routing tables MSTaG broadcasts AnSMSiA
b siting anjaris:Anna¢uuA InaifAI Distance Vector TRRIITINE

Routing Information Protocol (RIP) S¥ Interior Gateway Routing Protocol (IGRP) Ath
Distance Vector routing protocols AREUIASWENTURE Y gAMGIaARIA link Gim:Afnsulgy
f10 protocols 1182 4

Distance Vector protocols MSIBM networks 1R routers IBEIAISIENGIMIY hop
counts TR UIARIGTRIVIW{ATN SIHTh metric 4 "hop" count (GSSHATINAI TG RIP Sk 99
A unreachable §4 255 (N0 IGMP) SRIRSERYW IPUNIINUTE U Packet GUMA router 9

BiG s routertiMIATHGO AR ARHRR N packet Y SHiGRINIWwARIRAIUSSS hops
iRgjuAR M Ul wiginni s dnmumiiagwhShumsmuginutim

3]
A1 w%smﬁmjs 418 21ATUTIDN pin hole congestion 4

R

-—0

)
U

.U DI

211I{MYIS 1A routing table fUAT router YHUIIR I Distance Vector routing

protocols:

The internetwork with distance-vector routing

192.168.20.0

N

N
N0 SOy TR T .
192.168.0.0 192.168.30.0

Router B Router C Router D

Routing Table B Routing Table € Routing Table D

192.168.0.0 192.168.0.0 | E0 O 50 |0
50 jo0 192.168.20.0f EO O
192.168.30.0/ S1 |0
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A ANUMINSJR

Uy Router RANRITANMY

(23
A
by
Can
(@
3
-3
Y
pxi~g
=41
=L
-3_3
En
(=]
o
C
—
D
=
(0]
C3o
N
n
e\
-—rl
pu(v}
=
ne
@
g
[
&

[UIAgiS WAN link gtGSSHGh ISDN

ishin BRI RIuAT router NIRANUAMBAN networks I8 UMM CMUMYGWMY interface
AMAINAIS: Router B AR interface EO MSAMUMYLY 192.168.0.0 SANATAIIW SO interface {3}
MSMUMYL 192.168.10.0 network

e SajyIg)aisii routing table Gim: Router B Ggsitugamsiimisiananis
interfaces AN "hop counts" TEMEN metric B0 distance vector protocols ILIej'ﬁijﬁIﬁﬁﬁﬁtﬂUiﬁ
glumstim: innafAiiuaamyw 1 Mwingt networks S§SHgInsMHUIMWEH UMW
interface 1U&J router ﬁ§thﬁf§ﬁgSJ@;ﬁ table entry 1UU router GPUBTMISH]IRGIM AU
router Q112 AR

RHIo o kM SiniiAIGRIUAT Router §i: IMNATARINS converge NSSWANAS
data (§IUMS 9 1SHOUESUNWARS data"0ISSW data ARNIFIAMYWY server oISt
networks AMLW I QRINQS "convergence” 183 816 data YWUIAS{HINSERMANY routers
IRUHSENAEINEIORN routing tables VRN SRIMWYA routers SRUMS data (PUUIAG AN
HEOTREN 9 INAHIQIWH SENIWIN convergence AMAMMUFRGEYW 9 UANYWILAH
Sy RIP AW convergence timetiia

The internetwork with distance-vector routing
192.168.20.0

Eo|
o Yy Y

e OSSRl SOl SONSEROSL
182.168.0.0 192.168.30.0

Router B Router C Router D

Routing Table B Routing Table € Routing Table D
192.168.0.0 192.168.0.0 | EO |0 5 162.168.30.00 S0 |0
=1 |0

19.2.168.20.0 192, 168.20.00 50 42 5 192.168.0.0 | 50 |2

152.168.30.0 192.168.30.0] 50 92.168.0.0 | S 50
5 192.168.20.00 50

gingungiR unbhmsnde -
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AMUMAZME INATARINSIAS UNWENS "converged” (AU routers S RHESTSTIED sanaitAms
B9 RN routing table U MU W[ IR 0 networks RN S A s 1NGITA{RINS converge A1y §17k
networks 2YRSETHIGAA SA SENY LA 9

yﬁigjﬁﬁiuﬁﬁ§ﬁji§m routing tables YWIRUHASIGAM® network addressiBfUs
interface 1S AN WU UEAIG) GRS hop count GIM: network 4 [§iG10 RIP Sk 815 15
hopsti M :iTilasNiN: packet (AINSINITINY router SYWIRYH broadcast routing table
AUYUITATN{AUMOTN G

Routing TEARIGAIN Distance Vector MGUAMUEGANSUMNIESISTINN links MUSH
NGIR URINAUAM UGS loop BSARNAINWHGEN de-synchronise network

Routing loops M1G1ARISTRISHINU{AT router SS{AIMS updated iSTinATAYH

stnuitihASapSunfnm:pnty:

<
(e
=)
t78))
2
e
o
(@
3
@

The Distance Vector loop problem

Y Sy . Metwork 4 S, Metwork 5

Router B Router D Router E

SERISIY

ANUMNRIEAMGIDM Router & IR0 routers A §81 B (AiMSMUYW Router C
AW ARMUMGWAME routers D §1% E Gin: 1anadns 4

The Distance Vector loop problem

Ny S . Network 4
(g N

Router B Router D Router E




BojumMN 2RI snaias unEt

The Distance Vector loop problem

e P S . Metwork 4
[ O

Router B ! Router D Router E
"Netwark 5is 1) Router E broadcasts its routing
2 hops away' tablewhich now contains

no valid route to Network 5

AN

i 2) Router D stops routing data
to Network 5 once it receives
the update from Router E

[AU routers AIMHEANUIFN INHITAS § Router E 4 201UNIANA Router A A} tables 1UIH
NSHIYAMS IMNATAL MU routers B,D §4 E 4

istinn innatias undiw Router E S anmisANfigmhm sMUthid wih iAW
Router D #ANIS1IN update $UIMWILAT (181NN broadcast routing table 165 ) 4 18283
ROUUGRIAY Router D UENJU routing data Gien: SANETAS MuUity: Router E9 UigHogAMS
tu’j@qhguémmmif routers A B §#1 C 8smsiiufi innaidas 191019 fig:hisiiaums update
information 1 Router D §hUEgS update 1UASN S115 8] Router B UEN]U routing Gien s 1NANRAS tig
routers A $% C BS{HIMS updated 4 Gitn:h ASHUIMM INATAS MISMYIW: Router B Tyt
metric IS 3

The Distance Vector loop problem

Metwork 5 is now
4 hops away
via Router A
gy e . Metwork 4 e, Moetwork 5
Matwaork 5 Metwork 5
iz not svailable i= not available

Router B Router D Router E

Rg[i1S: Router A UIMS broadcast 1UAINENI A NAIST routing table 1UaSHIG UEEISAMN
HRUMCMUMSANG 1N&TA59 Routers C §4 B ¢gunamsit anains momuywh
fRouter A BiG:NUMSAANSH 1ANGTAS NISIR) UG
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OURINUIS:IE packet AMYWMSIMUIRITH 1ANATAS SHig] Router A WU VYA
Router B SUTS{AF]ULA Router A ({51615 Router B $¢UARH ST 1AN&GTAS MSIF]EIGNNI
MY Router A) 9

o

BIg:hAMMIS§UMS bit iAW
[ router wigl Router Ywiglad humA
UIGATS R TN RIMY:

AGGUMS loop BHANIYWIRN data MSFUMA
ommsukiighite g pnwsaniaid

t-9-9-G§8 Hop Count HAUIH

routing loop IR UIIRIGUAR RN SIAILIDTH "counting to infinity" TR AL AM AU
IwAFnS iR UANRMATWHAFHINN routers $H routers 1 1TA SHFUANAUIATS loop 18
1§ hop count SMIANMITASISIR{ATINAIE N Packet GiMA router YU 9 TayWwis M (ANt
UenIS:ARNNAGSS hop count HAUTH 4 Distance Vector( RIP) HS M &E] hop count 11 SAIGIL) &
B0 15 §ig:i0iiai o 8 (99 )Ath Network TRUESHIOMUMS 4 55515818 loop YLUtAnIgH D
§ﬁi§ﬁmﬁiﬁ?@ tﬂﬂﬁt?ﬁit!]ﬁmﬂ'ﬁﬁ packet msa?g%’s hop count Iﬁj{ 15 {7t next router SHIM:
packet 1G16U

&-9-19-Split Horizon

migmaUimuminiiEuhg SR NS A MU SAFNSHN ouer YR EFmMUIR
packetiH B0 4 §1g 90 S [UgAAAIRATY Y W hE SroS untwth gAmU STA R Aty e subig)a
g

isiahenInAUasISh 918 Roder A gUigimSIAMINMAMIL SAANSHINS update FEUR
MS$G UM Router B{AGEA Router BIMIS 201816

&-9-M-Route Poisoning

ABInMmnwywig)adins spit horizon 1SHAMUIEN  router YWEGUARNSH
route GWH IANGTAG A AAMY router ARIORNWHR route [ §]UG] ILNATAIN NG metric
1] 16 iR TN morm IR naiadsmomums 4

adaeuIANUATIGRAN SSWISHAN INGERAS 86 Router E AMUIRY router 1Ry
AnRONUIWMIBM ST table entry GWAITNT IANATAS thaly 16 MSSwEsmomums
(unreachable) 4 AkTHIS: Router D §S¢§AIMI updates 3 5FIN route Gien: 1ANGAITASY 18T
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Router D §§ QU router YUt (uAnUGNAARouter E AUMS update GUsIUTIEN poison reverse (A §]U
A Router E 9 1815 GJAVGIUMS ARHATISIIT segment MSEguAANSIHUMSTNN

iU
ﬁth srouters

%L

=$B

siRruqsTaUMSITMYW hold-downs §ﬁUI§SImj]SIS”]Iw:mm convergence
iBuisiaghmsihoinan moindysinuginanwiivmsitunsiom 4

&-9-c-Hold-Down Timers

Routers 1A g A entry YWiRuSuntwif innaifamnsgoiB uAnhHSINAE] routers 1] Y
19)aRANSIAN topology TRUIMSUTY MuTHiISiMIHSMAINURANGIMS router IRUSB{AG[UYA
ilelmy sanafaidunsiaimogsiauhyisin:glumsuns

iSO router YUIGGIMI update m-i ﬁZ]ﬁﬁUmmLﬂ accessible mnm?nnasas
BINIMIIWS SO access MS 9 hold-down timer SH1ANIMTY 1T update ngsgmm neighioor
YRS metic LR [UIAIIE 100817 Renty 1R BIUAIN hokddown [INSUUIOIINIL data (FINSUM S 9
5i§ update YWIHINSSGUN neighbor router YUWYSIAN hold-down timer [N SRARANAIY
metric AGMY route YS9 iG: update BS{HINSIHINIIL hold-down timer ISTTAES 4 D

MAGNSINUSANIE S MY INaRAGIMS converge

193

uig
N
HS

Holckdown timers1{{5 tiggered updates TR0 1§74 5161 2 holdk-down tmer AENMITBMAIG I ¥ Router
IUfu'Hﬁu nmhmmmsmnh network 4 HSNGIS‘]S%Q Update messages f routers B 621 iggered updatesU‘iEn
routing table gtﬁmmimsum SA16] neighor routers (1M BhNSE USSR AUUIAR 1ANATA Y

918 instances TIARIGIRISING triggered updates SRi§igTHING1M: hold-down timer:
1) hold-down timer (i SEAAMNG
2) router MS§ G AU processing task TG AIG1EN 35§ SIUAY links [ intermetwork

3) update GWIRIHIG)AHINS $UCHAUTIMME InadARIN SR

18k 2 NIAAIUAITY update AMYLWS $AUMSIAN Router B i Router A §1E8§§ M
yspia hold-down timer [HINSHAANNA 9 1S {MARD Router B S458¢gUMI update g4
routers AMYUWIRUBSMS GV 1ANATAS ESHOMUMS 9 UHUYA Router B SUUMS update
YWIWNSIA tables 1WA routers tﬁjﬁtGJﬁ 9
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E-W-IGRIRYGIMS Link State
Link State protocols 5850191 §#iDistance Vectoriti (U broadcasts 1U&ihifJ multicast

Multicast Ath "broadcast’ gtGim:{uis hosts nhnmﬂ Router iS¢ 101tH4ES Routers
6359010 Router G§SGAMIEAYWIS "mutilcast group” gWISISHINAUITRUMSIGN
multicast packet YUE{{AYIS:AMNSIA Routers G§ScUIAMM BN GNI updates TRIRAIST AT
ShsifiNGin:datad multicast address AMISIVSTH 224.0.0.5 & 224.0.0.6 IR address 1S:
ANN&INYS IGRP (Interior Gateway Routing Protocol )

Link State routing protocols GSMSITUN routers 1 mtsﬂmﬁméﬁ hop counts Q1218
gighuimsimiidadn anafagibgnuininafsaigugsitumnounsnshywaly
fURIh Y A ’WﬁLU SPF (Shortest Path First) algorithm router Utﬁm’ﬂ "topological database” I Ui
ghisiosiuns innaiarouers uhmsinigsh uvpuvanhAgshisigaanidogais
GERIYUMBIEhT

11500 router Hulﬁt[f} Link State protocol §WH G OSPF (Open Shortest Path First) i
apeuRfimigned ianaifan §h multicast Mg AynS: §ois:N flood &) IanafAtywiansis: 9
A BESTEN outers [FIMIAINT U & detabases UATTHIN SR AUARS{BRIUAT Link State adverisement packets
(LSAP) 4 Routers B S&j0%N WIS routing tables S1RYAIISN 19 §unglig router SywIRginwia
AR SIUANTIUMEWARR routers IR UAIAISIChUR

Link State protocols tLUijjUE’ﬂHuw Distance Vector protocols M8 G211
imy:

- {HiMI$U) Memory i

- MIALNS) Shortest path {§1Mi CPU circles MI{5S

- 10 innadan sigim A wn SMIHM e bandwidth oishesipAngiiadim:
M ﬁ'jp;i topology

- MIORNWESHGHR:MSIF 9 (AU lems AHHATISTAR databese ARV S6] Router 18]
kA

- {AURouter iSIRA2MHIANSESA0R

- Authentication mechanisms (it SyB{m andgis] himathomigussgime

<t

- A8 split horizon TAHIG]H
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al

191:08 Link State protocols ﬁmnmmsmunhnmmﬁnwumsﬁﬁ ARLISIGINY My
ﬁaﬁummutﬁﬁtgjﬁummanmmsmmmumh Iﬂﬂnﬁntopology(ﬁu mwnsigintilly)
TAW[AU Routers §SEGUMSMI Update mussizigfigm:hainistiiniag mj]safu@ Bigs
Router BumUmBUAME iR S10])Si1A])S§h e g UMSMI Update Sj)Sthis

@

5C3

vighte aiRjh IpinsuiRagiiligim: wumunsgom
1) MAUSWMI update NN AN
2) Target link-state updates t[fjl multicast

3) ‘I{fi link-state area hierarchy ﬁJLEﬂi'J topology

AIYIA RN S UURGIUM SIS area borders

2

4)

=

5) TLGLU]E{I Time-stamps Update numbering & counters

6) LﬁﬁLﬁfﬁ partitions 11 tiﬁ[ﬁ area hierarchy
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pa( ¥
3
!
o]}
()

R y A
YU S{A:1S Networking
9-9- 1R GAIRYGIM: 0SI Model
ishouotiReuifiagiipds nadahgaisiadmaadiong AvtisSywansdinm:

1 u

FNWHNESs 9 IRAYIRUGOARIM LA O MASSIHIMUS ST UMY WA 9 (FRSaNG

o

IS INWIRUNSIFIAMITIA HINSEN IS0 Model 18 IS IBINSIUNT INU TSI FIMY hardware 1UA]T
HARUANTUID MY InNARATUI W] BUTSIRIMIGJARGRITE Sofware ASENT applcation layer

A mMyWwm 4
IRYREWUNISIMS 1S0 MSIFMIEIEEFIGATS 1anaTa{uA s

NgRATSMIAIANIIAUIRAMSE 0SI Model YUSiE IMSIGMNGIMPIMATISINOEGEY anig

=

)

IS ss[pBUTsmAIS suida anai At G M ol osIModel SI{DTMATISTUIAS hardwere 131 9A

&

TG WM NS 9

0SI Model B S{MSTAMATYWAUG] IMNaTAMGIEmENY WS hAtiEyws ymaita

ATV R SUS AB NN ANGITHA
MM EIS:Ath OSI Model IBUMS AUNTA:

Application

Layer 7

Layer 6 Presentation
Layer 5

Layer 4 Transport

Layer 3

Layer 2 Data Link

Layer 1 Physical

1S ;AN OSIModel SRAINSAILUNG 4 RS M ApA[uPU akimETR MR MR A

a

Physical Layer: (u1UiS:BnnnNIERAFalsiuucy AmAsanuinn Duimismivms
dsSwihimamuthily 1 §aidugamoi:msAm Physical Layer
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Data Link: iSigh{untissAmshnnainuujubégSw imehid enor ShmmtEgSwigims

ionowRYHT 9 tsinﬁmeUtS°ﬁms MAC Addresses 8% Ethernet frames 18 UaJa1S17k Data
Link layer 4
Network: [RI\UIS:ANSHNFUNUMUSHIRUTWAGIUMS (Routing) 1 18:ARINUISA
maighitn 1Pva 84 1Pve (3a1ST 4 (AU 1NGN Adevice {RIMIST Address (6 tARKTSTIAD network
Transport: mSnSTGQQLUBﬁILninh‘“NUmS sSwislinuid A Download HRUSH Internet 9
ISIAR{INUIS 1S Protocols §oi:
TCP:ARN Protocol IRAIGGRUSAIAIANMIVM S TSI
UDP:58 8§ ugaufiinhmiumsgsty
Session: $¢UISAHIANMILIAGMIMY [AUPRMIMUSRINGMIMUMY Host 019 1SlinUHA
browse GiM? website YtisiSIIl internet Webservers ANR{EIMIARMSIAT “sessions” AIRHES
IRRIm 9
Presentation: NNSHS1&15 6JA ALNSHIGH TSI appicaton leyer A 1 $1FAIS S[ ASCI A 4357 1)
¢nipndARRMg o EBCDICUSﬂUHnﬁSﬁIﬂUutGjﬁ?miuHJ@Jnmjgmhnﬁ-ﬂutijm”lms°I
Application: 1S: mﬂ applications ] IHEﬂSﬁGfﬂ E-mail, browse web (HTTP), FTP 94U
9-19-TCP/IP Stack

A0 0SI Model 1stnsmiubywiuingig)aldunsAiuiMAN LM ANSUthMI

Swuiti4 Model 19134 TCP/IP stack §EUNM NRIMY:

TCP/IP Stack

Application

Transport

Network Access
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ogANSITMANGINW MEOUARIGIS 0SI Model {HIUMUMMN “Application layer”

X
51N network layer (M SIAITG “Internet” layer 1 Layers ARAIQNIMEHINSIAUMIY

i “inn&EAAccess” layer
ASmBRImuEIS A MU UIEuihi Model PRI

OSI Model TCP/IP Stack
Application

Presentation Application

Transport

Network Access

Network

Data Link

Physical

nyudsAnsEoiam  sUalukiahn SN HINSUMNDITIWNAINN: A

v

)

#i0m: 4 physical S# data link layer (RN SIAUMMUAT 1T Aaccess layerd network layer
HISIUN TR internet layer I session, presentation S1 application layer Hitsumeuin

application layer fﬁi:fu w9

9-M-IP (Internet Protocol ) Version 4

IP i{J Packets iR U1 SINN:DN IP packets IE]SIBASIAGENS 1 IP packet SYWIRNRA
7 ¢

Mis
P

AanstavwasiwipndgSwhsiwansnsifdjasandnighiiuiaiums Packet 1919
SHNGnighIBEIUMmS Packets 191N wASHJIFI 1P address IR uthim A 4

—
Die

URAN: NI RITURIN:

2

] )

yhsanSn

<

RindimisiR{u U network layer IS OSI Model

Connectionless protocol: IP gShiiBsuIRagimimuUIneie 9 akmutanismiiatmsdgs
H A Transport ayer 117 {5 TCP U UDP
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Packet SYWIRHINSOAGATINANG 1 MIgAR UM UEHUANES MU UIR:e 9

Hierarchical: IP addresses 1S MIUGMEUIUNA 4

1ShOuHARIMIS IP address YR E] AU U D QUAINAURY SNARASY WS 1naind 1P
address GWIMATROMINSGIAIGYW Y USAGRUIMISIARGARYWNS IR QYwISING ity
N SIVSGIUNIRYWARNE UHAMNTNATRYUAIA 4

IP address YWHNS{UitH 32 bits AWHMSWIRAAIRAGAMUES INATASRKIRARAMYG]
Host

32-bit

IP address U]SLUTTﬁ 32 bItS IUJ'I':ﬁ uisgthih el E Rout '[é_ YWINS G bits 9 G bits iRutatu
™ “byte” 9 {352 IP address mSGLUﬁﬁuﬁmﬁthU:

8-bit 8-hit 8-bit 8-bit

ignnnainS iU epaiad tﬂﬂﬁt?ﬁ&iwmnfﬁmIPaddrws aratsiEg w1 gAMGHUJUIEuh A1 G

nhgsueaRdusisiuaginin 1 Ginnal Host TMAMIR AlaywaAGI RN A A sanaTAiEuh

JoIglSinnenAI gieig 4

3

HA LU% Ut Sﬂﬁm IP address 192.168.1.1 ﬂHSHnﬂﬂlﬁ“] hih 1P address iR UIAS WY
oA AAMUISTI local networks 4 G1in: IP address $18 3 bytes ByHTH “Network” {1t
byte GRI{MWI “Host” address

192 168 1 1
NAHMST 3 bytes BYREN “Network” 1L byte GRITMWUTH « Host” ?

SIUWRTNWANIE default subnetmask 5255.255.255.0 4

Subnet mask A{MUA ﬂjGi@Juﬁ AiRANMEN “Network” ShigAaM “Host” 9

3
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N SAIITUN IP Packet NR{MARFTNRIMY:

m TOS Packet Length

Identification Fragment Offset

Time to Live Protocol Header Checksum
Source Address
Destination Address

Padding

nsignmiBsisidin: 1 yuhsaSnishibigagwissidumsan: s uEUEA 9
Protocol: {piiS:SRUINMNEA Probocol gsamMiBuEARNMTISTL Py AighisstiwiRuAnnad
transportlayer protocol Y WAMIRAIEHA NGNS henGih TCP, UDP Y omiiijh

Source Address: ARG (N IP address 165 2UARTMNIRUMSUIRE IP Packet 183

Destination Address: Nt IP address 1085 2UATMIR AT § U IP packet 9

o
Q
—
Q
-—
wn
e
QP
[ ¥/5)
We
=3
3p
E
=]
o
=0
-t
=0
o

$g UM SN UARIIRIY 1

i0HAMUND Wireshark HAMGRRNIZAANIS: 1 1S:ANMISAIGM A IP packet IS1AY Wireshark:
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¥ Internet Protocoel, Src: 192.168.69.2 (192.168.69.2), Dst: 192.168.69.1 (192.168.69.1)

Version: 4
Header length: 20 bytes

P Differentiated Services Field: 0x08 (DSCP 8x88: Default; ECN: 0x88)
Total Length: 497
Identification: @xfsdb (62939)

P Flags: 0x082 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: TCP (6)

P Header checksum: 0x37d7 [correct]
Source: 192.168.69.2 (192.168.69.2)
Destination: 192.168.69.1 (192.168.69.1)

g R SaIdN IP address IMIMBISS
192.168.1.1

iAndhmsingg:isial 1P address 1822 tutuitiumsTachhmsuiih 32 vits iR
ANUASIMUBMSsEh:

11000000101010000000000100000001

hine(phywit e sAESMoMSMSUNRMWIN:IS 4 Big:aiunauhiatitums 8 s iRnua

TUTION “byte” U Octet 4

11000000 § 10101000 g 00000001 g 00000001

ifhAmotiyhhuativepisimuoomsitng auliSapdummighdim:Aus § ofineimmuy
gRRmMU oI TMNUE s2tmy:

Bits |128 |64 32|16 |84 2|1

0O |00 |0 |0j000

Byte 9

11000000

Bits [128 |64 32|16 |84 2|1
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128 + 64 = 192

Byte 19

10101000

Bits [128 [64[32]16 |B|4 2|1

128 + 32 + 8 = 168

Byte G

00000001

Bits [128 [64|32]16 8|4 2|1

nsia bit GRIMWwisiRuthiugo

Byte Ga

00000001

Bits 128 |64 32|16 [B|4|2]1

BomigISh byte §M NISINSIMAI90A9 9 FiG:itTRegUMS IP address

v

iiums class S{ysagiRuidhAnkidha:

Class A

Class B

Class C
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BN ANHATIS:QUMBTIYE ? MAGUMAGSS Hosts iRshwnsisink innafalyts g

<% v fn 1 L

192 168 1 1
[ e ) I

Bim: 3 octets HyRIENUNSNANIIAD 1ANATATS IP address 18:9 GinnARNANANILAD

Hosts 4 BiGitBRMGSUNW byte Y octet GRIfMWATH Host 4
G1ms IP addresses SWimuAgMSigh mnadatayw:
192.168.1.1

192.168.1.2

192.168.1.3

A s 1NaiARom 4

Gim:Any§IiRYS IP address 192.168.2.1 Esaiaisigh nnafAtywaIn:g 1 dign:hnes
i6A 1naTAUATTA 192.168.2.x IUI{U] UIH) UYL 192.168.1.x 9

wgrAntnhiogoIiAn Srgwolugs P packetstﬂ@JnﬂJ?iHUﬁG“]mSﬁmtfmm?nmjﬁ’?

v 1
v

‘Itdi ﬁﬁ ﬁTLU Windows Hn[ﬂStm TCMD ttﬂlﬁtLUUm] ipconfig tﬁﬁjiﬁmmnmsanhMUw
IP address 9

C:Documents and Settingsﬁ 0) §1>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IPAddress............: :192.168.1.1
SubnetMask ...........: : 255.255.255.0
Default Gateway . ........: :192.168.1.254
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Anjsiiiigaisial innaitn192.168.1x4 1SHnUhoRUM SEYWIFIGIAN FIywig)aisial
naRAYwIRRiG)a hSiiD default gateways 1UA5H 9 WA Router 4 1s1AR 2 I RIGA
Router t1S IP address 192.168.1.254

ajuNSaBNA Class 1UAT IP addresses S1RI{MY:

10y Ad inadnais Ak Class A HANSGSS Hosts Bifd sisigh ina ann

gD innaiaisigh Class B gAMGUIRAMS Networks MI[S Gige1SG$S Hosts Al 10N

ainGSSAT
oFEITYoml Network j| Network § Network m
Ginnah innaiaisigh Class ¢ immouiiams mnaidamibs Gigenstss Hosts Aophytw

Network 1 tmhtgummsmSJEUn Class C 1R t?‘rﬁu fUHNS IP address 192.168.1.1 9

MNUAIRUA Class A, B 8% C

a

Gien: Class A #18 bit 0 181ak byte §9M 5

74

Gitn: Class B 18 2 bits ByAth 10 thigisial Byte Ryl

5innni Class CIMes 3 bits Hyhh 110 thigisiah Byte fyh
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9-c-MmiIAN1GjanaGim: TCP 8% UDP

isinignis SR ANIFI Transport protocols A TCP 84 UDPY igAmsann 1P 84

=t ¥

“Shh{aimist Transport protocol {RE{UN S IP Packets 4 Transport Protocols 18U

a

IP Packets Hn
15 S WA
TCP ( Transmission Control Protocol )

UDP (User Datagram Protocol )

agMsthitiiilAwATR Transport protocols 01 ? MwWHMSHiThOUMIgAATaTFIGhNw
Fsmsotmigaiglicd Protocol 1ij11g)a 2

Die

GiUwis
TCP AN protocol RIS § IS AIHIARMIUMSFS St

UDP A& Protocol iR UES 8§ ugauiiniMivms g Sy best-effort protocol.

o a

15 Protocol 899 (U3 aupginmiuen 8§ g SwwsSwinkam 2 snagmsthipimmium s g Switnuds
§8 (U3 AT IRNNSS WRLMS UIe ?

AEANUMINSUANMNZMINK Protocol AIg1RI{MY:

v (2]

SygwAnN I download GiM: movies 4 File 18§11 20GB HWIMWA

v

HARNNH

956

1
'

W
download 10GB UIUEANSUGNIARNSIEIRINU IP Packets YG§SESMS download Gauie!
ARANISI Y ishinuganpunsmAh gASANBMMNS Error SAAMNSISTH 9 HABSHTITN movies
WwHA SN WIMaRNIEANTFIN Local DVD IRIHISAANMNSS Y

ifgj85m1 Download MSEY HAHIMITST Reliable Protocol iRsth TCP 4 islakAiANg

oo

IP packets §SMS Download GIFIARANI§15¢ N{RE Download §jRINANTT 4

TCP uDP
Connection Type: Connection-oriented Connectionless
Sequencing: Yes No
Usage: Downloads \VolP
File Sharing Video (streaming)
Printing
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imndhesigsiphmnaii 2 Midyhgansimiagismimy 9 ToP At connecton
Oriented SEUENSS T ﬁshtﬁﬁ amm U WU UEANS ROIRB1313 § St 1 UDP Ath Connectionless

% mﬁshmumwm SI LUHSG‘IUHNHMLﬂmmﬂNﬂJ’i"W uiRligiy Uuig?

MIMUIR TCP SUuUtfaigjis iunh «3 way handshake” IR U SHGNRIMY ¢

- 10gAANY Download §i File HaYWw gapitathEInsumsithiigimisiinm
¢grU 1s:nsSwhhMSIUS UMY Gim: UDP Tmamsmnjudiuuis:is
NS SWHNAMSINSUEANTIN:AG

- g:6innah voIP Imtiniamigi 2 1BGhBsEh) uh B GGIm: Packets AN :ius
igislaguAideg? ShAamEImsuhmehOiw GARIQIeMINSS
SSHMOANTMSIN:IS 1 UDP SSRNIeiSHua it tisneis 1 Gin: VoIP T hsidia
UDP i91:1¢ 181{{St RTP IR ushinse i 4

aju 0 Sa]iEIgli UDP header 21RifMy:

16-bit source port 16-bit destination port
16-bit UDP length 16-bit UDP checksum

HAMNGITMNENRINWG  MSIUSE IAUANS M2 A RIS SARMIBSN AR Applcation
iBrud gSwmsid) hns Checksum Skt 4

a
oo

wiGAYATMIT SRl UDP §oalime:
hinAimiisticl transport layer i$ 0SI model.

At connectionless protocol RAIESUAMIMUIN ¢ thw{msiaumsFgSwiigms
HGiA Error MSIWANTAYS Checksum Y

A Protocol 88 $gUgAIATRMIUMSFSSW

msugan:iiwaghain:gsw
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S:
ShuiBamig ﬁqsmmﬁmt}tﬁmﬁmmm§§§mnm&;w'1 MIMUIS SIUTh “3 way handshake”
SapBshimingudin:Anisividugnchums s Swemisimisiun 4

Computer A Computer B

Any¢r A shumsdgSwiglagAniér B ghesadayw FigidnAnkisi Tep illgjuifamums

v w

iS:uinfIims 1 hilyhnbh ShuiRamimuithwil 3 way handshake 9

Computer A Computer B
-ﬁ

1. SYN, SEQ=1
njér A ShUMSSE TCP SYN gwimUiglgjAniéi B mstathohuiiamimuyw 1 hins

(24 w

Computer A Computer B
—

1. SYN, SEQ=1
——

2. SYN, ACK. SEQ=100 ACK=2
9-&-9-TCP Header

TCP (Transmission Control Protocol) A transport protocol iR S ¢ SAGAYWIIH
uifiamigugsinuimiugsigSwamgwiiwiiuhasugssrinAciiwigwauin
1mw2ﬁnfﬂﬂ9%ﬂj'1

104



1sakiEI) SIS iR A8 A1l TCP header ity SMIRAIRIAE 4
Source port Destination Port

Sequence number

Acknowledgment number

Urgent pointer

iRAuisvsyom:

Source port: H1S{UITH 16 bits IRSASAGNATANAININIS port IS2UAINATMNS 9

Destination port: M1S{Ui} 16 bits IRSASAGNAIANATAINUS Port IS 2URIAS G

Sequence number: AR IINUIR UM S{UTh 32 bits ATNUGRUBIMASNESSWiRuANY
Umsgﬁﬁqﬁm puis TCP session 1811 [UfjrﬁUtﬁﬁS;f TCP connection ﬁiﬁuw (3 way handshake )
sUyANMSOUIRYSHve Ui UicEsiRumsuith 23 bitsy uAINAGGUSRITIU MGG
IS:UTNUUMS{RSUEATNST ACK Y9 Protocol analyzer G wireshark SHI{JSi relative
sequence number i§ 0 INWANTEN MWK UM STRIU IR UM S UZ AT
Acknowledgment number: M1S{UTtH 32 bits [HIMSHTIM U WAUAIMGgUIREIgAIGIm:
TCP segment US1U 1 aigis: Shmwhine R uid s miAsighyi 9t afts{uin

DO: Ath data offset IRUMISIIA 4 bits IWWIARMERRIENURY header 9 huinmeiRa
{uithis TCP header 4 Big:itiumoRnngnighitusSwiamatnviiy

MigAvERgAIRUMSYIY 3 bits 1 TATSIThIISINWN giFnsaiyo 4

Die

RSV:

Flags: 1S{UHR 9 bits 9 stidATAGRIRIGID Control bits9 siRiThiEgjusiamimy vms
¢sSwhumimmuigiion
URG: AR Pointer UNSYW4 18100y bit (HinsAsAFgSwipimsoagatinsmimnigliy
GsSwinghig)a
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ACK: ‘iL‘SﬁILmﬁ acknowledgment.

PSH: AMHSAYS push 9 NMU Application Yt §gSwiniaumsMuIwdsoimaIsim:
TCP segment QINYIISI216

RST: pUuiamimuigiaim 9 ishnugasgumsh tsSwhhmshomimuagiis:d 1a
iphiagkAnNIEUNS Eror ESMGAIN (SINIWNE STESTIRnYMAUUMY TCP connecion 1912
19

SYN: it I I UMIeIUIRYTS 3-way handshake sTwiANThTNUASANINIS TG

FIN: A8 bit GnUaio SITEjumU TCP connection 4 TCP A full duplex §igsMARMAISHIfT
FIN bit iR gjumumim 4

Window: 91 ${i5it} 16 bits SSNUUINAGIGNRMNAIASUITE (RIS UM UATANG G0 9 TAID
niflgjejaunians gumuauninAvmsihchSiegudgSwidsthugidunanisguy i

BigelmsiwASANGS Sis bytes istibinia it isiah acknowledgment field

Checksum: 91S{Uith 16 bits (HINSIHTUNG CHECKSUM sEYj[aafiSaj0nd TCP header 118

w

Error Ui¢ 9

Urgent pointer: H1S{piH 16 bits 1A WM SITISHN IR0y URG bit (it SASA Yurgent pointer
minsiiiRgoauuinmeShdsSwnimsums

Options: &th Optional SWHGHS{UIHA 0 191 230 bits

B9 0 SajeRnnnid AN SNAYM NI AYATAID wireshark 9 1iMEIS AT 2H1IANIS
TCP three way handshake
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g Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: c2:01:0c:b4:00:00 (c2:01:0c:b4:00:00), Dst: c2:02:13:98:00:00 (c2:02:13:98:00:00)
® Internet Protocol Version 4, Src: 192.168.12.1 (192.168.12.1), Dst: 192,168.12.2 (192.168.12.2)

= Transmission Control Protocol, Src Port: 41417 (41417), Dst Port: 23 (23), Seq: 0, Len: 0

source Port: 41417 (41417)
Destination port: 23 (23)
[stream index: 0]

[TCP Segment Len: 0]

sequence number: 0 (relative sequence number)
cknowledgment number: 0
Header Length: 24 bytes

= ... 0000 0000 0OL0 =|F]ags:|0x002 (5YN)
000, ... .vu. = Reserved: Not set
N | I = Nonce: Not set
) = Congestion window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
voes a0 4w = Urgent: Not set
....... 0 .... = Acknowledgment: Not set
........ 0... = Push: Not set
i s .0.. = Reset. Not set
-------- s s
........... 0 = Fin: Not set
|window size value: 4128|
[calculated window size: 4128)
EfChecksum: Oxedoa| [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]

Urgent pointer :
Options:|(4 bytes), Maximum segment size

E Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
Mss value: 1460

|

JoiRuitiimsudmBbimeine Port IBERS{UANUN S SHIVS port 115 AFTA UIETTE I{ET S G 00 4 TU2

)

UEUAO (ig wireshark [MUITHTIND relative sequence number Y9 mymINahTyYt
C1

(2]

TCP A protocol IRAUNSUR AN AN (M TS haSE it M HGtuns AR TOP header 1SS

9-c-V-TCP Window Size Scaling
TCP ( Transmission Control Protocol ) Ath connection-oriented protocol 88 wﬁmﬁhms

aamisuisigSwitumsumsy unmAum sSium s g S wg Ul w2UANA 8¢ URMSE LA

ImsiGsiwigwaring ishinunbhdsmseguvnimsicibwauimin:ie 191:2UAIAAUMS

o

ShigmiumsigiinGim:gSwisn: 9

ORI “windowing” B1SStt2UAIAUN SYWSHU SS15 § S WY WS Siwaunin 9 oy

SUR A NSIGIU WG WATY WU WAUGIM (AU Segments ARHATY 1sTinui uitT iRy st
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&g SWUInM:M SYSINL Application Hiadimin 4 1shinuauAInAgguUMSYATMSIGITW
aulen  hSumUejeunnAumsRRAsNGgSwiRuhmoumsySINUUAIANS SRR MY

Tmsiditantim 9 kst Windows size 1 MYUENS{A: Windows size UINMAGUI

o}

n

AISHIANGATHUINM M AU SIBAIAUATNG G U

ishinid s smimudin: TCP RIS Windows size YIRS SR GIAWATINN
iBuegumsSiGINWaUIm e §UNSIMAR WYL Windows size 118 $UNASIGIN Y ARi{MuIs:
a2l

®

=

Segment 1
ACK 2

-4

Hosts (1211 0A HostiS1218 3 1S MU SST Segment LA s Host 216 § ue SuAT SIS watim 4
wanEasIBWwaLIme UMSIThaAS 1912 Windows Size Sh1SMIASISTHEUI 4

N __

-4

Segment 2

Segment 3
ACK4

Host 1S12101GRANNTMSST Segment AW Host NHANSHUMS{HSIUEATN SIGIGWALIN
g 9 HRInNIMINS Y 5552 Windows Size ShensmiAsigjhuiguig)a
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Segment 4

Segment 5

Segment 6

5

Segment 7

ACKS

881182 Host ANMUMSST 4 segments 1At Host ISk afAnkumssnimsidilwauigmiayw

AR

islgha @ik Windows Size sismuAsigiiduishinniinauninisg
umstpgiimsisiiwauimim: 4 segments UISTINUIRA Windows Size MSIASIEREL
ABanfun 1 Ishiniivuainisguismsumspeuingisiwavigieghiuinuygw
(UMW naTms ) 1812 Windows Size ShtS$1SWG:

IS0 Interface MISHUSIUIMARL: 11:MMNUAIOUST TCP Packets g2 9 iligiths

[ANWUEMIS 2 TCP SN TAY WG S SIRAU A ST MImARI SIS : 1 MUTAYWARGInMuH NS
NIANNIS:A slow start

MIAffY: (Congestion )IARTETHISIINM Interface MSUMSFSSWHGSMMNINCUIEMS 4
hnsmnuGUSASWEILAENINMIVIL Packets SH{FHNURIRIU Y

YU TCP slow start window size SRENSMITASIGIRIGRY Uigislinnitns Packets {3
MSINIONUMY i1 Windows Size SHNSEABWE:YW Segment 1 UQIUEANANSMIASIGHH
TmeRbmuI AN window size HISARRIIMARAMUIARNSIEN T ISHNIRN Interface
¢S UMSHUSIMIAAAS I AUMIMUIS TCP S1tsuUshiannSthyt TCP slow startd Packets
SH{RIN SIN:URIN WU UEARUMIMU TCP PNHATHN S §U) Windows Size §5 9 18 1AM
N TCP global synchronization 4 mﬁthms:ifnzmmmﬁ
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Average
Interface
Utilitization

Bandwidth

Time -
nading seiSiiuahAmmimols Top Giaeiha 9 mimuis TCP ARis:aUIRuisling
BRI WIMWEA Interface ARUSTMIARAIUTW Packets ISMIMUIUAT TCP ARHAIAN
NI R ARHL 9 IR SHIARH SIFTRISTINUIR Windows Size ISMImU TCP A1kis:
Shin:ulinuiiwme i miana:ls Interfface AIRENSIEIR 11:6U1S Windows Size AIAS
197ERIg)a

USWUEA Interface AFGUMSSIMIARAIIENIG]A Windows Size AT :URIGIIVIWHA
$1S Windows Size TASIGIRIN 9 g RUATIIRSSITSUS bandwidh SRHATISING 1 105HANS A
IS FHBUH ARG IHAS b M TS Interce g /5181216

ifg{mImi global synchronization tii%i{i RED (Random Early Detection) 4 §S &Y
g AN :firsastEuIn SURIGIUINTIGES 61N Padets i TOP IMWAEAIFHUG S SIS Packets 1514
FIUSAS WENII U TOS (Type of Senice) I AIRI AIFHU Padketst 1STINUTENU Packets (imsim:
muysinuitumugaswang is:dhmonahitim: gobal synchronization T UgHEA

NSHTORIMY:
7 S

Average

-~

= Interface

E Utilitization

=]

=

=]

(aa]

Time
istinnuidung RED s Mu{B{Masis Interface thumju SRS MIQUIE!

9-&-Wireshark Captures
ajui 857G TCP window size it 2uAIAANI:
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uRInMISIRIGHANMAN SIYWHS gigabit interface 1 GinnARMANTMAN raspberry pi TR0
B1S FastEthernet interface g raspbenya‘%‘mzﬁﬁmﬁ‘sjﬁﬁu wi&jgh&ns cpumemory/ ethemet interface
1 1] 9 UmSUg AR TR HEAG ST Fe gwmuiyis SsH AA 0] $n¢16) raspbeny pi 1 4yBRR A
iumangnmy:

r | Wireshark 1O Graphs: Ethernet = =
— 5000
_— 2300
I T I T T | T L T 1 7T T | [ 0
Os 10s 20 s A=
~Graphs - Axis
|Graph 1 | Color | Filter: | |tcp.analysis.window_update | Style: | Line w Smooth | | Tick i”ter'-"ﬁ|=|1 sec e
|Graph P_l CD|DF|Fi|tEI".|| | Style: Line b Smooth Pixels-perticlt-:: |10 >
|Graph 3| Co :'lFiIter“.” | Style: | Line w Smooth EM¥|mastlme i
r is
| Graph 4| Color | Filter: | | | Style: |Line L Smooth ||, |Bytesu"Tick -
| Graph 5| Color | Filter: | | | Style: Line b Smooth || Scale: |Auto bt
Smooth: | Mo filter by
| Help | | Copy | | Sawve | | Close |

ISl uoail gAMSIIMS Windows Size [T SITRAMIUS: 9 MG File
NSOUIREIMWADIN FUIwyARIEMS Windows Size 1ASIJRNAMUIUTATY hNSAIIAS
igiusuodmuso Ol 30 ImGymwhmsmac:imy mwifidinsun hnsmuAsigiin
Wwmngs File AMSumUitle  yulSapduumonimuisiiunAshigty 3 way
handshake

Ne.  Time Destingtion Protocel Length Info
475 6531678000 10.56.100.1 10.56.100.164  TCP 66 56748-22 [SYN] Seq=0 in=65535 Len=0 NSS=1460 WS=128 SACK_PERM=1

477 6532144000 10.56.100.1 10.56.100.164  TCP 34 36748-22 [ACK] Seq=l Ack=l win=41%4304 Len={

ﬁngé’ms IP address 10.56.100.1 ﬁﬁtﬁ raspberry pi 18 IP address 10.56.100.164 9 ﬁuG
HAMSITM 211 18154 SYN,ACK message $26U raspberry pit{J window sizef29200 4
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SiananAnjed window size A 4194304 RS S{ATM 4 1MW packets YWESS Windows Size
1USJ raspberry pi UENEGORIMY:

E Frame 639: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

[f Ethernet II, 5rc: Raspberr_68:1e:36 (b8:27:eb:68:1e:36), Dst: AsustekC_7d:22:8c (74:d0:2b:7d:22:8c)
[ Internet Protocol Version 4, src: 10.56.100.164 (10.56.100.164), Dst: 10.56.100.1 (10.56.100.1)
[ Transmission Control Protocol, Src Port: 22 (22), Dst Port: 56748 (56748), Seq: 2520, Ack: 51956, Len: 0
source Port: 22 (22)
Destination Port: 56748 (56748)
[stream index: 16]
[TCP Segment Len: 0]
Sequence number: 2520  (relative sequence number)
Acknowledgment number: 51956  (relative ack number)
Header Length: 20 bytes
= .... 0000 0001 0000 = Flags: Ox010 (ACK)
000, .... .... = Reserved: Not set
S = Nonce: Not set
0o = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
voen a0 4ue, = Urgent: NoT set
....... 1 .... = Acknowledgment: Set
........ 0... = push: Not set
.0.. = Resel: NOU set
.0, = syn: Not set
........... 0 = Fin: Not set
Window size value: 2070
[Calculated window size: 132480]
[Window size scaling factor: 64]
# Checksum: 0x102f [validation disabled]
Urgent pointer: 0
i [SEQ/ACK analysis]

BoHAMSITMARIGANG Windows Size M SIASIEIHIV)AE U 1324804 the window size

o

A1 16 bits IRUMONSSNGTRAA 655359 wgigis: il Scaling factor IBHGAIRA

¢U) Windows Size M8 9 {piuth 10 IQSMUEA Windows Size 11 SMISWH:Tg

587 87 2000 . 56. 3 " = 1514 Client: Encrypted packet (len=1460)

6456 9. 597749000 - - - 10.56.100.1 TCP 60 2256748 [ACK] S5eq=34920 Ack=7228667 [Win=26752] Len=0
6457 9. 597847000 - - - 10.56.100.164 SSHV2 1514 client: eEncrypted packet (1en=1460)
6458 9. 597860000 . . . 10.56.100.164 SSHVZ 1514 Cclient: Encrypted packet 1en=1460)
6459 9. 597871000 = = s 10.56.100.164 S5HV2 1514 client: Encrypted packet [(len=14860)
6460 9. 597882000 . . . 10.56.100.164 SSHVZ 1514 Cclient: Encrypted packet 1en=1460)
6461 9. 597892000 . . . 10.56.100.164 SSHV2 1514 Cclient: Encrypted packet (len=1460)
6462 9. 597903000 - - - 10.56.100.164 SSHV2 1514 client: encrypted packet (1en=1460)
6463 9. 597914000 . . . 10.56.100.164 SSHv2 1514 Client: Encrypted packet 1len=1460)
6464 9. 597925000 - - - 10.56.100.164 S5Hv2 1514 Client: Encrypted packet [(1en=1460)
6465 9. 597936000 . . . 10.56.100.164 SSHVZ 1514 Cclient: Encrypted packet 1en=1460)
6466 9. 597946000 . . . 10.56.100.164 SSHV2 1514 client: Encrypted packet [(len=1460)
6467 9. 598024000 - - - 10.56.100.164 SSHV2 1514 client: encrypted packet (1en=1460)
6468 9. 598037000 . . . 10.56.100.164 SSHV2 1514 Cclient: Encrypted packet 1len=1460)
6469 9. 598049000 - - - 10.56.100.164 SSHV2 1514 client: encrypted packet (len=1460)
6470 9. 598060000 . . . 10.56.100.164 SSHVZ 1514 Cclient: Encrypted packet 1en=1460)
6471 9. 598071000 . . . 10.56.100.164 SSHV2 1514 client: Encrypted packet [(len=1460)
6472 9. 598082000 - - - 10.56.100.164 SSHV2 1514 client: eEncrypted packet 1en=1460)
6473 9. 598094000 SSHV2 1514 Cclient: Encrypted packet (len=1460)
SSHVZ2 1514 client: Enc ted

6 Client: [TC

6474 9. 598105000

ryp packet [(len=1460)

raspberry pi MSIANGAGUIIASIGML BRI WATSHIAN§AUIAM s ATSIUATIAINM 9 NN STMUA
ry§18J113 Windows Size IR uens é1 26752 UAINMIS el 9 ANJEIUMS 18 segments HUES
GU1 1460 bytes U1t 1 segment A 472 bytes ( AJJUA26752 bytes ) 9
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Packet GRIMWUMMEIRRA “TCP Window Full” message 4 1S:AMFIRN wireshark UM
inwminieniaofnsnuaibiastingbim:aighapompeamuinmenags
raspberry pil 1SHNATENS raspbery pi MSTUWASE bit iR INUMOING NSFESUMSIAG
Sig]H 9 yu i S aBUHIR N wireshark MSOIUWA:

3

RITNSUPNMEIFND raspberry pi NSUMSST ACK gWHAMSANFTRNS Windows Size
nﬁo 118::18 SWH Windows Size Shisliam Sﬁfgoghqwiw:mmﬂ raspberry pi §S$—ﬂU9%EU
msgiégSwuigwe)asishnuissfiwmungs Tcp Sapagwiwnuisizansitunighmp
gathusamemagAnidindmi 4

1S:Ath Packet AA{MARYW:

= Frame 53982: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

[ Ethernet II, Src: Raspberr_68:1le:36 (bB8:27:eb:68:1e:36), Dst: AsustekC_7d:22:8c (74:d0:2b:7d:22:8c)
# Internet Protocol Version 4, src: 10.56.100.164 (10.56.100.164), Dst: 10.56.100.1 (10.56.100.1)
= Transmission Control Protocol, Src Port: 22 (22), Dst Port: 56748 (56748), Seq: 268280, Ack: 66840816, Len: 0
source Port: 22 (22)
Destination Port: 56748 (56748)
[stream index: 16]
[TCP Segment Len: 0]
Sequence number: 268280 (relative sequence number)
Acknowledgment number: 66840816 (relative ack number)
Header Length: 20 bytes
B .... 0000 0001 0000 = Flags: Ox010 (ACK)
000, ... .... = Reserved: Not set
L0 = Nonce: Not set
Y = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
veee .00 ... = Urgent: NOT set
....... 1 .... = Acknowledgment: set
........ 0... = Push: Not set
.. .0.. = Reset: Not set
. . ..0. = 5yn: Not set
........... 0 = Fin: Not set
wWindow s1ze value: 0
[Calculated window size: 0]
[Window size scaling factor: 64]
# Checksum: 0xe829 [validation disabled]
Urgent pointer: 0
[ [SEQ/ACK analysis]

RogAMSITMORIGANY Windows Size Rgfiis:nSaiy0 9 islinauiduaighinngathusam:

HISIVRIEAS UM SANUEINATMIINS raspberry pi SHUMSST ACK YThY W Windows Size §
g

113



@ Frame 3659: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

[ Ethernet II, Src: Raspberr_68:1e:36 (b8:27:eb:68:1e:36), Dst: AsustekC 7d:22:8c (74:d0:2b:7d:22:8c)
# Internet protocol Version 4, src: 10.56.100.164 (10.56.100.164), Dst: 10.56.100.1 (10.56.100.1)
= Transmission Control Protocol, Src Port: 22 (22), Dst Port: 56748 (36748), Seq: 23672, Ack: 4472703, Len: 0
source Port: 22 (22)
Destination Port: 56748 (56748)
[stream index: 0]
[TCP Segment Len: 0]
Sequence number: 23672  (relative sequence number)
[AcknowTedgment number: 4472703]  (relative ack number)
Header Length: 20 bytes
E .... 0000 0001 0000 = Flags: 0x010 (ACK)
000. .... .... = Reserved: Not set
T | = Nongce: Not set
L0, = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
vove a0 w00 = Urgent: Not set
....... 1.... = Acknowledgment: Set
........ 0... = Push: Not set
.0.. = Reset: Not set
« .0, = Syn: Not set
........... 0 = Fin: Not set
Window size value: 400
[calculated window size: 25600]
[Window size scaling factor: 64]
[# Checksum: 0x4T46 [validation disabled]
Urgent pointer: 0
i+ [SEQ/ACK analysis]

window size R¢{l1S:81S $UIIAIRY 25600 bytestispumetighnoiAsigjayhig)a

9-9-ICMP (Internet Control Message Protocol )

ICMP ( Internet Control Message Protocol ) A 10N &1t AProtocol YUSTATM SIT A UIAH
IRAU)ISH{ADARIFI Network® 2ONIANE Y NASRENYWAE “ping” IRMUIT ICMP request
SH ICMP reply messages IS0 Host YWESHOMUEAMSMS ICMP MGUIMSSH error

message gtwiglgjuanifeim 9 anniniywig)als application ST ICMP A traceroute

ICMP messages [0S encapsulate 1S1A} IP Packets IBUESaMAIGSSunwhhe

—

layer 4 protocol §GE UDP { TCP4 sqi:BintnhamAiny ihwanita IcMP Amigagusis 1P

protocol D{FINSIATAGAN layer 3 protocol

Header I21U ICMP §{JAM SMNMWHNAMES 1S:Athaninian:

e | cose | chectoum

Byte §9UGNAN{UIASES ICMP message 1 29UIAN type 8 (HIN ST UHNU ICMP request
AW type O (HINSHTUNG ICMP reply 9 itk type 3 iptim sl udsmsigino <
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Gitn: byte FUTNILID Code UNAGNAIANAIA{UIASIS ICMP messaged 21UNIAN
message A{NUIMUIRHEUSSEMAUINS 16 codes 28um 4 ISTINUHAISM code 0 918
Swnmu nnadndsmoiaIRmishisisisan:inmitin Code 1 1SSWIMUIR Host 88
HONASANS

Byte $mAMS{Uih 2 bytes (HiMSITVU CHECKSUM igjanlajeiiut cmp

w

header 1S gGUHH 1 iR UISIANTiSHeader M{EWIFIT ICMP messages iR uitiRANkIGHH 9

ifgjuinmeifamsiagpai IcMP Andwsaagmn (uiSaSN ICMP messages 181k
Wireshark 1

9-fl-MICUWAIUAS Wireshark
ICMP Echo request and reply

i SaS g2 IR aEMmywa ping

1 192.168.12.0 /24 >
x Fao/0 Fan/0 x

R1 R2

I OUIRY ping 1GMA R1

R1#ping 192.168.12.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
Success rate is 100 percent ( 5/5), round-trip min/avg/max = 4/21/64 ms

iscAmEiR i sudm:

B Frame 5: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

[+ Ethernet II, Src: c2:01:13:18:00:00 (c2:01:1a:18:00:00), D5st: c2:02:09:58:00:00 (c2:02:09:58:00:00)
[+ Internet Protocol Version 4, Src: 192.168.12.1 (192.168.12.1), Dst: 192.168.12.2 (192.168.12.2)

= Internet Control Message Protocol
Type: B (Echo (ping) request)
Code: O

Checksum: 0Ox6c78 [correct]
Identifier (BE): 0O (0Ox0000)
Identifier (LE): 0O (0x0000)
Sequence number (BE): 1 (0x0001)
Sequence number (LE): 256 (0x0100)

[Response frame: 6]
= Data (72 bytes)
Data: 00000000000111d0abcdabcdabecdabecdabecdabedabedabed. .
[Length: 72]
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message 1MIGAD ICMP request HAMNGITMNTH type 8 1 code 0 4 181NN R2 §gUNSH
iwavim:

g Frame 6: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

® Ethernet II, src: c2:02:09:58:00:00 (c2:02:09:58:00:00), Dst: ¢2:01:1a:18:00:00 (c2:01:1a:18:00:00)
® Internet Protocol version 4, src: 192.168.12.2 (192.168.12.2), Dst: 192.168.12.1 (192.168.12.1)
£ Internet Control Message Protocol
Type: 0 (Echo (ping) reply)
Code: 0
Checksum: 0x7478 [correct]
Identifier (BE): O (0x0000)
Identifier (LE): O (0x0000)
Sequence number (BE): 1 (0x0001)
Sequence number (LE): 256 (0x0100)
[Request frame: 57
[Response time: 44,194 ms]
= Data (72 bytes)
Data: 00000000000111d0abcdabcdabcdabedabedabedabedabed. ..
[Length: 72]

ICMP echo reply ath type 0 S4 code 0 message.
MNTSHNTIFIE s (Ut ( Destination Unreachable )

2 & gt gJaGim sanfBuen AT mUE So AR A A EtS Ul 2 SN mLIS :
RGN AR gWhIUISY access-list Yuisliy R2 iR uRiasndion: ICMP messages:

R2( config )#ip access-list extended NO_ICMP

R2( config-ext-nacl )#deny icmp any host 192.168.12.2

R2( config-ext-nacl )#permit ip any any

R2( config )#interface FastEthernet 0/0

R2( config-if )#ip access-group NO_ICMP in

RgJlSIANANY ping A R1Tm:

Ri#ping 192.168.12.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
Uuuuu

Success rate is 0 percent (0/5)
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ping UNSWIWHAMGIGM U (unreachable) messages 1S1i5 R19 1S:EMUGRA ICMP
message 1R6U R2 UMS:

Frame 2: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
Ethernet II, Src: c2:02:09:58:00:00 (c2:02:09:58:00:00), Dst: c2:01:1a:18:00:00 (c2:01:1a:18:00:00)

Internet Protocol Version 4, Src: 192.168.12.2 (192.168.12.2), Dst: 192.168.12.1 (192.168.12.1)
Internet Control Message Protocol

Type: 3 (Destination unreachable) |
Code: 13 (communication administratively filtered
Checksum: 0xc54b [correct]
= Internet Protocol version 4, src: 192.168.12.1 (192.168.12.1), Dst: 192.168.12.2 (192.168.12.2)
version: 4
Header Length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 100
Identification: 0x000a (10)
@ Flags: 0x00
Fragment offset: O
Time to Tive: 254
Protocol: ICMP (1)
# Header checksum: 0x233b [validation disabled]
Source: 192.168.12.1 (192.168.12.1)
pestination: 192.168.12.2 (192.168.12.2)
[source GeoIP: unknown]
[Destination GeoIP: uUnknown]
E Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: O
Checksum: 0x2fas
Identifier (BE): 2 (0x0002)
Identifier (LE): 512 (0x0200)
Sequence number (BE): 0 (Ox0000)
Sequence number (LE): O (Ox0000)

2

ICMP destination unreachable message A type 3 U tiﬁ[ﬁ code 13 ﬁth:ﬁﬂ packet SHa

“administratively filtered” (acces-list) 9

Traceroute

Traceroute At{{j ICMP messages #iti81 4 1fgjuinmejmsiiitiiid Routers Ggsm

192.168.12.0 /24 5

) 192.168.23.0 /24
Fao/o Fao/o —_—

~Fal/0 Fa0/0-

U NS aJISUNGIRN traceroute il R1 191 R3 :

R1#traceroute 192.168.23.3 probe 1

Type escape sequence to abort.

Tracing the route to 192.168.23.3
1192.168.12.2 52 msec

2 192.168.23.3 60 msec

mushilly G1m: Cisco 108 Shumssiagmumibs 1 im:mivipmis:pimidaagmiiagw
AR 1 18:AM Packet 91805 R1 UMS:
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Frame 3: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

Ethernet II, Src: c2:01:1a:18:00:00 (c2:01:1a:18:00:00), Dst: c2:02:09:58:00:00 (c2:02:09:58:00:00)
Internet Protocol version 4, src: 192.168.12.1 (192.168.12.1), Dst: 192.168.23.3 (192.168.23.3)
version: 4
Header Length: 20 bytes
# Differentiated services Field: Ox00 (DSCP 0x00: pDefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 28
Identification: 0x002c (44)
# Flags: Ox00
Fragment offset: 0
-[ine to Tive: 1]
# [Expert Info (Note/Sequence): "Time To Live" only 1]
Protocol: uoP (17)
# Header checksum: 0x1551 [validation disabled]
Source: 192.168.12.1 (192.168.12.1)
Destination: 192.168.23.3 (192.168.23.3)
[source GeoIP: unknown]
[Destination GeoIP: unknown]
User Datagram Protocol, Src Port: 49172 (49172), [Dst Port: 33434 (33434)|
Source Port: 49172 (49172)
Destination Port: 33434 (33434)
Length: 8
# Checksum: Ox18da [validation disabled]
[stream index: 0]

Cisco 10S §{{j UDP packets {205 TTL #18#aiy 1 15 Port Shim it 334349 TTL Skimouid

Port SHIASIGIMISIAT Hop IRUhERMA 1 1SINTEN R2 $GAUMS packets 1SN SHIGWHAVYA
Tmioakime:

© Frame 4: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0O

Ethernet IT, Src: c2:02:09:58:00:00 (c2:02:09:58:00:00), Dst: c2:01:1a3:18:00:00 (c2:01:1a:18:00:00)
= Internet Protocol version 4, src: 192.168.12.2 (192.168.12.2), DsT: 192.168.12.1 (192.168.12.1)

version: 4

Header Length: 20 bytes

Differentiated Services Field: OxcO (DSCP Ox30: Class Selector 6; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56

Identification: 0x001d (29)

Flags: 0x00

Fragment offset: 0

Time to live: 235

Protocol: ICMP (1)

Header checksum: 0x2194 [wvalidation disabled]
Source: 192.168.12.2 (192.168.12.2)
Destination: 192.168.12.1 (192.168.12.1)
[source GeoIP: unknown]

[Destination GeoIP: uUnknown]

= Internet Control Message pProtocol

Type: 11 (Time-to-live exceeded)
Code: 0 (Time to Tive exceeded in transit)

=

Checksum: 0x996e [correct]
Internet Protocol version 4, Src: 192.168.12.1 (192.168.12.1), Dst: 192.168.23.3 (192.168.23.3)
version: 4
Header Length: 20 bytes
@ Differentiated services Field: 0x00 (DSCP Ox00: Default; ECN: O0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 28
Identification: 0Ox002c (44)
# Flags: 0x00
Fragment offset: O
= Time to Tive: 1
# [Expert Info (Note/Sequence): "Time To Live"” only 1]
Protocol: uDP (17)
# Header checksum: 0x1551 [validation disabled]
Source: 192.168.12.1 (192.168.12.1)
Destination: 192.168.23.3 (192.168.23.3)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
User Datagram Protocol, Src Port: 49172 (49172), Dst Port: 33434 (33424)
Source Port: 49172 (49172)
Destination Port: 33434 (33434)
Length: 8
# Checksum: 0x18da [validation disabled]
[stream index: 0]

R2 SUUMSST ICMP YW type 11 (time to live exceeded ) message 1916] R19 1SRN R1
gguhmy hSRumssiAgmldwy:
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g Frame 6: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: c2:01:1a:18:00:00 (c2:01:1a:18:00:00), Dst: c2:02:09:58:00:00 (c2:02:09:58:00:00)
£ Internet Protocol Version 4, src: 192.168.12.1 (192.168.12.1), Dst: 192.168.23.3 (192.168.23.3)
version: 4
Header Length: 20 bytes
# Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 28
Identification: 0x002d (4%)
# Flags: 0x00
Fragment offset: 0
[ [Expert Info (Note/Sequence): "Time To Live" only 2]
Protocol: UDP (17)
[ Header checksum: 0x1450 [validation disabled]
source: 192,168.12.1 (192.168.12.1)
Destination: 192.168.23.3 (192.168.23.3)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]

# User Datagram Protocol, src Port: 49173 (49173), Dst port: 33435 (33435

3

> o

jogamsiimailans TTL Ansaigia] 2 iAW Port MMM SIASIGIMAN

= NS

334359 1SHINQUTRY R3 ¢ AUMS packet i1S:hSMIFWALIME o kiMY:

B Frame 7: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0

¥ Ethernet II, Src: c2:02:09:58:00:00 (c2:02:09:58:00:00), Dst: ¢2:01:1a:18:00:00 (c2:01:1a:18:00:00)
B Internet Protocol version 4, Src: 192.168.23.3 (192.168.23.3), Dst: 192.168.12.1 (192.168.12.1)
Version: 4
Header Length: 20 bytes
® Differentiated Services Field: Oxc0 (DSCP 0x30: Class Selector 6; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 56
Identification: 0x000e (14)
H Flags: 0x00
Fragment offset: 0
Time to Tive: 254
protocol: ICMP (1)
® Header checksum: 0x17a2 [validation disabled]
Source: 192.168.23.3 (192.168.23.3)
Destination: 192.168.12.1 (192.168.12.1)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
[ Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: Oxaléb [correct]
[E Internet Protocol Version 4, Src: 192.168.12.1 (192.168.12.1), Dst: 192.168.23.3 (192.168.23.3)
version: 4
Header Length: 20 bytes
# Differentiated services Field: 0x00 (DScP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 28
Identification: 0x002d (45)
# Flags: 0x00
Fragment offset: 0
B Time to THve: 1
# [Expert Info (Note/Sequence): "Time To Live" only 1]
protocol: UDP (17)
® Header checksum: 0x1550 [validation disabled]
Source: 192.168.12.1 (192.168.12.1)
Destination: 192.168.23.3 (192.168.23.3)
[Source GeoIP: Unknown]
[Destination GeoIP: unknown]

© User Datagram Protocol, Src Port: 49173 (49173), Dst Port: 3335 (:43)
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R3 SHIGWAUTMN YW type 3 destination unreachable message 1 AJASAJITN code NN G
R4 port MISENGMUMS 9 MMM SHANKANUISTINT UDP port 33435 UARILNGAMAT R NS
R4S IP address 192.168.23.3 §SHIGMUNS 1

9-G-MIANSIG]AN T DNS

DNS (Domain Name System ) &th 1N Aprotocol Yusit aitiasfaunvmemnima 1p
address {U&J Hostname ﬁjngénﬁ? IP address ﬁi’gmmﬁagmﬁmﬁtngn: (hostname) & SFUG]
IP address 9

DNS &£ distributed and hierarchical IEUENS DNS senvers NGNS 11§ 0 ANEN S Database R [IRISN 16
ENg U hostnamesidomain names §4 1P addresses 1 DNS server §USHIGNSAANSAIIG domains 3 (110G
query SRS DNS sener 1R 608 SSIG wad s Gt

18 root name servers §) ﬁﬁﬁjﬁ§8 om HuMSAFmS fULU]ﬁ generic top level domains

RO com, net, org, biz, edu Y{UIFAIEGEN uk, nl, de, be, au, ca, 1064 [ASANISUNTMNY
Imuis:

Root
com net org edu biz gov

networklessons cisco berkeley

Vps

is1higA 215 GRATS DNS hierarchy A#1S 13 root name servers i N SARNSHN nameserver
fUmeJ top level domain extensions

Y a

2911 nameserver AT .com St S A SIS networklessons.com tighGsiiuciyw

(2]

NASHINYW networklessons.org 1913189 NEKIG query SAMS name server RIS G IS AR

u 1

RINU org domain extension 1RE[$ ¢ UM SGIGWIN G 9
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2115{M YIS top level domain extensions 18 second level domains 9 18:MAMNATSHIE Y domain

names H G networklessons, Cisco, Microsoft, “1fU f}ijﬁtsﬁtm: 9

iﬁﬂﬁq:t[‘mUHﬁWjﬁfS Tree ﬁﬁmﬁiﬁtlﬁ@ﬁ hostnames U subdomains 291UNIvps.
networklessons.com 15U hostname I8 VPS (virtual private server) ‘maﬁﬁmﬁ:mi Si website 4
291NIUIES subdomain Uutijwjﬁ‘;‘ tools.cisco.com IR 6U vps.tools.cisco.com HIGEN hostname 18
server Ywisifi subdomain 18124

i DNS record Sy INGiTargn . iwidhAn ST . 1STA[NU root domain $819 &JE
A8 apSuianuinifinimeis::

vps.networklessons.com.

vps.networklessons.com

9-8-MiANSIGJANI Ethernet
15160 Local area networks(LAN ) Uit 4 it s aEhemetiji g s gy sifin s s1g

i LAN thiJ 2

s

Amuiagis nataiduaviiaisiamsmuiIsiatnmiymitn AW a Im 4

AN SMIMUEAMS ISP Uil Leased-line IREiMUBAMS nnataisiimitnnfwanmuya
MSANAYW INATAUIAFISITATN WAN ( Wide Area Network ) 9

Ethernet At Protocol B UitiiRi{inisTich LAN 15 a1t 9 15 Layer AMIS OSI Model 80

HARR AAGHENYW Ethernet? ITHARNRARDN “Data link” layer gANAMFELET GighAlnNS
f10 Physical layer #RRi51

Data Link

Physical

Ethernet NANSIF N Data link layer Gighmsioaismehiignaa

LLC Sublayer

Physical
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BIGIHS Sublayers M1 SIAIN: B “LLC” IR NS MAJIN N Logical Link Control §11 “MAC” 1SN
INM “Media Access Control”

N

logical link control layer {§MiGEnTA Error Sifly 4 stihBs aioUsigangikiglicth i
1geunigis:fimethadiigg TCP IRnusimiiA Error 1810 Transport layer 4 (iGN Ethernet {71
M SUIRATTMH I 1N I UIIUA AM AT WA BN SN th YW Proto -cols DB SIAIA 1P
BISHGR IPX, AppleTalk, Novell 16U

MAC sublayer [iMSiAGOUMIGANY [AUUAINANRHAISTI LAN (piianns MAC
address InYWARNNUNEEN 1 NETIFISH 1P address TRUAIAISIG network layer(layer
3)1 GIANAN MAC address I ajnisipidata link layer (layer2) GANTAINSYUWIG)AIEN MAC
sublayer 1§ MIANENS Channel ASNUT(T 4 Bigehenoi§ g o) $iRmuTaphywhmoiiimamsivlw
HGIOARUAMS 9

o

13kx] AGROIGIM: iB\jiﬂ,ﬂm?n?IﬁliS 16 ?

(pUAn S rasISTal InnalAginsm Uty wie) cexday witiwronBima nnafjug
N8 1A RUUS AN et cpex S WSt staf ¢ daywastoum smstim:§ S winiwng¢
BRG AR AMO)

ﬁfg §i ks fuIIdupIex‘Iu[ULnU‘ZUnmﬂ QUHETHNGU sshssmtsﬂmmmﬁ’wmm AUS

d

sigiuiiAnSifintiReumsigSwishnunsm 2

u:n
D}D.

hiamus Collision IAAMSIEIH 1 gAiuthasin2uAnAy WA HUB 4
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A UAIANYWIR AT TG star topology 1ANERA 9 BENIVE HUB AN 2UAIAATH
dioinidumoumsusms 1 siganihany sanafasasygs hlinfimim half-duplex 918
SwhHGIRAN SISTRST Collision

Hub SSE51918% Switch I1:161TWHTSH 619184 “hub switch” Ii19 hubAth Repeater &
FNYEMYWIRUANG Hmnmﬁsﬂnﬁ Layer 1 {8 OSI model T SW|tch?mumnmns‘lnh Layer 2 11
mavniw@ain e MAC address IWMUIFIMS interface mSLnULnH

mitaagigliniia] Network

imwiaig) UTP jounidgjeRuopdudmimvasitihn S{RERIMENEAN:UIGAIS
yis 9 i auAnfgwitlgiinaigliha MICRO MAPPERY hEh2UAIANIR UM GBIHARTN
mnadamoigjatanstiin]siinwildiafaygiamnis Ethemet twisted pair cables
MU0 MICRO MAPPER  SMiAafislibigfit (um Sat ANy opens, shorts, reversed,
crossed §¥ split pairs 1 {{MWAMUIA Wi o oi0GaR TEST 17t MICRO MAPPER 84 Scan
swwimgilavnoitunsnvisighisg

MicroMarrer Controls and LEDs Tabia 1. MicsoMareer Controls and LEDs
Item Description
Number

@) @ Pair and Shield Indicator LEDs
@ Toner LED
@  |TEST button

B } @ REMOTE Adapter with RJ45 Jack

3) L“m, - ® RJ45 Jack

(&) OfffCableToner Switch

FLLIKE

@ Fault LEDs

MacacMarren

(8 Low Battery LED

iumnN9- U'fmﬂm MICROMAPPER AN &fiACable Tester
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TONER
- SHORT

TEST REVERSED

", MISWIRE

SPLIT PAIRS

LOW BATTERY

JUMOL-uinmaiHphis MICROMAPPER

At umoiAansigiatia) innatamwiao

Fault Status
SHORT OPEN
1 —_— 1 —1
e 2 il i ul I g
EHOET & 3 3 T— SHOAT & 3 — =3
TonEE
- ATVELD W FEST  REVERSED # [ [
TEST MEmwar e & IG - MW -
. p 4 4
a LT RARS 4 4 T sureass
T LowaTTERY @ 5 5 LW BATTERY # i i
T 7
8 &8
c— S—

REVERSED SPLIT PAIR
; k" ; 1 o= 1
T3 14 4 70 3D - - TF I 4F X Tl __..-:"':—
G @ G @ @ 5 0 2 2
i 3 .- 3 3 9 % @ _
- [— w rouE SHOAT 3 _U_ 3
FIST RVERSED & B ﬂl i \ 6 TP ROVESED & & = =&
) — 4 il 1] 4 MEREL 4 - 4
= e 5 sl L = sereaes @ 5 Ms
O BATTERY 7 o~ T LOWRATIERY & 7 — 7
E = -8 8 R K 8
5 5 5 5
MIS-WIRE

=
. SHOAT & ~ -
WS D L -6
a MEHAAT G 4 o— 4
= SPUTAARS & 5 - -
LOWRATTERY & 7 — 7
B - - B

oam: ig innatalduamsySsgusium 2 idis:isHoth OPEN SHORT REVISED SPIT §%
MIS WIRE 18136

A g[U1¢] MAC sublayer T iGgAANUEIANMI IMNATAD half-duplex 9 15! Collision IAAS
197081100 tnnafAaln i sBinm:ants 4 hns Protocol YUSH SIAIN T CSMA/CD:
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CS = Carrier Sense
MA = Multi Access

CD = Collision Detection

- Carrier sense NISSWHN “ant” 1glibigRgieiRuchmsgAniAanSIgi 1 i
19)a 10 sAnSigwig)aAniumsFgSw hipiaant

gnauth

o

- Multi access 1SS WgAN A MEMoTMaIGim:ig) snnatatigpiad
MSANFIMMYWIRIg)adnaumsFgSwislinmissie

pxy

itanandAnsiumssSwishinunem s Collision SAEMISISTH hrGIAIGM (carrier
sense ) 1 CSMA/CD SRIR:[ANWUINIS:HGRIMY:

9-15ANI$1IAINS Collision IARMSIETH NATAUMSST Signal “jam™ 18T1M512] 9 1NN SANS &1
AMywSkFMIUM SF g SIS Ne

dﬁ

w-AngsidhniSudinfmushinnionsjyw

m-ishinustnkicRgiis:msums hgmivmsigiim

9-E-9-ARP (Address Resolution Protocol )

o

10HAMSAIAND OSI Model 8§11 encapsuiationvoecapsuiaton HAMSEdustino
LAN SR MIAT wen s haia:

2R nj¢innshel

UIfi5 IP packet YR INS IP address UATAUATANUMSSH2UAIANS RN TSTWAG g St h
Application g

IP packet SH{AIMS encapsulated IF1MY Ethernet frame IBIMNSMUBAMYW ST MAC address

{URS source S¥ destination

UAINAUMSSURNT MAC address 1uash GigEsmSRRN MAC address 1UaSIA AIIR1I9I:19

al

Bigifgimn s MAC address tuasim s hil ARP 9 aguiS Al nindakimuss:

Computer A Computer B

122.168.1.1 192.168.1.2
MAC: AuBA, MAC: BBB

d

nﬁiUmﬂmﬁm} iLUﬁU]SnﬂJ AiA ﬁnﬂjgi B itﬂLUHnmSuﬁﬂ IP addresses 8% MAC

Aaér A
N1 A 10

addresses 1U65h 9 TRANRITAN]$1 command prompt IAWHWYN:
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C:UsersAf§1A>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time=15ms TTL=57
Reply from 192.168.1.2: bytes=32 time=15ms TTL=57
Reply from 192.168.1.2: bytes=32 time=14ms TTL=57
Reply from 192.168.1.2: bytes=32 time=17ms TTL=57
Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 14ms, Maximum = 17ms, Average = 15ms

HARMSENA 0SI Model 1AM STaanitiGim: Layers FaHATY Gin:MAJULN Ping
i{§ ICMP protocol 1At IP #{ Layer 3 4 IP Packet iUATIIRNS Source IP address 192.168.1.1
W IP address IUAIA(UIHIA 192.168.1.2 1 HUNSUSUANSUIMA IP Packet GAUIFIAH Ethernet
frame B ISHASAST MAC address 1S Source A AAA TUAHS MAC address YRS QIIEA BBB

1RANIF1 A T8 MAC address 1URIAN]§1 B Muny]uam ? stiimsih 1P address i twi(d
vem 9 GigmsTiamagniAn$1 A msii MAC address IURIAN|$1 B 191218 1 418 Protocol s

1 -

1g) et Uit SR DU WU IS BiitTRA ARP 9
e Sapsuanyuituhdinfme
C:Usersﬁ n4§iA>arp -a
Interface: 192.168.1.1 --- Oxb
Internet Address  Physical Address  Type
192.168.1.2 00-0c-29-63-af-d0  dynamic
192.168.1 .255  ff-ff-ff-ff-ff-ff  static
224.0.0.22 01-00-5e-00-00-16  static

224.0.0.252 01-00-5e-00-00-fc  static
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239.255.255.250 01-00-5e-7f-f-fa  static

255.255.255.255  f-fi-fi-fi-fi-ff  static
islakeuindakibgamsiimi 2 nniafis ARP table 1STIGAN§1 A4 HOHA

HAMSER
FNUAN$INSEND 1P address A 192.168.1.2 (HINSASHEIHIMYU MAC address 00:0C:2

9:63:

AF:DO4

ARP Request
Destination MAC: FF:FF:FF:FF:FF:FF
P

Computer A Computer B
192.168.1.1 192.168.1.2
MAAC: ABD rnMAC: BBEB

islateqniafissbhmsAnsinwyanoilms? IP address S8 MAC address 1UA]

h 9 aBhAnkiiAN $1 A IWGAU S SIUN ping YUiFIBJANI$1 B4 ARP table A§18 9 i it
SO0 MAC address 15RIAN]$1 B MSIN2IG 4
BuhAnier A ShUMSST ARP request Yt 1 18174 Message 191:MSSUAWHN “Who has
192.168.1.2 and what is your MAC address ?”
hwaniaitiidsmsRi MAC address §91:Di{{J broadcast MAC address MI{HUIMAS
1A (FF:FF:FF-FF:FFFF) 9 message SH{RINS 9 GUMW{atAN S kHasisiah innain

ARP Reply
Source MVMAC: BBB
Destination MWAC: SO0

Computer B
192.168. 1.2
rnMAC: BBB

Computer A
192.1683.1.1
P12 - OO0

Anj$1 B SMIFWARUENY message ARP Reply AW SN “1128 S 1 1Uwis i MAC

address” 1URIS 1 ANJ$T A MOUIZY MAC address GASIFIAN ARP table ITWARIUIRBUMSUS
¢sSusielgjAnsiB 4

iGgackiBh fuiSanSunk Wireshark:

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
Bl@eo Dk xod8 A« 7 E cacal @gv¥Vmye @

Filter: Expression...
Protocol Length Info

No. Time Source Destination
1 0.000000(Vmware e7:0f:2e Broadcast ARP 42 Who has 192.168.1.27 Tell 192.168.1.1
2 0.000206/Vmware _63:af:d0 Vmware e7:0f:2e ARP 42 192.168.1.2 is at 00:0c:29:63:af:do
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BoakUNIL gANSITMt ARP request MTNUAN{ET A AQRIAIRIA TP address U
4 MAC address {Uif Source A MAC address IUf{jﬁmj§I A GINARN MAC address 1UA)
A “Broadcast” 9 §ig:hShumsighid innaitadiign 4

1A51918h Default Gateway ?

1sliniB y Host gwsohmusamsimulit uSsgaisind nadnthywa hatiand
default gateway SSTNUSNASH 9 tDRIT Router Yy Switch IRIMNS Layers §{3S(AHG Route
M8) i default gateway 4

1siakIEI) SIS TN SINIG Host g hishinnung default gateway ySsif 4 ajufiSay
15U 2 S AnsEmy:

192.168.1.1
255.255.255.0

2MIUISINS Hosts MIMUMISTIMIFIBATYW Switch W9 018 IANATARIAYWARA
192.168.1.0 §# subnet mask A 255.255.255.0 1

ishineuiRu Host gwoknAshumsiywiele) Host gwigla 191:A8uATABusIA
MU Host ijﬁtsﬂgh INATAMYWAY INaTATRIRE 9 1S TE 0 Host thim st gass]
o inadathygwa i:h S ARP 1ldfihin MAC address 1URS Host SimUIRITIWAA
U S§H IP packet 1 iANASAEL Host IRueimuIR nisiph inafnmywammunuam 2

higie S wSaEuiglind subnet mask 1 2NUIAA U IP address 192.168.1.1
GUAGHUMS IP packet 1916] IP address 192.168.1.2 9

Source 192.168.1.1 11000000 10101000 00000001 00000001
Destination 192.168.1.2 11000000 10101000 00000001 00000010
Subnet mask 255.255.255.0 11111111 11111111 11111111 00000000

subnet mask Sh{MUGITNTIBATS 1P address N 1ANARASH HostY Host BRI 1P address
192.168.1.1 fil$h IP address 192.168.1.2 ANk AIAISIRH network addressthy AWk EHN
Moi[0 ARP 1HH[iURIA MAC Address NUIRE Ethernet frame A encapsulate IP packet U1t
umshigief Switch 9
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HOAGH

Subnetting
f-9-guSiASUA MmUY
YSINUITH O UIREAMNIEN subnets SUAMANHN IP address 4 thEy{pINSaiduA
grusiEisMIAN U SIMUL 9 sbkasifhig wiud ssmauoolfurmonihh 91giRns 90

)

islahuisimubmsinmeosio

a0 S ap el e muttiuun mAsyudiud simnwitguii anseugimuoo

128 p4 32|16 B4 |2 1

mufﬁsms 8 bits 1 Bit 1S121}1ERURAILIT most significant bit (MSB) izt bit 182418
A9LE 4 GInNAR bitISINNANTRATNIVTID least significant bit (LSB) Aifn:hhms

SAUASIMU9 0sFIh{UA SIMUY
ohMsivg 178 1MU90 igihoimstimuu g imoiFhiwnsiighinw
ﬁﬂﬁﬂ{]ﬁ% 81 bit Sgwathuiiamsiuess:itiyis 9

128 64 (3216 B4 2 1

128 +32 + 16 + 2=178.

f-m-MionA INaTAh Subnet isiakpAgimuy
itk sis: hIUAS AN UAIYUAANS Subnets IENWHTIUS{UASIMUY 9

fI-M-9-Class C Subnetting
AYMUIRYMY class C network:

192.168.1.0 (¥ S default subnet mask 255.255.255.0)

isladuAsImULBSsEim:
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192 168 1 0

11000000 (10101000 (00000001 00000000

Gitn: class C iNafinhas 3 bytes RyMMIGA IMNATAITWYW byte GRI{MYMN Host

Network [Network [Network [Hosts

192 168 1 0

NN aitAdevice RRNIRAMMYWAD 1ANATASYH Host IMWANTS Subnet mask 4 default subnet
mask {0 INNGATA192.168.1.0 A 255.255.255.09

QRMEISIANUASIMUY

[P address (decimal) 192 168 1 0

[P address (binary) 11000000 (10101000 [00000001 (00000000

Subnet mask (decimal )255 255 255 0

Subnet mask (binary) |11111111 [i1111111 |11111111 00000000

gim: b|tt£U89‘iS‘1nﬁ subnet mask UM NIRATS network addressGiANAR bit 152 0UNMATEA

=3

uli
HASKMSITMA network address§# subnet mask 9

o

IS Host 4 ng‘jﬁSuﬂJlUmJBi”‘IﬂJ‘DOiGm

[P address  {11000000 (10101000 [00000001 00000000

Subnet mask 11111111 {11111111 |11111111 00000000

516N subnet mask [MUIIHE§EMG 24 bits (192.168.1) RydAtiZAlS IMNATAINIW 8 bits 181

8I0U (.0)AEN hosts 1 MURINUISHIFRNUA INATANSAANRUNG red 4 HIGHANGERG
mngamini 1NaRASYH host bits 1 RIS 2 AITTAIT 8 bits AT Host:

128 |64 32|16 8|42 1

1BalYIUe g UURAIRUHAMGUIRAMSTYW 8 bits 11 NSINVSH ? YUASANTNI29 ARHAT:
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128+64+32+16+8+4+2+1=255
RYU 8 bits TR GUIRAM S 255 4 1ANSGSS Hosts 255 {81974 1ANGNA 2

GiGtwALe 9 Aipn:dusink nadASYWwInS Addresses GSSWIRUTSMGITNS 9 network
address@11181:7 bits {S Host 15ANAC AN 9

192 168 1 0

11000000 (10101000 (00000001 00000000

51N 2 Broadcast address AflY bits 1S1AK host A9 ANHATY

192 168 1 255

11000000 (10101000 (00000001 11111111

Hig: 255-2=252 9 1y 10NaTANSGSS Hosts 253 Tys1e 9 GiliwAgsiusie 1 Gilwh
254 fiffm:® 8 bits SATgZAIURAR 256 9 15:e1SSWR IHGH 19216811->1921681254 TR 61
issoundiBhisoims nadnywituGss Hosts 18] 254 11218 Uigitihoamsiani inna
Fnim 2 1AmMoigl6is 2

HIB B {aliGAWA Class CiANaTATWGUANH AT 1S INWIR UIATLI S Subnet 1912 1 &%
ASapSuiue Ui simuL:

IP address (decimal) 192 168 1 0

IP address (binary) 11000000 (10101000 |00000001 (OOOOOOOO

Subnet mask (decimal) 255 255 255 0

Subnet mask (binary) 11111111 11111111 (11111111 |0OO0OO00O

subnet mask ASANGNTS 1nnain Y Big:idynchuifiast subnet 1SS 1tk{HHia2 Bits A Host
Al

al al

Giens bit SYw IR UG ZMOUIRAMS subnet 1ASIEIMAMHN 9 152 1 bit itTkmoURaNSH

74

1 subnets IS 1MNATATAY 1 01$ 8 bits 1S1AY host 49 Bigsitiumodywidgjuiiam st subnet

iBS 1 18:SSWNNTUNS 7 bits 1STURNT hostd (EANANHENYL subnet mask :
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255 255 255 128

11111111 11111111 11111111 |{10000000

24 bits BUNBCANWIGHSIA bit 90 Octet §¢9 hensaly 9WET §ig: Subnet mask A
255.255.255.128 1

Big iR M S Subnet 8582 ? AJBASAIIGN 7 bits IR UISTAIRITNG Hosts:

128 64 32 16 842 1

N/AO 0 0 0000

RS S bit 911218 Nign :NIAIDN WD network address 1 1RIVRIR TN SAlY 2 AITRATS 7
bits 11 NSIVSUSS ?

64+32+16+8+4+2+1=127.

Gien: Class C InnaAfEIM $1ATGATH Subnets GSSWIRUISYWINS 9V Addresses
1 Subnets AUAN NS FHRLTIYE ?

Subnet #1

T O UIREEN Y network address: 192.168.1.0 SRS subnet mask A 255.255.255.128:

IP address 192 168 1 0

11000000 10101000 (00000001 |0OO0OO000

Subnet mask 255 255 255 128

11111111 11111111 (11111111 10000000

network address:

v &

network address¥1§ bits 1§17} Hosts 1 0 4 §ig:he1S¢{phth 192.168.1.0:

192 168 1 0

11000000 (10101000 (00000001 |0OO00000
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IP address §9 IRUMGIHTNS

IP address §9IR UM GIHTMSAM IP address UGN network addressh 192.168.1.1:

192 168 1 1

11000000 (10101000 (00000001 00000001

IP address {E U GITMSGRI{MW

IP address GRITMWIE UGN ST Host AN IP address 4§ broadcast address A 192. 168.
1.126:

192 168 1 126

11000000 (10101000 (00000001 01111110

Broadcast address:

Broadcast address Ath Address 20U bits 1817 Hosts 1 bits 1129 AMHAT 1 B2 broadcast
address we have is 192.168.1.127:

192 168 1 127

11000000 (10101000 (00000001 01111111

Subnet #2

subnet §9UMUIN 192.168.1.127 4 Big:itTlmougigl subnet UNUA 192.168.1.128:

[P address  |192 168 1 128

11000000 (10101000 [00000001 10000000

Subnet mask 255 255 255 128

11111111 11111111 11111111 10000000

network address:

network address¥1§ bits 1§17} hosts 1 bits 0 FRH 9 FIG:NHISF{HAT 192.168.1.128:
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192 168 1 0

11000000 (10101000 (00000001 |10000000

IP address § 91 IHGITMS

IP address §9IR UM GITNSAM IP address UIGA network address A 192.168.1.129:

192 168 1 129

11000000 (10101000 (00000001 (10000001

a

IP address GRI[MWURAIRUMTITMS

IP address GRI{MWURALNU Host A IP address Y broadcast address A 192.168.1.254:

192 168 1 254

11000000 (10101000 (00000001 [11111110

Broadcast address:

broadcast address 18 bits 1811 hosts MiI29 4 §3G: broadcast address §18 IP 192.168.1.255:

192 168 1 255

11000000 (10101000 (00000001 11111111

INGRAGONTHMSIOAIGMIN 2 subnets FWHTRMSEUN network  address§h
broadcast addresses 4 HTRSUUMMA Class C 192.168.1.0 1NARAYWIG)aENWIGAN ¢
subnets 4 GiM: Host bits IR UITRMGEMS ITHNGIGUMSTSS subnet 1gHH 4 WS 2 bits

BoIS:itBHegUMS 4 subnets 9 1A Subnet mask JiNi 2

RN IS NG

255 255 255 192

11111111 11111111 11111111 11000000

WAL SUEMNIULUNSIMULEANUASIMAI90 1:ITHe gUMS: 128+64 = 192
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Subnet mask A 255.255.255.192 4 Myt subnet mask 182154 §§IMSTSS hosts AB 4

Subnet #1

ﬁUi’ﬂHlﬁ network address: 192.168.1.0 §ﬁ subnet mask 255.255.255.192:

(3] w

HGIUS

[P address  |192 168 1 0

11000000 (10101000 00000001 00000000

Subnet mask 255 255 255 192

11111111 11111111 11111111 {11000000

network address:

network addressAtNS bits 1S1AK Hosts &1 bit 0 FINHATY §i: network addressh 192.168.1.0;

192 168 1 0

11000000 (10101000 (00000001 00000000

IP address IR UHGHTMS G 9

IP address BTN S WU Host $9ATH IP address U1 network addressA 192.168.1.1:

192 168 1 1

11000000 (10101000 (00000001 |[00000001

IP address fUTNU Host GRIMWORA:

IP address GRIMWORAIRUNTANU Host AN IP address YS broadcast address A
192.168.1.62:

192 168 1 62

11000000 (10101000 |00000001 |00111110

Broadcast address:

Broadcast address 118 bits 11k Hosts & bit 1 4 §iG: broadcast address A 192.168.1.63:
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192 168 1 63

11000000 (10101000 (00000001 00111111

Subnet #2

subnet § 9UMUMN YW IP address: 192.168.1.63 4 §ig:stTHUSENY L Subnet USIUA 192.168.1.64:

[P address  |192 168 1 64

11000000 10101000 (00000001 (01000000

Subnet mask 255 255 255 192

11111111 11111111 11111111 11000000

network address:

network address¥1S bits §S1AH Hosts i bits 0 FINHAS 4 BiG¢ network addressh 192.168.1.64:

192 168 1 64

11000000 (10101000 [00000001 |01000000

IP address§ 9 AS{UITMNYHLS Host:

IP address IBUMGHTMS § 9AM IP address U1 network addressA 192.168.1.65:

192 168 1 65

11000000 (10101000 (00000001 (01000001

IP address IR UH GHTM SGRIfMW:

IP address GRI[MUWIRUMGIHTMSUNG Host AX IP address YS broadcast address &
192.168.1.126:

192 168 1 126

11000000 (10101000 (00000001 |01111110

Broadcast address:
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broadcast address Ath Address RS bits 1817 host th bits 0 ARHET 9 §ig:NNS address A
192.168.1.127:

192 168 1 127

11000000 (10101000 (00000001 01111111

Subnet #3

subnet WAUMUIRMW IP address: 192.168.1.127 9 §ig: Subnet UIUA 192.168. 1.128:

[P address  |192 168 1 128

11000000 (10101000 [00000001 {10000000

Subnet mask 255 255 255 192

11111111 11111111 11111111 {11000000

network address:

network address¥1§ bits 11K Hosts 1 bit 0 PUHATY BiG:hENS network address 192,168
1.128:

192 168 1 128

11000000 (10101000 [00000001 {10000000

IP address §9IRUITMS NG Host

IP address 3 9IRUITMS NG Host Ath IP address USIUA network address A 192.168.1.129:

192 168 1 129

11000000 (10101000 (00000001 |10000001

IP address GRI{MWURATR U GHTMS:

IP address GRI{MUWUH AR U GITMN S UG Host AN IP address YS broadcast address A192.
168.1.190:

192 168 1 190
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11000000 (10101000 (00000001 10111110

Broadcast address:

Broadcast address #18 bits 1813} Host @1 bits 1 AIRHAT Y §iG: DS network addressf
192.168.1.191:

192 168 1 191

11000000 (10101000 (00000001 01111111

Subnet #4

Subnet §GUMUINS IP address: 192.168.1.1914 §ig:USMYUS Subnet 192.168. 1.192:

[P address  |192 168 1 192

11000000 10101000 (00000001 (11000000

Subnet mask 255 255 255 192

11111111 11111111 11111111 11000000

network address:

network addresst'$ bits 1§17 Host &1 bits 0 ARHATT §ig:AENS network addressh 192.168.
1.192:

192 168 1 192

11000000 (10101000 (00000001 11000000

IP address B Gifms§o:

IP address IRUHGHTMS § 9AM IP address UIUN network addressA192.168.1.193:

192 168 1 193

11000000 (10101000 (00000001 11000001

IP address GRI{MWUY IR UM GITNS:

IP address GRITMWUR TR I GITNSA IP address §§ broadcast address & 192.168.1.254:
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192 168 1 254

11000000 (10101000 (00000001 11111110

Broadcast address:

broadcast address $18 bits 18134 Host & bit 1 AHAT9 §iG: broadcast address 18 it
Q%WCﬂS'% 192.168.1.255:

192 168 1 255

11000000 (10101000 (00000001 11111111

tiguiamsion 1M a17R192.168.1.0 1S Class CIANATAD 4 subnets 1 105 AW ARIY)Y
ot w gantannunsanAnggih 9

istaisi)suUidnShdafinjoalmMIAANS Class C, B §4 Class A th Subnets §Et
BSOMGHBUASIMUYIIG

fI-M-V-Class B Subnetting
MM ST Class CIMNARAIGYARTAW 1 BS{HIS I ANANTMMNYL Class B IANATATNEH 1

JANS Class B 10NANA172.16.0.0 IRUNS subnet mask 255.255.0.0 Itﬂtﬁtﬁﬁ BjMSth 2

subnets 4

IP address (172 16 0 0

10101100 00010000 (01100100 (10000000

Subnet mask 255 255 0 0

11111111 11111111 |10O000000 0O000000O

iGHAGRUIRAGIMS Subnets {5 11:HARIAS Bits 0 Host bits 9 {AU bits IRUHANSE
HAMGSGUMSTSSIS subnets 184 4108 1t 11:1tTHe g UMS 2subretsis innaimidluyty

1A Subnet mask ULﬂIEUSH'? NHﬂSndHmﬂiEUSLUﬂ SIMU:

255 255 128 0

11111111 11111111 10000000 |10000000

9

mitoAth Subnet SMWIGUASIMU0
139



isiakisi)sys ks ApAASIMUY 9 AgjhisiThApUIgEIg) A witaiFil
WASIMAI90 4 BRI GIGA subnets INWITINSUASIMUIO0MS 9

gondamsnimisiatpismu mfoptisgwann

v

U]
MG gsis subnets IR UgAMGURS

Die

[AU bit 165 Host IR UEAMSS

o

{AU bit {8 Host UIRSMSGSS Subnet 1gHH

ajui S 1N a1TR192.168.1.0 IRUNS subnet mask A 255.255.255.0 4 {tTREHT subnet
182118 8 bits ISTAUAIIAW 8 bits N1SATYZAIURAR 256

128+64+32+16+8+4+2+1=255.

AUAIACIN20 9 iugoEimsiyv BigalyivegaitRaitugAMouRamn A 256

vV & o M

v 1

iGntihohion 1MNaTA192.168.1.0 i Subnets 9 Hig:itiaiaioahAiga

ishinuitsaioahthniga twﬁgsmms

C

i IHUIR A Sth 2 subnets §§ Class C 1AN&aA
1 network addresst SiEUBEI ?

15 broadcast address smjzé ?

155th subnet mask ?

15 IP addresses IR UM GITNSMISHZ: ?
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il asnasISt network addressiBUNARRATRUNS 1289 ITROUIRYTYW 192.168.1.0
31 subnet GA 192.168.1.128 (.0 — .127 = 128) 4

Subnet 1:

network address: 192.168.1.0

Subnet 2:

network address: 192.168.1.128

1 Broadcast address sme:}g: ?

Subnet 1:

network address: 192.168.1.0

broadcast address: 192.168.1.127

Subnet 2:

network address: 192.168.1.128

broadcast address: 192.168.1.255

1 Subnet mask M1SII2§3: ?

SIUWGIMATISHS A:

256 — “block size” = subnet mask.
Higuisighaaunindis:a:

256 — 128 = 128.

subnet mask & 255.255.255.128

15 IP addresses IR UHGITM S NG Hosts 918582 2
IP address IRUHGHTMS§ 9UIUN network address.
IP address IR UM GHTMSGRI{MWYS broadcast address.
S4 IP addresses 1S1GI§1: IP addresses IR (UHGITM'S
aBUINMGIN: Subnets 1RIMY:
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Subnet 1:

network address:192.168.1.0

first host: 192.168.1.1

last host: 192.168.1.126
broadcast address: 192.168.1.127
Subnet 2:

network address: 192.168.1.128
first host: 192.168.1.129

last host: 192.168.1.254
broadcast address: 192.168.1.255

issAmiianiing] syw 4 nbumsion class ¢ inadam Subnets ANNKIA network address,
broadcast address 8% IP addresses IR UHGHTMSGim: Hosts

AJH AN A NYRYWIG) A

o

itHS Class C InNA1TA192.168.1.0 tigitiuSuioanth 4 igny Jig:nbhegumsth 4
AUS

GUAGIWEIM I gINRIMY:
1AHS network addressiniaf 2
1AHS broadcast address tme:} ?
1AH1S Subnet mask 1U2§ ?

15 IP addresses iR U GIfmsMsiuaamg: ?

GIUWGIM: Subnets IQ1:AITRNSAUSTR IS “64” -
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Subnet 1:

network address: 192.168.1.0
Subnet 2:

network address: 192.168.1.64
Subnet 3:

network address: 192.168.1.128
Subnet 4:

network address: 192.168.1.192
ggnisanmsiind nnain ol broadcast addresses:
Subnet 1:

network address: 192.168.1.0
broadcast address: 192.168.1.63
Subnet 2:

network address: 192.168.1.64
broadcast address: 192.168.1.127
Subnet 3:

network address: 192.168.1.128
broadcast address: 192.168.1.191
Subnet 4:

network address: 192.168.1.192
broadcast address: 192.168.1.255
1A Subnet mask ¥1SIU2EH: 2
256 — “block size” = subnet

256 — 64 = 192
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{iG: Subnet mask A 255.255.255.192
BUNSYWIg)aANTH{EHA IP addresses B UM GHTMSGIM: hosts
Subnet 1:

network address: 192.168.1.0

first host: 192.168.1.1

last host: 192.168.1.62

broadcast address: 192.168.1.63
Subnet 2:

network address: 192.168.1.64
first host: 192.168.1.65

last host: 192.168.1.126
broadcast address: 192.168.1.127
Subnet 3:

network address: 192.168.1.128
first host: 192.168.1.129

last host: 192.168.1.190
broadcast address: 192.168.1.191
Subnet 4:

network address: 192.168.1.192
first host: 192.168.1.193

last host: 192.168.1.254
broadcast address: 192.168.1.255

BIGHAMSWAAISGNUNITIWY  HAMGAMNSIARUN SImUoomsin i) siviwuiua
ANNSUSIARBOSIMANY 4
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RN GHSIGMSGIM: Class B INARATMWITHIAN|AJIS 1N SIS 2 [MARMDS

gUAGILWSIM: A gIRImyIs::

A8 network addressim8€1 ?

1A¥S broadcast address mj8€5 ?

1AH1S Subnet mask 1U2§ ?

15 IP addresses IR uHGITMSMISILaAMg: ?

fl-c-Classless InterDomain Routing ( CIDR)
OUABNIAMSUIRE IP address S AIRUMSUIRANMSARTINN $TA Class T{Utng g8

MA Class A,B 8% C networks

Class A: 255.0.0.0 (16.777.216 addresses)
Class B: 255.255.0.0 (65.536 addresses)
Class C: 255.255.255.0 (256 addresses)
Networks G118 AU classful networks

1SR Internet MSIASIGIMINMBUIVIWISIARSUIAIE0 IRUMMAMIGEINSTN
IABESIgIH

[ABUISHGESGUMS Class A networks AIRYAIE U SNUANS IP addresses 4 GIMN2{HY
11850 ¢UMS Class B networks iR S“GSHS Hosts A 65.536 addresses it class C networks
H18 256 addresses

Ddinma{anwdinummis:ATAM SUIRATEH classless interdomain routing 9 Classless
networks S SWANIGTHTSIT Class A,B §4 C Ugi1g)a19AI[0 Subnet MuBaItTGAMS 1 1AAND
ST 255.255.255.0 TH{TAIEN /24 4

PX IR
192.168.1.0 11§ subnet mask 255.255.255.0 §GA1191§11192.168.1.0 /24.
172.16.0.0 11§ subnet mask 255.255.0.0 §oA1§1§11172.16.0.0 /16.

10.0.0.0 11§ subnet mask 255.0.0.0 @G@Iﬂgﬁl0.0.0.0 /8.
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1MI{MYISIAN Subnet maks §3 (M ASNTS CIDR:

255.0.0.0 /8
255.128.0.0 /9
255.192.0.0 /10
255.224.0.0 n
255.240.0.0 /12
255.248.0.0 /13
255.252.0.0 /14
255.254.0.0 /15
255.255.0.0 /16

255.255.128.0 117

255.255.192.0 /18

255.255.224.0 /19

225.225.240.0 /20

255.255.248.0 /21

255.255.252.0 /22

255.255.254.0 /23

255.255.255.0 /24

255.2556.255.128 /25

255.255.255.192 /26

255.2556.255.224 /27

255.2556.255.240 /28

255.2556.255.248 /29

255.255.255.252 /30
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f-¢&-Variable Length Subnet Mask (VLSM)
isiakiuisysmsuinmesdith subnet BS{Uithiciq Subnet SytwIMSUiRGoH
2N NIAA IR EGANIFI Class CIMNARATE NS network address192.168.1.0 IR IMSiGATh 4

9
Rn
<

issiian[yinspadgmnaimiuiia suonets tusie 2 yuhlapduiagimigoninme:
Subnet §WHS 12 hosts

Subnet WS 44 hosts

Subnet WS 2 hosts ( point-to-point links X mLﬁufmﬁ‘ﬁ 2 IP host addresses)

Subnet YW S 24 hosts

101tk {aIMIia 4 subnets IN:BSULNIN:IG HAWANS 1P addresses MiFs 4 1TTHNSAUS
RS 64 WU subnets IURIITRHIE UG {HIMITE 2 1P addresses 11:1TRINI0USE 62 P

addresses 9

Regiis:oUmiganiglibhdin: utbhilsi private network address(192.168.1.0) At
$1S Addresses DI{BS 9 himifa gGuAs InternetTgn 2 iR {MARESHINIONIST public
IP addresses 181:1¢

QUMD ORITA INAITH192.168.1.0 IgImuREiMIfoaRimy:
Subnet YWHIS 12 hosts
Subnet WS 44 hosts

Subnet WIS 2 hosts
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Subnet WS hosts

1R AIMISE Subnets (UIA S AMIBEGINMEIN: AYEIAMT Hosts 1RIS: ?
12 hosts A{AIMIS] Subnets IRUIISTSS Hosts 16

44 hosts A{AIMIST Subnet IBUINSGSS Hosts 64

2 hosts A{RiMIST Subnets IRILSTSS Hosts 4

24 hosts A{AIMIST Subnet IRUNSGSS Hosts 32

U5 Subnets 11182 9 IHRWAGSS Hosts 256:

ihisahtigaidunsgoalimy:

Rgiistigwsinnninime:

1A network addresses H1SI52Hg3 ?

1A broadcast addresses H1S1U 8€i 2.7

JAHS Subnet mask g3 ?

i IP addresses B UM CITMSMISIZAMG: 2

ishinuitBiigd visM i AR i O Uiy g subnet § 9iRum s diGm kA
Sim:ianInSHoaRImuIs::
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Subnet 1: (size of 64)

network address: 192.168.1.0
Subnet 2: (size of 32)

network address: 192.168.1.64
Subnet 3: (size of 16)

network address: 192.168.1.96
Subnet 4: (size of 4)

network address: 192.168.1.112
Subnet 5: (this is where the free space starts)
network address: 192.168.1.116
Now we can fill in the broadcast addresses:
Subnet 1: (size of 64)

network address: 192.168.1.0
broadcast address: 192.168.1.63
Subnet 2: (size of 32)

network address: 192.168.1.64
broadcast address: 192.168.1.95
Subnet 3: (size of 16)

network address: 192.168.1.96
broadcast address: 192.168.1.111
Subnet 4: (size of 4)

network address: 192.168.1.112

broadcast address: 192.168.1.115
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i aE RS G U1TS Suonets 3 Um ITR{HIMAANSIST Subnet mask (IIENT Subret Syt 4 sty
Subnet mask I RHIGH{TT i AN A § ZMIME:

256 — subnet size = subnet mask

Subnet 1: 256 — 64 = 192 so the subnet mask is 255.255.255.192
Subnet 2: 256 — 32 = 224 so the subnet mask is 255.255.255.224
Subnet 3: 256 — 16 = 240 so the subnet mask is 255.255.255.240
Subnet 4: 256 — 4 = 252 so the subnet mask is 255.255.255.252
SNoYWwIg)aIsI A UAEIDINM ST IP addresses 1B UHGITMS:
Subnet 1: (size of 64)

network address: 192.168.1.0

first host: 192.168.1.1

last host: 192.168.1.62

broadcast address: 192.168.1.63

Subnet 2: (size of 32)

network address: 192.168.1.64

first host: 192.168.1.65

last host: 192.168.1.94

broadcast address: 192.168.1.95

Subnet 3: (size of 16)

network address: 192.168.1.96

first host: 192.168.1.97

last host: 192.168.1.110

broadcast address: 192.168.1.111

Subnet 4: (size of 4)
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network address: 192.168.1.112
first host: 192.168.1.113

last host: 192.168.1.114
broadcast address: 192.168.1.115

it e gums Subnets Gien: 192.168.1.0 /24 TSI VLSM

AEONINE2NNINAYWIG)a Y (Iginnuis:id Class B 172.16.0.0 iNaTAIE NS A

v

MIEHM:

One subnet for 340 hosts.
One subnet for 250 hosts.
One subnet for 31 hosts.
One subnet for 20 hosts.
One subnet for 8 hosts.

FI-D-MIASIYUR Route
itk SISt NS AN UANY]U Configure & Amifuiyuis Route 9 thiyhitiash

al al

e fnunindiduSunwiiny)ughisiahu i simubiiwonosad uinguidhisiah

WASIMU90 4
QUM DITHROHUIRASIMIIRUHR 4 networks §o 1M y:
192.168.0.0 / 24 subnet mask 255.255.255.0
192.168.1.0 / 24 subnet mask 255.255.255.0
192.168.2.0 / 24 subnet mask 255.255.255.0

192.168.3.0 / 24 subnet mask 255.255.255.0

[BIGTUH Networks SIS RIMMUL

192.168.0.0 {11000000 10101000 [00000000 00000000

192.168.1.0 (11000000 (10101000 [00000001 (00000000
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192.168.2.0 11000000 (10101000 (00000010 (00000000
192.168.3.0 11000000 (10101000 (00000011 [00000000
Rgiis:yunSaBnuBIAnsiRs bits IO Networks AISteS{um 2 Gim: Octet §95131
Rom 4 ayuiSapSudin: octet §m:
00000000
00000001
00000010
00000011

6 bits ByiS octet §M JOA 1 TGN SARNSRUIM SUUUIRR Address fIIRUR
8 + 8 + 6 = 22 bits
JiG: Address EUTQU% 192.168.0.0/22 (subnet mask 255.255.252.0) 1

gjisabhmsi ainuannsiiSiald $IMUG 1 (AN STARUA SO0 1 21
MU SARNGISMIBANSIIH A MR U Y

BogAmSERuTRMS 4 networks YishinugASUNWHNAUS AhAUSIRUMS 49 18:4
mjugsitugnmoims:

256 — hnumber of networks = subnet mask for summary address.
21ind
256 — 4 networks = 252
subnet mask & 255.255.252.0
wstigwie)aidgjinhidtwifam CIDRY AR NG /24Ath AddressiRumns 2569

mii /23 M1 S S 2 x 256 1MW /22 NS SWh 4x 256 1RjBAS T2 NNINAYWIS)A Y UL
NITRGRAIRUN Networks 218i[MY:

172.16.0.0/ 16

172.17.0.0/ 16

subnet mask 255.255.0.0

subnet mask 255.255.0.0
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172.18.0.0/ 16 subnet mask 255.255.0.0
172.19.0.0/ 16 subnet mask 255.255.0.0
172.20.0.0/ 16 subnet mask 255.255.0.0
172.21.0.0/ 16 subnet mask 255.255.0.0
172.22.0.0/ 16 subnet mask 255.255.0.0
172.23.0.0/ 16 subnet mask 255.255.0.0

auhSapduisinhunsmu 1 i ShamaGims: octet VAIM:H Octet § 9N SHGMGIMS
network addresses S1HH 4

16 (00010000

17 (00010001

18 (00010010

19 (00010011

20 00010100

21 /00010101

22 00010110

23 /00010111

Gien: Sbits SUMANHATY Octet F9M1S 8 bits Big: TS GUMS 8+ 5 = 13 bits 4
Address 51QUA 172.16.0.0 /13 (subnet mask will be 255.248.0.0)
miaansisimamuL hunAlEomiau§c 1 guiguimmansaRmu 07 |
256 — humber of networks = subnet mask for summary address

BiG: 256 - 8 = 2484 subnet mask A 255.248.0.0

ifusmoiAh e CIDR:

172.16.0.0 /16 is one network.
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172.16.0.0 /15 are two networks.
172.16.0.0 /14 are four networks.

172.16.0.0 /13 are eight networks 1 NiAj)SEniMIGIUASIMUY
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HOAsc

Switching

G-9-1]uiH 0 Switch ANOT MAC Addresses

switch AM2uAIAIR agWIAwWRnAmitslicd Layer 2 8 0SI Model 4 1S1aRK (A
¢

S:A
R aIAN By UlE N Switch YWANMUA MAC addresses 1 g8 s aiB i 2nuindisAn dimmu
NG Switch Yty 9

Co pute A
P OO

ComputerB
nAC: BBB

ComputerC
MLAC: CCC

#1S Switch WISTAUMAUIAWHSANSIMY RUANFIARHUHINSMUMYGW Switch
1S MAC address {15601 9 Switch 18 MAC addeesses table Gttt tsh SR AN AIE A MAC addresses
i iU sisigh Network 1 2unUqSHYWARNI$1 A 19170]¢1 B:

Ethernet Frame

Dest: Source:
BBB FoW.W.Y

—

1

ComputerB
MAC: BBB

Computeri
PAASKC D AN

ComputerC
MLAC: CCC

Any¢1 A Aquum s§gSwiglaging ¢4 §ig:nSuuifagi Bnemet fame YUARNINS MAC address (AAA)
EN{UANUEN S8 1 destination MAC address (BBB) 1 Switch $18 MAC address tabletj LU
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ComputerB
MAC: BBB

Computeri
MLAC: AAA

MAC Address Table:
1: ALA

2:

3:

ComputerC
MAC: CCC

G—IEJ—ﬁUjU configure port-security Isﬁffj Cisco Switch
mul SNty MSMAANAGS SIS MAC addresses 51612 Switch 191216111 WS[AT MAC addresses $131
HAIRIOSHS A H{DThywhs Y 10HACRUINANN ISy potsecurtyd  AyuASAIEUGIM:

ansMINAGoORIMY:

Cheap Switch Cisco Switch

ComputerB

iS1Ad Topology 21WMiM TAMSMUNMYL Cheap Switch 16188 Cisco Switch MY
FastEthernet 0/1 interface 9 TR A Cisco Switch MSANAIN MAC Addresss TURTAN]§1T A §3
Any$1 B ISTIMY FastEthemet O/1 interface AT

muymiia kEsoheHAMMWA Switch DRIFYAMUMYW Switch 1UAITTHIN G 9
QS MIMISSEMTMUMSIN:IS 9 Gien: Port {UAT Switch {AiEAISIAN Access mode 1E14]
#6107 Port security status M 9

Switch ( config ) #interface fa0/1
Switch( config-if )#switchport port-security

Switch( config-if )#switchport port-security maximum 1
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ﬁ“lﬁ[fj Switch port-security %m Gi”fj' i Port-security 1 1A S Configure port-security ﬁuig:m S
{6 MAC address IagwARIR U{HINSHSENEA 9 1STINUIR A Switch MSIWEN MAC address 1}]1
19)51S16U Interface hSROMSIFHUMIASAIN:

H{AINASAG S SHAUNTS MAC addresses ST MARGIT Port securty 15 5{101 2 MAC address (ST
HARNGITMSIA MAC addresses TRIUSAIHS AN ARTIAMM: 9 1STAR2AUIANIS HAMS Corfigure port
security 556N 2 MAC address aaaa.bbbb.ccoc

Switch( config ) #interface fa0/1
Switch ( config-if )#switchport port-security mac-address aaaa.bbbb.cccc

Tﬁt[fj' swtichport port-secuiryt mac-address taﬁjﬁ“ﬂ,ﬂﬁ MAC address iR mﬁﬁﬁﬁﬁﬁgﬂﬁ@j
i 1 dgjhis:hfuuiRams sionsiafiduuamuemsmitmsy 4

C:\Documents and Settings\ﬁﬂj§iA>ping 1.2.34
SwitchA#
%PM-4-ERR_DISABLE: psecure-violation error detected on Fa0/1, putting Fa0/1 in err-disable state

%PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred, caused by MAC address
0090.cc0e.5023 on port FastEthernet0/1.

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to down
%LINK-3-UPDOWN: Interface FastEthernet0/1, changed state to down

T stmsiiBaiimn 9 thugRANUEM Port Error IR ST err-disable state 4 {150
gamsiadnpinsSeiciu

nuASANSNA port-security GjMSRARUTTAMIMY:

Switch#show port-security interface fa0/1

Port Security : Enabled

Port Status : Secure-shutdown
Violation Mode : Shutdown
Aging Time : 0 mins

Aging Type : Absolute
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SecureStatic Address Aging : Disabled
Maximum MAC Addresses  :1

Total MAC Addresses 1

Configured MAC Addresses : 1

Sticky MAC Addresses :0

Last Source Address:Vlan : 0090.cc0e.5023:1
Security Violation Count : 1

is:Athui i $ifdjpaiSapalilimi configure Gitn: Port Securityd M show
port-security interface %mmﬁtﬁmﬁﬁémsﬁ@ﬁs Interface g ﬁﬁi—ﬂﬁttﬁ@ﬁmﬁmﬂﬁt}ms
pinsTs U wmMITmsoRMW{RIGMSIN MAC address 0090. ccOe. 5023 (Afj§IA) 9

0 uisMymUE 0 EnSSWHhgaisial err-disable tiHiv)a 4
Switch#show interfaces fa0/1
FastEthernetO/1 is down, line protocol is down (err-disabled)

MID HOIGIN Inerface I{MWHNSMIGMSIFHTIRMOATHASAY GISUIMA interace (35
1SIARAIMO stay inerr-disable state

astwitahetinnimiion

Oie

RiG:
v

[pimign

v

K3
N

Switch ( config ) #interface faO/1
Switch ( config-if )#shutdown
Switch ( config-if )#no shutdown

G-M-IGRIREGIM: VLANS

(2}

1sinRiu)ssis A S arS U FHil VLANs (Vitual LANS ) iUt aed Apsna g ansehigimin

Dutsasifapdunumails inaiaakimy:
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Engineering Human Sales Research
Resource

isladumnBhn IO AR SINWIRMAGRIYWINS Switch YWHNIZSY HA

S aEinsioApYMEIRNATHNWMUIFISY Switch 1UIAY IAEARAITMSEoIYE

Gimsh 2 iehEhmI Design 1aNafAgWE N 2 1I0HATSIMARIS MEANUMINSIUNRI[MEIS::

IR SHIRRNSIGIISINUIB AN SIYWMUIF Research Switch UMS broadcast §5i ARP

[2:3

request ?

AN STIARNSIETRISTINQUIE O Helpdesk switch BNt ?

a

BEADMATISIR Human GSMS switch §§UMSAIMU IANGRAM SIS 2

Bidhnstaatamasin: innataIs muny)uam 2

A0S I ONNAFDSEN! Design 10NAR AYWE 1Y 2 157N F1ME WU S broadcast LT 16
sHIRARSIGIM: Swiches? MU S116]91 k) (fooding ) 1 1SS W1 broedcast frame Ty W AT
msusisle) sanalagitguy vissAnoiRansigimiinsinuii sven Ssapii Mac
address N H{INAR 9

i helpdesk Switch Uty NISSWHHABIMAN Human GSMS HIOSHGIOMAA
NWESMogUITMYWIRMAERIRMDSY  intemetd  gABIMAINRHAIDHIAgRMAMY
Helpdesk switch TRg[H51{{ Internet S 9 1S SWHNITUMSHD Bandwidth j8m

"o

BatamatnREoigoini ? bl Port-security SUIE 191100 MAC addresses UiS{gieIthh

S8 S gIAMNIN1¢ MM : 3 MAC addresses 1AM OUIMISUNRINW 4 §a5J VLANs thiiam:
[FwEIM Ui
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msywasne)aitnainddomdiimsitinn:favagne 1B5ANS boadast domains
ygisisigis:?

15 broadcastdomains 5 2 StTkE sMSSunwhhis sienysun 4 GigITRMGIF W ANTS DS 9
10AN$1Yt N sales switch GRUMS ST broadcast frame YLt M STRN AU Switchs FRHES
Shumsugh

(3 (3]
v

G —G—iitﬂU configure VLANs IS’th'j Cisco Catalyst Switch

isiakii)sisiihSauinmAny)u Configure VLANS 18116 Cisco Catalyst Switchs S}{i
1U)UASH Interfaces 1916] LANs 5SS 9

AEOUIREY 10N AiTAtopology & ANEMYW:

Computeri 5950 ComputerB
192.168.1.1 /24 SwitchA 192.168.1.2 /24

ANjS1A SH BRINSMUhY Swich A 4 thilyiitiifaih S AS Ul defautt VLAN configuration 181
100 SwitchA:

SwitchA#show vlan

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fal/7, Fa0/8
Fa0/9, Fa0/10, Fa0/12
Fa0/13, Fa0/14, Fa0/22
Fa0/23, Fa0/24, Gi0/1, Gi0/2

1002 fddi-default act/unsup

1003 token-ring-default act/unsup
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1004 fddinet-default act/unsup
1005 trnet-default act/unsup

A VLAN 1 £ default LAN SUSHAMIST MOMAU Intertaces 91 RHATHINSASHUAEN VLAN 19
0l VLAN BS1RTMS Save 1513} running-config Y startup-config 191219 9 Gigheiaisigh f
IwigAYWILTO vian.dat 181160 flash memory 4 1THAGRLUARNSHR i

file 1S SIEMWITUNN delete flash:vian.dat4 SAMS configure §1 IP address YwisliAN]§1 A

Big:haunisink Subnet §GmM

<
fand
30
00
2
e
=
D3
=
:C_"Dc.
>
no
pxi~g
o
L
(ox
Y
-
<Q
pxig
=]
g
n
Y

C:\Documents and Settings\ﬁm‘l§iA>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time<lms TTL=128
Reply from 192.168.1.2: bytes=32 time<lms TTL=128
Reply from 192.168.1.2: bytes=32 time<lms TTL=128
Reply from 192.168.1.2: bytes=32 time<lms TTL=128
Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

i default switch configuration ANJ$IA AMNGNASRNYWANST B MS 9 iGgAUIRast
VLAN SutsasisntAngér A 84 B isugapibuon:

SwitchA( config )#vlan 50

SwitchA( config-vlan )#name ﬁmgé’m

SwitchA( config-vlan )#exit

1S U MEH aS AR 5 VAN Jyts 1 1T HAGA AL :65h 191 HARNGENAIAL ;N “computers™
SwitchA#show vian
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VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15,
Fa0/23, Fa0/24, Gi0/1, Gi0/2

30 ﬁ“ﬂ‘jﬁs active

VLAN 50 (i SUIREISTIN SwitchA iTtwugAMoiimthhAnhmsaagmn 1 191:0 thiinanmaA
INWMS Port AMYwANRRIANIMISIAR VLAN 50 191316

SwitchA( config )interface fa0/1

SwitchA( config-if ) #switchport mode access
SwitchA( config-if ) #switchport access vian 50
SwitchA( config )interface fa0/2

SwitchA( config-if ) #switchport mode access
SwitchA( config-if ) #switchport access vlan 50

andighitiu{at Configure 191160 Switchport 18174 Access mode ENYWULN switchport mode
access command 9 1 LUTLGUC];H switchport access vlan RGO SIS interfaces 161MS
VLAN GlWig)ams 4

SwitchA#show vlan

VLAN Name Status Ports

1 default active Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fal/7, Fa0/8
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Fa0/9, Fa0/10,, Fa0/12
Fa0/13, Fa0/14, Fa0/15,

Fa0/23, Fa0/24, Gi0/2

50 computers active Fa0/1, Fa0/2
NI AMESTROIA 0§19 013 ATSTAN VLAN 50 gt 1 gl S 518 s gHici i Configure AT
MBI ping 4

G-G-9-N§jNIN 802.1Q Encapsulation
ISR UHATRGIONGIANTUAT VLAN 1hH Switches AIENURMSUNIAGM SIS I &)Y
ASapdumna1my:

802.2
2 N T P

iS:AM Ethernet frame Gymyw 4 ihgnndmignywikgamohsag) VIAN isiah

= w

Ethernet frame 1U IR 3 H1ST 2

MSISNG iGA Swich Gliie VAN gushum sHgwislapshinnunegn fame My
M ? M SHIGAMWISIES 951G st wmsehitiafgimig Potocol iR g Jas withh

105AGHGIONGIANTUAT VLAN BNyt Switches TM{HIMISE trunk gt 9 Trunk gsAsmi
munym tighmorgmnagionoiand VLANs ighmmoghman siniwnsthanjgatmima
onGIAAMHE VLANs QRIS

PRt

Vian 10 Vian 10

E Ea Trunk 802.1Q

=l Vian 20

Vian 20

{lan=30 Vian 30

(et
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Jogamsidmnt tmﬁmmmmtﬁmhmﬁ AWhaIaISIAk VLANSs igjim 4 ihmi
i trunks IRMNGIGEIGNGIAN VLANS QRHAIMNGUMSFSSWwNY Switches NS 4 itwantia
Ethernet frame GYMA SHAIUINMEIRR VLAN iR uhe3a1s19 18 Trunking protocol AiA:

=9 -

802.1Q: Ath trurking protocol IR ATAS Wi 4 deh ey g WA AT RG AR RHATHTHNS 9
ISL: At Cisco trunking protocol 4 (AU Switches A1MHATTSITNIG

ajufSadn 802.1:;

v

802.1Q FRAME

Tag

iS:AMINUIAATS 802.1Q Ethernet frame BOHAMSIEM{ANT NGIFISY Ethernet
frame Gymite Gighmsuigest tag ywislaama(wsnafig)) 1 1s1ah tag gAlinde
“VLAN identifier” {20Uth VLAN 50U Ethernet frame fiaiSithyty 4 tS:Uﬁﬁ@ﬁﬁUl]UfﬁfU Switches
R3S VLAN gsamis uonsinddivai 4

hATS fed YUNSINGNED “Prority” SEUEhiD ENUA SRR IR SAFE MMM Gien quiagis
GNGINIRIME 1 DS S AMATSENTRUHANS VLAN GUSRITET Voice Over IP GUGIAN S8 VLAN
IR g)anUanoind § §§ W HAUTNIGH BIBNGITIUAT VOPHISENG M

G-G-lﬁ]-ﬁUjU configure trunk 183460 Cisco Catalyst Switch
IA[RIAN Trunks IRY{SIWAGNGIIUAT VLAN § Switch Uigims Switch guig)a 9 i8]
anwsis: nduShuinmingluismi Configure 191160 trunk 1UA Cisco Catalyst switches

aju i Saj1g110 topology 18 ugASHIHN:
FaOII@Faofl“ F60/144@—é30/2
ComputerA SwitchA SwitchB ComputerB
192.168.1.1 /24 192.168.1.2 /24

a

HojuZ il Topolgy M1SANSIGWMUMYW Swich Sywd 4 idfulkinafnyisigh vian i

w

YUIWUIAA ST trunk Gk Switches 019 (EOTIRYMYWMIUIRA VLAN gtis:

(3] w [a}

SwitchA( config )#vlan 50
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SwitchA( config-vlan )#name computers

SwitchA( config-vlan )#exit

SwitchB( config )#vlan 50

SwitchB( config-vlan )#nhame computers

SwitchB( config-vian ) #exit

fJEINA interfaces MUMBIAN$1ISIRH VLAN [AU{RT 4
SwitchA( config ) #interface faO/1

SwitchA( config-if ) #switchport access vian 50

SwitchB( config ) #interface fa0/2

SwitchB( config-if ) #switchport access vlian 50

BUNSUSUARIUIAAST trunk 1Y Switches 019 MUGYM Interfaces MY Switches OIMNGN
access mode NIM:NS VLAN iagtuas

SwitchA( config ) #interface fa0/14
SwitchA( config-if) #switchport mode trunk

Command rejected: An interface whose trunk encapsulation is "Auto" can nhot be configured to

"trunk" mode.
SwitchB( config ) #interface fa0/14
SwitchB( config-if ) #switchport mode trunk

Command rejected: An interface whose trunk encapsulation is "Auto" can not be configured to

"trunk" mode.

RS NUNYUT Interface BATH trunk mode MYUWBEN switchport mode trunk 9 {5t
161100 switch model HAMNGIGMES Error IAAWN SIGMBIRN 9 ITHATRYT Interface YAM trunk
mode iLﬁhﬁL@fmigiLUiﬁﬁS trunk encapsulation

SwitchA( config-if) #switchport trunk encapsulation ?

dotlqg Interface uses only 802.1q trunking encapsulation when trunking
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isl Interface uses only ISL trunking encapsulation when trunking
negotiate Device will negotiate trunking encapsulation with peer on interface
malghitugam ol il 802.1Q 4 ISL encapsulation 4 MY SIS EIUAT Switch h8k

n
GIGUHN

Die

iSe

uia ¢iS trunk encapsulation
SwitchA( config-if ) #switchport trunk encapsulation dotlq
SwitchB( config-if )#switchport trunk encapsulation dotlqg

Sam: venainis:Sspimng)atsithwania NS Protocol MY Encapsulation trunk i&
yWwanh 802.1Q

1and

SwitchA( config-if )#switchport trunk native vlan 99
SwitchB( config-if ) #switchport trunk native vian 99
RJEUIMYAT 802.1Q 1 iU switchport trunk encapsulation
SwitchA#show interfaces fa0/14 switchport

Name: Fa0/14

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: dotlqg
SwitchB#show interfaces fa0/14 switchport

Name: Fa0/14

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: dotlqg
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BOHAMSITM{NUITIL trunk encapsulation & 802.1Q4

SwitchA( config ) #interface fa0/14

SwitchA( config-if ) #switchport mode trunk

SwitchB( config ) #interface fa0/14

SwitchB( config-if ) #switchport mode trunk

RGNS SHAMTUIYAN switchport mode YA trunk ¢ ¢ AT Sithatw 9
SwitchA#tshow interfaces fa0/14 switchport

Name: Fa0/14

Switchport: Enabled Administrative Mode: trunk Operational Mode: trunk
Administrative Trunking Encapsulation: dotlqg

Operational Trunking Encapsulation: dotlqg

SwitchB#show interfaces fa0/14 switchport

Name: Fa0/14

Switchport: Enabled Administrative Mode: trunk Operational Mode: trunk
Administrative Trunking Encapsulation: dotlq

Operational Trunking Encapsulation: dotlqg

itihanoumAt i egumSSE trunk gwiign:dniindimisigh “dotiq”
aENNUNG 1AM A S BMONASIADS:

C:\Documents and Settings\ﬁﬂ‘l§1A>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time<lms TTL=128

Reply from 192.168.1.2: bytes=32 time<lms TTL=128

Reply from 192.168.1.2: bytes=32 time<lms TTL=128

Reply from 192.168.1.2: bytes=32 time<lms TTL=128
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Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

(AMES 9 ANJ91 A S1 BIMONAGIDMDS 4

uhpiuinmuigyig)a

SwitchB#show vilan

VLAN Name Status Ports

1 default active Fa0/1, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/15, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gio/2

50 computers active Fa0/2

uijr iLUUETﬂ show vlan ‘IU]LUHStLUm Fa0/14 interface 9 ﬁmuﬁ”thm RULN show vian NG
Umm mSiﬁﬁﬁ access mode Uiy :BSIYS trunk interfaces 191216 9

SwitchB#show interface fa0/14 trunk

Port Mode Encapsulation Status Native vlan
Fa0/14 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/14  1-4094

Port Vlans allowed and active in management domain
Fa0/14 1,50
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Port Vlans in spanning tree forwarding state and not pruned
Fa0/14 50

UEM show interface trunk B1SANEATISAMAT S HAMNGIBUITMD interface [AISIAN trunk
mode 180U trunk encapsulation protocol Af{{J 802.1Q 4 ISL {AW{MUEERINTH native VLAN 9
T GIImt VLAN 1- 4094 A{HIN SASAMYL trunk 182381

tTnAMoNIM e sia VLAN 1 (native VLAN) S8 VLAN 50 AReSasngmn g gaRnonim
VLANSs SAMANR aIaisIak forwarding state &0 spanning-tree

YSINUITHUSIMYWMI configuration S VIP tTRGRUINMEBIMBMMINS access 84

N2

trunk interfaces:

SwitchB#show interface fa0/2 switchport
Name: Fa0/2

Switchport: Enabled

Administrative Mode: static access
Operational Mode: static access

2

Interface YWHGAIAISIAR Access mode U trunk mode 4 interface WIU{AIN SMUThYWAN; &1

1
v

B IWHAMNGIGTMS operational mode & “static access™ 1S SWA ﬁzﬁtsﬂgﬁ access mode
SwitchB#show interfaces fa0/14 switchport

Name: Fa0/14

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

1S:AM trunk interface [HIMSMUMYL SwitchA 9 FARMGIDG operational mode At trunk

mode I
SwitchB( config-if ) #switchport mode ?

access Set trunking mode to ACCESS unconditionally
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dotlg-tunnel set trunking mode to TUNNEL unconditionally

dynhamic Set trunking mode to dynamically negotiate access or trunk
private-vlan Set private-vlan mode

trunk Set trunking mode to TRUNK unconditionally

i01IMGUIFIMS interface configuration 18H]Ut switchport mode Hﬁﬁmﬁﬂﬁmt’ﬂﬁms Options

C 3

9

iG St access 1 trunk mode 9 AAES dynamic YUIRRIN g
SwitchB( config-if )#switchport mode dynamic ?
auto Set trunking mode dynamic negotiation parameter to AUTO
desirable Set trunking mode dynamic negotiation parameter to DESIRABLE
Ilﬁhf—ﬂﬁiLﬁ e AT dynamic auto S8 dynamic desirable I Switch iUffﬁlfiﬁiﬁtlfi@ﬁ

fﬁtﬁL imU Interface TS Wi access U trunk port thﬁJ’Wmh dyramic auto S ¥ dynamic ?

FaOo/14 Fao/14

Switch A SwitchB

(-G-M-802.1Q Native VLAN 181165 Cisco I0S Switch

IEEE 802.1Q trunking protocol MSANAASIFL “native VLAN®4 [AUSNGIAAARHATE N
mSUsz%QQ‘EIﬁS‘]m? interface {§iM S Configure ﬁj[jﬂﬁ 802.1Q IWHSMS tag 18T0T Ethernet
frame 1 15110 LA SAIIBUISIGH Wireshark HRASRIIMANEGIFISH Ethernet frame Gyt 4

1SN UTR Y Cisco Switches §§USE Ethernet frame WS tag 181560 802.1Q enabled
interface NMUSATMINIUL native VLAN Y SIMSINARVIS: HARIMARD native VLAN BT A

o

iAok 9 muishifuls native VLAN Ath VLAN 19 Sigithmouh o ssigaciymh 4

(2]

a

yufSapduasnnd itins swiches N4

802.1Q
Fa0/24 Fa0/24

it 84 configure 19710 802.1Q trunk i Switches AUATK: 9 FiGHAMGITN native VLAN:

SW1( config )#interface Fastethernet 0/24
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SW1( config-if )#switchport trunk encapsulation dotlq

SW1( config-if )#switchport mode trunk

SW2( config )#interface Fastethernet 0/24

SW2( config-if )#switchport trunk encapsulation dotlq

SW2( config-if )#switchport mode trunk

IR GIE R AGIMS trunk configuration SWIE NN native VLAN §G210I{ME:
SWi#show interface fastEthernet 0/24 trunk

Port Mode Encapsulation Status Native vlan
Fa0/24 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/24  1-4094

Port Vlans allowed and active in management domain
Fa0/24  1,10,12-13,20,23,34,100,123

Port Vlans in spanning tree forwarding state and not pruned
Fa0/24  1,10,12-13,20,23,34,100,123

SW2#show interfaces fastEthernet 0/24 trunk

Port Mode Encapsulation Status Native vlan
Fa0/24  on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/24  1-4094

Port Vlans allowed and active in management domain
Fa0/24  1,10,12-13,20,23-24,30

Port Vlans in spanning tree forwarding state and not pruned

Fa0/24  1,10,12-13,20,23-24,30
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5o

)
native VLAN

e 3’

aju i SafiE gl wireshark IRUMSOIUWA trunk!

Capturing from eth0 [Wireshark 1.8.10 (SVN Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

80

2600 §E8

Filter: ‘ \ v | Expression...

No.  Time Source Destination Protocol Length  Info
3 10.642860000 Cisco:eb:36: laCisco:Ob:36:1a LOOP 66 Reply
4 20.650414000  Cisco 0b:36:1aCisco 0b:36:1a LooP 60 Reply
5 30.658085000  Cisco Ob:36:1aCisco Ob:36:1a LOOP 66 Reply

6 42.793257600
7 43.799494000
8 44.806113000
9 50.665174600
10 60.664644000
11 70.671943000

Cisco 0b:36:1aCDP/VTP/DTP/PAGP/UDLD COP
Cisco 0b:36:1aCDP/VTP/DTP/PAGP/UDLD COP
Cisco 0b:36:1aCDP/VTP/DTP/PAP/UDLD COP
Cisco 0b:36:1aCisco 0b:36:1a LoOP
(isco 0b:36:1aCisco 0b:36:1a LooP

606 Device ID: SW2 Port ID: FastEthernet0/24
606 Device ID: SW2 Port ID: FastEthernet0/24
606 Device ID: SW2 Port ID: FastEthernetd/24
60 Reply
60 Reply
60 Reply

Cisco 0b:36:1aCisco 0b:36:1a LoOP

nSIFmARGENTD trunk Ankdinfimig kil 802.1 encapsulation §4
19 fhonsinA{uiasamAnaSinAmitslicd native VLAN 2

I>1

v IEEE 802.3 Ethernet
b Destination: COP/VTP/DTP/PAGP/UDLD (61:00:0¢:cc:cc:cc)
b Source: Cisco 0b:36:1a (60:11:bb:0b:36:1a)
Length: 592
b Logical-Link Control
b Cisco Discovery Protocol

LI 00 Oc cc cc cc 00 11 bb 6b 36 1a 02 50 aa a

CEY:ING3 00 00 Oc 20 00 62 b4 ac % 89 61 00 67 53 5
7 ) 0 05 09 2 43 69 73 63 6f 20 49 4f 53 20 5
0030 (Ll 74 L 61 72 65 2 29 43 33 35 36 B8 5‘

[ﬁ Frame (frame) 606 bytes

v

RogAmsIImAmipUEakis Protocol §5

iS00 native VLAN 4 (s{nUagiamn hinASafiqyide]

G-¢-1gGAIRYGIN: VTP (VLAN Trunking Protocol )

Packets: 11 Dlsplayed 11 Marked: 0

oS 0 105
ftware, C3560

Profile: Default

CDP ( Cisco Discovery Protocol ) (it SU ms
g native VLAN {1 VLAN 1 gAmIN: tﬁjh“l

QUNDIHANS IMNATRANS 20 switches 88 50 VLANsY MuRYMHAHA Configure

Switch SYWIMGIWIgIANMIIWUIRSG VLANS 1§16 Switch S5ti9 4

( VLAN Trunking Protocol ) 4
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VTP SHHSIMAGIHAUIRAST VLANS 181100 Switch SUIW{AY Switches 15j11¢)a{pita Si
BJHGA (synchronize) r’mwasﬁ

v &

WT P DOMNWILAIN “MNetworkLessons”™
WTP Serwver

i ! !

WwT P Client TP Client W TP Client

O a

RS VIP server gty Switch gAHIUIAG IATUYMU VLANS 9 Gien: Switches
ijlig)afth VIP clients s Mi Configure VTP wisituegwitnitifsigiuisinuygnym (po
iR ugAIGMIR AYISTI VTP server h§k1§ 6] VTP clients AUHAETR 9 HAANGES VTP
servers tif st fign:cifign i VIP client 1811 gAMOIEMIRRIYNSIIU Switches ™

ipsisiak innaiayw 1 ilypige; vie indimiqs gARIE setup § VTP domain gt 4

D} ]

iSe

mFttunbiduiansinanin:
9-UI

& VTP /1Ai{U / (UU VLANS
w-nassnismiialpIe ShmsMIASIgHH

M-VTP clients Sﬁiﬁ@juﬁ”ﬁﬂ]tﬁBSﬁ AR se‘mmw b

A0 VTP server 8% VTP clients AYS VTP transparent gwinummiinaywinig gy
ASapduianuing

WTP Server

WTP Transparent WTP Client

VTP transparent ShumsugSin:miggninw 1 Gigsmsifeomis:ie 1 ganouiia VLANs
0 local M8 9 191:GMin SGITIFNSISHD VIP client 9 U HAUIRA VLAN 20 181165 VTP
server 11N 8 M SIARIGTY:

-HAUIRA VLAN 20 18160 VTP server
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V-1 21U A5 (revision ) SHIASISTH
M- VTP server SRUMSUSSIMIRIORNWARE SGRMWIRUSRIFIHN VTP transparent switch.

G-VTP transparent SHES156]50MIN:19 1 GigShUmMSUSSIM:MIRIORNWYAMS VTP client

&- VTP client SH1G6]HOMMYWARHN SHRI[MW
iS:AmMMITENMA 3 VTP modes:

VTP Server VTP Client VTP Transparent
ate/Modify/Delete VLANs Yes No Only local
chronizes itself Yes Yes No
wards advertisements Yes Yes Yes

ihidanS vIP yie 2 MumATRothy 9 Gig VIP e1stSAWSn it imn g a5u§6 9 UeA VTP

MG VTP server ITIWAMGEN VTP client GRIEHUIW VTP client SHITEIROMMNYWINS revision
RO N ERERI R

ansmobigmuis: ShiRnmsigiudims vIp:

9

HAYIS iﬂﬂﬁi?ﬁHuUJ%ﬁmmS VTP server ingWan AIUIWS VTP client Switches USSﬂH

Fotindminsy GisigywEnohanAuARIRTMIYWESSINWAIECORWA VTP client Y
@A MNATAINIWIMANGUIFAY Lab 9 ISTUEALWRA VIPlent Swich 150031 IMNGIAEATHT:

9-HA{Ai Configure N 9 FigshBsiysth VIP client t?jﬁt? hAD VTP server gy

W-gARNANTRINYW VTP IwUIRA VLANSs g2 iAwintyg:
M-(pUINTE UERUIRAMI QYT 1912 168 revision (RN SIASIE]H
G- HAMSANANH TWIWY VLANs PRHAIGIN

&-Hf Configure Switch A VTP server §ATh VTP client

D-HAMUEAMS Switch 1S1ANGUARY INAITA

al

IBHARRDIUGRUUNNAM 2 1092 revision IS VTP 18Tl Switch iR ustihmsanamnjim
WhANSMIASIGUABAZAISHI Switches ?sﬁn? AY Network VTP client SHRjQRMW
ANSIUANIFIG) Switches 1R19)a 9 NOSIfEIARNS
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AUHETT VTP client GG Overwrite 16110 VTP server GWiliug revision 1ASIgIHgAITHY
IWANTE VTP server GWAMGE VTP client MSE1

o 1

grmsttiwnios  (igtsaifRundinfmauiwim hAfim omnS hnaui Aauns
F16 VLAN 4 Interface fUE0H S SHIGAILUEN VLANL (SIS 4 SN Gy gJats VIP AWISE G umn 4

v C o
1

WVLAN 20 ViLAN 10 VLAN 30

gamsdmonhnsAajénsial VLAN 10, 20 §4 309 MIGUIMA switches AN trunks Ty
Ankid 802.1Q protocol ItﬂtﬁSﬂtﬁnLnUuﬂuiﬂﬂiUﬁj VLAN Y Anjstgwisinl VLAN 10 Ugs

broadcast frame g mH A8 broadcast frame tS.I&ﬁQﬂm ?

Broadcast frames [RiAUG)SINW Switches ARHATIVI trunks IUATIGRAQN G GUSHAT
oNGIANIUES VLANS 9 broadcast iH{AU G Aig Mg imes 9 15HANS ARSUN swich istanmeaie ifgn
mSEmA N $1S134 VLAN 1018156 ? 1818 VLAN 20 G A N broadcast 1S S{f10NS18] 6216 bandwicth

iwida VTP pruning itk SR IR MSGNGIANIUAS VLAN IRUESTIM 61T Trunks 191:1618]

iR SANI$IAMYWISigh VLAN Aifses 9 M{gIwigitd Switch model VTP pruning (IS
iinybemunisifly

ajuiSajiGudin:mi Configure IS VTP 4 1A1J Switches Gg8T 9 1tHlSHAU VLAN database
34 startup-configuration 181U switches S1AHAT

Swwitoch o
TP Serwer

= =3
T

= ~Z=
= e T

Swwwitch B Swwitoc hhC
TP Cliermt MWTFP Serwenr

SwitchA#show vtp status

VTP Version : running VTP1 (VTP2 capable)
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Configuration Revision :0
Maximum VLANs supported locally : 1005
Number of existing VLANs 5

VTP Operating Mode : Server

VTP Domain Name

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : 0x57 OxCD 0x40 0x65 0x63 0x59 0x47 0xBD

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00

Local updater ID is 0.0.0.0 (no valid interface found )

SwitchB#show vtp status
VTP Version : running VTP1 (VTP2 capable)
Configuration Revision :0

Maximum VLANSs supported locally : 1005
Number of existing VLANs e
VTP Operating Mode : Server

VTP Domain Name

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : 0x57 OxCD 0x40 0x65 0x63 0x59 0x47 0xBD

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00

Local updater ID is 0.0.0.0 ( no valid interface found)
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SwitchC#tshow vtp status

VTP Version 2
Configuration Revision :0
Maximum VLANs supported locally : 1005
Number of existing VLANs 5

VTP Operating Mode : Server

VTP Domain Name

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : 0x57 OxCD 0x40 0x65 0x63 0x59 0x47 0xBD

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Local updater ID is 0.0.0.0 ( no valid interface found)
2QN1IAS VTP

g AN oIS VLAN MByi{al Configure 181560 Switchq Uil User 91AGH
ums Frame gwipanismsimuiiwgiRuZmians9000 switches 9 ilgjHndimi
Gitn: Frame AMYWIS VLAN MSAIA[AT Configure 197100 VLAN MyS & SIAWE! Configure 161
100 1000 Switches 1 AGMIIS:AINU Admin SSHGIGM SIS 1 Higs(ai 10 VTP

VTP &t Protocol 1U&J Cisco iR UM ST RN UIANST consistency Muits: sANATAY
user {BUMGRUNWRIEFEIAAE SIUAT VLAN B5mISIA VTP domain

A{EIMICIN OIS VTP ik Switches M1SEG1MI{MY:

9-VTP version {iiafGAISTicd Switch iR UHAG{MAIGH Configure
W-SENIUAS VTP domain (A Ga5STI Switches

M-[RfiAaYM S Switch YWih Server

G-Authentication {aiia{aimiGns
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Configuration — User will first make the switch VTP server

Switch# config terminal

Switch( config )#vtp mode server

Now, User has to make a VTP domain assign a password for authentication.
Switch( config )#vtp domain geeksforgeeks

Switch( config )#vtp password hardwork

User can verify the configuration by:

Switch( config )#do should vtp password

Switch( config )#do show vtp

Configuration
mu SRy Switch (HINSASATH Server 1 BIG:HADIM AT Client IEUW:

Switch( config )#vtp mode client

Transparent

ts‘lqh Mode ‘IS:Uﬂ%SUﬁﬁEﬁﬁmmsthUﬁ VTP %smtﬁjgﬁywmeiw:?s trunk link
Configuration

HADM ﬁ'ﬁ-ﬂﬁgi Mode YAt transparent 1 W

Switch( config )#vtp mode transparent

Configuration Revision Number
1y2is Configuration revision 18{15itk 32 bits IRAIBINMAR{EAIS Revision AT VTP
Packet gt 9 HATD{M &G A SAjIFGIs2Ts Configuration Revision 1Enty:

switch( config )#do show vtp status

Cisco DTP ( Dynamic Trunking Protocol)
mIGIoNn

itk sis: IDhASaEUIgiN DTP(Dynamic Trunking Protocol) negotiation 4 DTP
i siPmunyMisii Cisco 10S switches IRY[GIOIAMIT Interface MSMWN access port
trunk g 4

my DTP SR B{HINSITAIIW Interfaces I8 Switches Shedaisiak “dynamic auto” §
“dynamic desirable” mode ¥ 1S:918 S WIS UAMAID whegAMS ST DTP packet YUit (uia)
UIBATh Trunk YW Interface $4EIAISIAR trunk mode
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auflaiBuimicioits TP Safny)ubeh 4 G Skid Switches fi:

soz1q —
FaOo/24 Fao/2a—

1T UG SMS Configure 1 ST Switches 191219 9 sl S A S UMIA SATH Defaut ST G-

SWi#show interfaces fa0/24 switchport

Name: Fa0/24

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

SW2#show interfaces fastEthernet 0/24 switchport
Name: Fa0/24

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

TENUA SA Configure § $1 HEUT ST AU Inferfaces 15347 ) 41{ dynamic auto mode ST W A5 UG B0UGJ
interfaces (3 AISTAN access mode! MEUUISTIBUIAGES Switch §¥ 10S version MuISuEhid
“dynamic auto” U “dynamic desirable” Switches in EUILG N Cisco Catalyst 3560 switches 4

wsianitinilgiiemicinnuas DTP:

Configure interface fULEﬂt'J access mode
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‘iLﬁU (N switchport nonegotiate 181560 interface

i Configure 161160 Interface AU trunk SSHGT $MIGIONUAT DTP 191216 4 ysfiS ajesunina 4 thilyh
17184 Configure Interface AN Access moe:

SW1( config ) #interface fastEthernet 0/24
SW1( config-if )#switchport mode access
SW2( config )#interface fastEthernet 0/24
SW2( config-if ) #switchport mode access

ishinuitiuiSapduighimiAsals switchport itiamoiimemiciomual DTP {aimsie
Rgqiis:

SW1#show interfaces fastEthernet 0/24 switchport
Name: Fa0/24

Switchport: Enabled

Administrative Mode: static access

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

B1G M1 Configure 161560 Interface 1430 access mode SS{NUTEMIGIOIUE DTP 4 iAMIUIRE

=3

trunk YLUNROM 2
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HpAge

Spanning-Tree

&-9-1UGRIRYGIMS Spanning Tree

Spanning-tree At protocol quﬁmﬁmﬁ:mﬁsmﬁ Switches iUﬁhtﬁﬁttﬁme@wﬂﬁﬁ
ARAIRN N WUENIVEA loopsd Spanning-tree Ath protocol YWk UHARRAWATISHINATRM
HAMWMTAT IMNATAN M WHASKUU e ITHAUAIYRGWMIBRIS Cisco CCNA 9

w1818 3anSIGIANMUA spanning-tree gASHOANA  DhfmyuhindimiSaing
ﬁUjUﬁ§ﬁjt§m19‘mG spanning-tree topology 181160 Cisco switches
8-W-NRHNSEAHIMIST spanning-tree ?

18 loop YN ? WIWHASF UM SMENYUAM ?
yufSaEuanung:

Swwitoch 2

Computer A

Computer B

isiadumMnnIiS: s Switches A1 Switches RRNIHINSMUYWMENYLW

w
)

igg tanadniayw v Sig:wsdansunduiayw 1 ldiinodatimnundwis:ms ibapivigy
toyyuig)a

Swwitoch o

Computer A

tajulsuywig)a TN S redundancy 9 GieN: redundancy TNAMS loops 1819 NAHNSThENS
loop IRBENSIE]H ?

SRR

9-ANj§1 A UNSS ARP request IREJIAJHIA MAC address 1UATAN]§T B 9 ARP request A

broadcast frame Y
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o o

©-Switch A S¥UMSUSSE broadcast frame 1S :ISHU{AY interfaces AMHEAS 10ATURIA Interface
IReUN GG rU frame

M- Switch B 849§ UST broadcast frames F1411

1 Switch B iﬁgf g.MYW broadcast frames ?

9-NSRUMSUSIFIGI(AU Interfaces KA 1UATIAIA Interface TR AUNFGA frame
V-15:1SS W rame TRVRINS§G UISTIL inertace F00 SR{FINSUM SUS 11 Inerace Fat/0
M- Frame IR U{HiM S8 rUSSTID Interface Fal/0 Sh{gim SUszUgtﬂ Interface Fa0/0

BgAththhiglfamis? thms loop IRAMSIEHH Y Switches mmhmhsmsﬂmusumsus
T WUSIENUIANS loop IARHSIEH 9

AHGIRN NG loop 18 SIMWRNGIgHIcIT 4

512 Ethernet frame TMAIS TTL (Time to Live) 191216 9 §ig:hSRENS loop tAAIERENIN
1U)8 9 A0 ARP requests €18 frames BifFSIRITh broadcast 4 2911 1SHnUTRAS Switch
ESMS NI MAC address 1UaTIMUIRlie hSUUMSIFIG NHE

S—lf]—‘D—ﬁUjUiﬁﬂ:Lﬁﬂ WU LN loops MYW Spanning-tree
Spanning-tree SUGWITRARMIUIRASE loop-free topology IR §ITIIST interfaces

200

b

ajuiSajigliii e A gRiny) Ui s Spanning-tree Sinfiime 4

SwwitchA
Priority 32763
P T O A

vy =
/%) \
P =

—>
vl ==

Swwitch B Swwitch<
Priority 32763 Priority 32763
rnASC: BBEB PO CCC

iihes Switches G§SMITwWEoHANSERENG 1Tk suiguis redundancy WA
Switches ENRFIMANGW Y 1S:SSW iHhms loop 181§18:9 ifhmsuigy MAC

addresses:
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Switch A: MAC AAA
Switch B: MAC BBB
Switch C: MAC CCC

IWaNia Spanning tree [N SITA 4 switches ARHATSHUMSSE frame Aiaywisimisiim
1518AUTIC BPDU (Bridge Protocol Data Unit) 4 1S13# BPDU NSNAN SNSRI Spanning
tree (FiMIA:

MAC address
Priority

516N s MAC address §4 priority GRSt bridge IDY BPDU {HiMSUMSIMY Switches §oURNM
ARUMNQRIMY:

Swwitocha
Priority 32 7658
DT T o o N

=
o = t’c}

BpDu/ \pDU
qu:’\ e
Fa 1/ O Fa 1,0
=y

Swwitch B Swwritcha
Priority 22763 Priority 327653
PSS BB B Pl O 2

Spanning-tree {iMISH bridge ID ITMUMIBANSUUATH 9 ABASAIEUAnY)uhBiadmI:

SByh{pt Spanning tree SRIfHAUTAIUWA root bridge YW  root-bridge 1S:AMS “bridge ID”
{UsESIEh A

Switch IR WS Bridge ID AGUIATRAAT ID IR A{UIRIhRIA

o a a

mushilly Priority & 32768 Uigitimoymms
i IAYWAMMh root bridge ?

isiah e uInAIuaTIGY SwitchA SUMIW root bridgeq Priority §% MAC address Usiams
bridge 1D 4 1EhtENITE priority oM ANHATISI{AT Switches 4 §iG: MAC address AmSi{Heasis
MIASHY Switch A 818 MAC address QUMBIATRA AW bridge ID (Ui RIATIRA 9 §0

IS:hmuWwh root bridge
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Port §1i6U root bridge {53 desigrated 41 1SS WA AISTANAIA AN : forwarding 4 AJE 0§
anduigliduma:

| Hail to the King!

= =S
SwitchB NOMN-ROOT SwitchC NOMN-ROOT
Priority 32768 Priority 22768
nMAC: BBB MNLAKC: CCC

BOIUMN 2RI SwitchA I SIR A5TTAIEN root bridge U1t “D 18H0T Interfaces MW
designated 4

Regiiscilhm SWTNBIFN root bridgeq RUNSUIUA “non-root” bridges (iG:{AU
Switches SIRHATBSTUST root) IR URHARIE S GRAYAMS root bridge

«233b

RRUZURAYAMS root bridge {UTH “root port” 4 AR SAfIGAI2 NN

SwitchA ROOT
Priority 32768
MIAC: AAA

—

<<..=EEE:' —

D D

N
5 =

=4

AN

E=3
=

Fal,/0

Fal/0

SwitchB NOMN-ROOT SwitchC NON-ROOT
Priority 327638 Priority 32768
MAC: BBB MAC: CCC

ISR “R SUTEY “root port” 18160 Switch B §3 Switch C 180U Fa0/0 interface AT RS
PIATRAUAMS oot bidge 18TAR 2NN “BARUSTATRE 181k Spanningree ASS WY
RS aneliein])sis Inerece 4 Interce SywInsalyAnmaRiiwgitunsaly aUmBATRARINS
i(0 118 AThATGIUEY inferfaces:

10 Mbit = Cost 100

100 Mbit = Cost 19

1000 Mbit = Cost 4
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RmigamaR Bk mSASAWA Ports 181160 root bridge 1AW’ H root ports §81165 non-
root bridges 9 itRISTANS loop B4 s TonthhamAmwidaptatemn Port giwih
Switch B 8% C 176]01U loop 10105 4 8518 Port gwamiB S i{sid¢1c10s ( shutdown) ? Port
IS0 SwitchB U Switch C? aju0 SajIg)a191100 bridge ID IR UY{UIRIEhRIA:

Bridge ID = MAC address + Priority.

U4

"o

Al NUMBIAARDM{UIAINRIA 9 Switches PRANSHEMNREM 4 (i§ MAC address IS switch B
ANUNIA Y 18:1SSW switch B SAAY: 1 Switch C AMFATIMIBUNSSWHN port IUATN{AT
M99 hugRuA loop [HINSTIUAITIVY
Switch.a ROOT
Priority 327638
P OO
"‘ —
D D
=
= =
SwitchB NOMN-ROOT SwwitchC NOMN-ROOT
Priority 22763 Priority 32763
nMAC: BBEB MAC: CCC

Per VLAN Spanning Tree (PVST)

iwaniagafnkiamsiglid “gruds{As” IR0 spanning-tree 1IGMIY (EOIUIRYDN
YUWiumMNORImMy:

w

VLAN 10 {5t 8 Configure 151160 Switch A §4 Switch B

VLAN 20 {#it§ Configure 151160 Switch A , Switch B § Switch C
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IRIGHAINS loop 18154 VLAN 10 Uig ? sathkamiRidim: VLAN 202

wsmnguminhgumiyunh ki Shiunaka? Mms loop 1AGMSISTHISISIAN
VLAN 10 figmethhdindimiaishilimimun switchA 4 SwitchB9 ItTHAS loop 191218 MY
VLAN 20 9

i Spanning-tree HIAAIMIENY loop HYJUAM ? TR STAAANSIA Spanning-tree 38
MM VLAN §Uulij‘:] 9 Gitn: Version G18JIUAT spanning-tree $&UTIE CST (Common Spanning-
Tree) 1IWRIN SASHISIgH AN 802.109 NAANS single spanning-tree AITNT VLANS i
H& 9 GIM: Version 18 spanning-tree YtUig]aAMNGAANSIGIM: topology I[N VLAN SHUST
Version 18 :i&§UTIT PVST( Per VLAN Spanning-Tree )ttﬁ Wt SN default 181565 Cisco switches

SwitchA
ROOT — WVLAN 10

SwitchB SwitchC
ROOT — WLAMN 20

RogAMSITMONIUBRNUTRINS root bridges 14 1Bl PvsT ithumousfagt
root bridge IRJUMYWRTNGU VAN SywIiliihohmsh v SwitchA MG root bridge NG
VLAN 10 $171t5 SwitchB M1 root bridge &I{ENT VLAN 204 {NGHM SEHAGRIFRIG: 2

1S:haqninn

SwitchA
ROOT —WVWLAN 10

SwitchB SwitchC
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i0HAGAWA Switch YW root bridge MY VLANs P01 1913 Interface Ysii{paide
AU VLANS Gik1dii 9 1S1ghanuini i Switch A A root bridge AU VLAN 10 §4
20 AWM GR VA fa0/16 interface 5811 SwitchC (HINSTSINUMTNG VLANS QRIS mS
GnoIAAM SHIHIM SUMSISTI fa0/16 interface 181216 9

EARIFIN 10 Gigabit interfaces 4 10 interface Bsalgis:EsmogMSEYpishAGIRN
TH]SAMES

iOyAR TR Switch GWIg)aM root bridge BTN VLAN 20 it Shndmsingn
ANk

€-19-Spanning Tree Port States
iGHAMUMSHD Cisco Switches Z:0YSHA HAMGMSMIAAGAMNISIATINUIR VYA

1AL SISTHA Spanning tree ANRIAASHNUAAN:TS interface
hinamsigmuIslinugaithaigigu:

Listening state:t 1% root U designated port §ﬁﬁ3 ﬁtS”lQ‘ﬁ listening state gine non-designated
port ShedaisIakuANN:th blocking state MSMIUMSFSSWAMGWUIAAIFI e ANI:
N 98§ 9 M gaisiatmiant hegaisink leamning state 9

Learning state: 1SHNNIISS interface SHBIANIMIGIM: Ethernet frames 1ENWASAJIFIT MAC
address 1URIUANIEIRGUINMARMNIRIS  mac-address-tabled  iq:GthtininmAh
Ethermnet frames SS{pimsumsisimsimuidli:iey hdomw 15 Inddginnsguied

forwarding state

Forwarding state: 1S:ARUAAN:GRIMWIS Interface HNWMGH{MW interface SRUMS
Ethernet frame 4 §iG:heNSIGMIUMSFS St

ishinniign Port §siusth designated 4 root port hHATATSIAR blocking mode 4 18:1SSWH
aGamw 30 InGRgimaimianteammiums 9 hSsINgsinie 9 MifansigRisipo
interfaces S14HTSTIR Switch 9

11100 interface Yteia1SIAY blocking mode AW topology M SUI 9 AHG Interface IR

Ankegaisial blocking mode TRYANSYA forwarding state islinpuhagaisinkainAs:
blocking mode SHATAISIIWG NN WOTNFYSINUNANSYA listening state 4 §S:H1SSWHN
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GAMUW 20 (blocking) + 15 (listening ) + 15 (learning ) = 50 1134 SINMITRIY Interface fIAISIAY

forwarding state

gImEISAthuaan:is Port

State Forward Frames |Learn MAC Addresses |Duration
Blocking No No 20 seconds
Listening |No No 15 seconds
Learning  |No Yes 15 seconds
Forwarding [Yes Yes -

IAISURANUNRAMSIN: Csco Swich ARIMAR? ReJHS SaJBUN MASUTS intertace YL
iRrRInNSMUmY L Router gy 4 stk witsiafen(Asd ashut §4 “no shur) ST wehB gty
iU ooy

SWi#show spanning-tree vian
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address  0019.569d.5700
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0019.569d.5700
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Role Sts Cost  Prio.Nbr Type
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Fa0/1 Desg LIS 19 128.4 P2p

HAT MM S§IUAT Port (HINSASHIWNAAN:IUANARNRANT 4 M Wi 100 15918 D
ShsuaMN:RoakijmYIS::

SWi#show spanning-tree vlan 1
VLANOOO1
Spanning tree enabled protocol ieee
RootID Priority 32769
Address  0019.569d.5700
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0019.569d.5700
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Role Sts Cost  Prio.Nbr Type
Fa0/1 Desg LRN 19 128.4 P2p

&-M-Spanning-Tree Cost Calculation

Non-root bridges [imiASIgIUM ST TRABAMS root bridge 1 1RMSHIRAN SIgfMIT
iu?ﬁmsmmmzsgﬁs Ethernet §#1 FastEthernet 83 Gigabit? §S:ATh topology 1B MUItTHSHNSjU
AMIANN Sm?g?s spanning-tree :
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SwitchA

-
o “z
< =
= =
SwitchB SwitchC
NOMN-ROOT NOMN-ROOT
= ==
2, < B,
2 S5 %
100 Mbit
SwitchD SwitchE
NON-ROOT NON-ROOT

islaiumnaiid nadaidywiiums swiches 158 garMoNBNHMS Interfaces
IO S{USASISEOM: Ethernet (10 Mbit), FastEthernet (100Mbit) §3 Gigabit ( 1000Mbit) 4 Switch
A TSI RIGURAADM root bridge 4 §iG:{AU Switches twﬁits}jn% i non-root ttﬂtﬁ[,ni’mnsfgf

1 v

SURAYAMS root bridge 9

Bandwidth Cost

10 Mbit 100

100 Mbit (19

1000 Mbit 4

NEGRAYAMS root bridge 4 Interface iR UESAlYZ kA

Spanning-tree §{{J cost tHY]ASARIR
salyeumiimtiaShpinsyidginnssams root bridge
St

m%ﬂSnIHS ThiiA 4 m’

1

D)

)e)
1824 Sﬁiﬁﬂﬁ-ﬁni—ﬂﬁ fﬂ

o

BPDU

Root Path
Cost

MIRAYUWILIN root path cost4 1S:AMATSHIRN Switch Syt Y
R MIATRAIUAAYAMS root bridged 1STINAIENY Switches MSIAIEM
switch TRUHIMS WM aGIRUTIN root bridge ASMASANIEUEARUZMUATRMEEHFRIUN 4
BPDUs S#i§R1ANIN root bridge §:8AMS{AU Switches FIMHES 1

1siak BPDU HAMGIWMI
shumuaigls

%=L

OSPF (Open Shortest Path First) Atiaigiigjaanaiiigiumsiduzmiataayams
o

al

M UIIUah 1 A spanning-tree 8% OSPF 1 tEU mhgf‘fumgmm

o
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Spanning-tree ASSEM# 9 Switches SSMsRAjUNkIS Topology IUUAMIEIS 9 BPDUs Shu S
1GMA root bridge G:UAMNS switches HUHATY Switches SHIGMIAIETEANRIFAIFIIT BPDUs
iBuhmsegn 4 is:AthannianGim:aiygls spanning tree M NNT Topology TUATIGH:

SwitchB
NOMN-ROOT

NOMN-ROOT NOMN-ROOT

SwitchB S#iJigfid MU W TEAMS SwitchA T root port IUESNAIEN s AN Interface TR
&nsmjj]s 100 Mbit 11tws S ATgAISH 199 NSHUMS BPDUs AMS Switch D 9 181g1TRATS root
path 1U&J BPDU HnSﬁ‘i‘Lﬁmn 18 199 SwitchC nssmmssi BPDUs £ SwitchA Hig: mLNfUﬁfU

WA Interface i8N Stmﬂs 10 Mbit interface B 0UI root port 4

SwitchB
NOMN-ROOT

NONMN-ROOT NON-ROOT

iS:AtumniRuRIMIgIMINg g nSEoORIMEIS::

SwitchC §ﬁ9gm BPDUs Uit interface IR Sﬁfg 100 EﬂStEUj]S 10 Mbit §% Interfce iR
H]StEUjJS 1000 Mbit interface (Eﬂsfﬁfg 4)9 ﬁt[fi Interface {5 U SIEUJ]S 1000 Mbit 1 root port

1UaUh 4
SwitchC §'£5U£’QS BPDUs §AMS SwitchD 4 {7 root path cost & 1009

&

SwitchD ¢ ¢ Ui BPDU Htim SwitchB YW root path ULIJIﬁ[UBWS gtfﬁgﬁ 19
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SwitchD §§U§1 BPDU gtisfl SwitchC IR 05S root path gusSalyia] 100
BighMAMY Switch B AZtiA 9 Big:hSUMUWN root port AT SwitchD

SwitchD ShUmS BPDUs BAMS SwitchC 8§81 SwitchE IS”]nﬁ i3AiS root path cost 1A BPDU
iwﬁshm@gmg 38 (Aigis root path 18] 19 + iglS Interface Y SIUfUﬁIfUSﬁ 19)

SwitchC ShUmSUSSf BPDUs i@1:1§1 SwitchE shum alygia]Sh 42 181AY root path cost field
(19 +19 +4)9

€-c-Cisco Portfast Configuration

Portfast AENETAM HI] WIS Cisco il mmﬁshﬁnqwms:m ﬁljgﬁs spanning-tree topology “

Portfast IGAQGMIRG NRIMY:

a

Interfaces IR IS portfast 1GASHAIAISIAYN forwarding mode MY 4 interface SRiUITIUGIMS

listening S learning state 1

switch SWESUIRAGIMINPUAMIRIYIS topology WU interface IRUMSITA
portfast 4 SMINSIRUHARTAITA portfast 11160 interfaces IR A{RINSMUM YL hosts ANt
Interfaces A1RIS: T8 IGAATINUIRAN 9 &yuAITA portfast 181100 interface YUSIE UMUBAMS Hub
4 Switch

aufSaduAMNgMIS Interface YUWIRUMS portfast SUAS portfastd it Siid
Topology HGRIMBIS::

F-ao/1 Faon/24 Fao/24 ?‘

il Switches NISHINS host YURR MUY Swi 9 iNaRTaYwARIR IR
Switches fi1f SW1 818 Switch gtuig)alR uhmou e s giming s TS MIg ATY1 topology 9 &JY
ASaIBUMS portfast

Portfast disabled

hinmiR uaig O UHIYANIR IR debug 181500 SWi:
SW1#debug spanning-tree events
Spanning Tree event debugging is on

Once I plug in the cable to connect the host to SW1 this is what happens:
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SWi#

STP: VLANOOO1 Fa0/1 -> listening
STP: VLANOQOO1 Fa0/1 -> learning
STP: VLANOOQO1 Fa0/1 -> forwarding

tszﬁmmgm:ﬁgmfs spanning-tree ARinImImy listening S3 learning states itﬁtij’qﬁ
im A forwarding 9

nrusa iR utiEAle] spanning-tree ShUIRASIMIINIAMIE ﬁ'jt%’ﬁs Topology 4 #18
semE i ugAMGERANSAIFIUN:
SW1#show spanning-tree detail
VLANOOOL1 is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 1, address 0019.569d.5700
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32769, address 0011.bb0b.3600
Root port is 26 ( FastEthernet0/24), cost of root path is 19
Topology change flag not set, detected flag not set
Number of topology changes 5 last change occurred 00:02:09 ago
from FastEthernet0/1
Times: hold 1, topology change 35, naotification 2
hello 2, max age 20, forward delay 15

Timers: hello O, topology change 0, notification 0, aging 300

BOMSUNMMIUH SMIAIYT 5 topology 18TIFT VLAN 19 islinuRAigsdin: Host
b monsgiAaigh:

SW1#

STP: VLANOOO1 sent Topology Change Notice on Fa0/24

193



Spanning-tree SRUM S§IMITHAAMIYHS Topology ISHIMY interfaces BAMS SWaSHGu:
SWi#show spanning-tree detail | include changes

Number of topology changes 6 last change occurred 00:01:12 ago
RITUYATE (AUIN IR SMIBATG] Switch SHURASE TCNY

€-G-9-Rapid Spanning-Tree (RSTP)
anigissilid Routing msiaiBsigikisink{unsinnaia 4 Routing Protocols 1S5
£ OSPF §% EIGRP iButh Protocols 18y smj]smf]sr’nh spanning-tree 181infUiRUNBISMI

k)

0
measyrisuniisipgh smnais 1 ilgjinmieimuagimis spanning-tree 6] n1sin]]sinsin:

v

iﬁUtﬁﬁSfrapid spanning-tree

v

Y [

Rapid spanning-tree 88igSthmiiuiliais Spanning-tree B1ATINIIG 9 GighmmitEejny

fn

{Uses1 9 g sgiétm:msw:%tﬁﬁStmﬂsfsﬁmﬁimi i Configure M1SMNTWEMA 4

(V)

AJURIAND rapid spanning-tree SRIRITMAMNS MY classic spanning-tree 4 AJHITAIA
UmMNRIMY:

Classic Spanning Tree Rapid Spanning Traees

Blocking
Discarding

Listening

ﬁgatﬁﬁmgm: Port {U&J spanning-tree 4 tu?hmsmgnn:ma&hﬁuﬁm blocking, listening, learning

Learming

Forwarding

S4 forwarding port 4 ts:ﬁmmmam@%mﬁ spanning-tree S#rapid spanning-tree 9
Gims Rapid spanning-tree port msmgm:ﬁd'ﬂh%:

Discarding

Learning

Forwarding
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sy oW f leaming §4 fowarding 1 GIANAR discarding Aaus AN :3S Pot Gytuig)ad AT
UENUALS blocking §4 listening port state 4 21M§{MBIS AN MU AUHAN:TUEH:

Classic Spanning-Tree [Rapid Spanning-Tree [Port active in topology ?|Learns MAC addresses ?
Blocking Discarding No No

Listening Discarding Yes No

Learning Learning Yes Yes

Forwarding Forwarding Yes Yes

IAEAMSOISOINANFAUHAIIUA Ports TR0 Spanning-tree 118 ? AJBIGAISTHINUSOIIW
RN AMNS MG rapid spanning-tree:

SwitchAa ROOT
Priority 32768
MNLAC: AAA

2% =
@Fao}'lG FaO/lG%

SwitchB MNOMN-ROOT SwitchC NOMN-ROOT
Priority 32768 Priority 32768
MAC: BBB MAC: CCC

GiMs Switch RS Bridge ID fYUiaJ d (priority + MAC address) mwﬁn root bridge 4 g
Switchesiﬁjht]tgjﬁ non-root) {HAIAGHR N SATgSMATRAYAMS root bridge 1 18 1AL

1

3 root port 4 ﬁSHUiS‘l 1G4 uUTlSU "ELnﬁ[}uﬁmﬁjtﬁn designated ports:

SwitchA ROOT
Priority 327638

N2
,\‘-%:‘

- R
% Wy F=0/16 FaO/16
I
SwitchB NOMN-ROOT SwitchC NON-ROOT
Priority 32768 Priority 32768
nMAC: BBB nMAC: CCC
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1S1ifl Segment SYWIMNGHS designated port TRYWARYNUMUMYLS loop YW Port
ShmWN designated port {GAMGUMS ST BPDU THUMIUIATIY Switch A 81 Root bridge gk
18 Ports LSJI;HLUWST“J BIG:{AU Interfaces SU{HIMSASH 4 fa0/16 interface 1811 SwitchB MU
designated port iS1gh 2 Affim: s Bridge ID H{iadithis switcnC 9 listiamsifin:
ig iﬁiLUjUiﬁjUfﬂUuuj classic spanning-tree  interfaces 1§12 1RIBHSH{HITITIU

Switcha ROOT
Priority 32768
MAC: ABA

=
J" e
o—
D D
o —
g =
/m \z_\
N2 ==
5

=

<
- T R e
% I Fa0/1& FaO,/ 16y g -
T— e
SwitchB NOMN-ROOT SwitchC NOMN-ROOT
Priority 327638 Priority 327638
MAC: BBB MNAC: CCC

SwitchC §§ ISt BPDU QJ{UsesiisTich fa0/16 interface 0 SwitchB iAWY Sh{piTeinn 4 1s:Am
Port ESIwRISTAGGAGIM: rapid spanning-tree 4 AguISUIR2NNINATYW 18)athytw port
state fULH‘lﬁ rapid spanning-tree:

SwitchA ROOT
Priority 32768
NAC: AlS

%‘-
—

D D

- =
=~ 2
=~ =2
T T
/ \
nd =5
& B

< k=
D R
% D GElERs Fao/ 14N g s~
— l—a()/1 7 . Fao/1 7Y —

SwitchB NOMN-ROOT SwitchC NOMN-ROOT
Priority 32768 Priority 32768
nMAC: BBB MAC: CCC

iS:AM Port JYWRNUEAY fuASRIBIgG Interface fa0/17 I8 SwitchB9 iatUTIAS
backup port SIWNTANG rapid spanning-tree HAUINUThESMSITM port 1821810
production IMNATAINIS 9 1l SwitchB 81 SwitchC TAM SUISH Hub YU 1 MUGYM (NA'S Hub
iSiGtgﬂ:tSW:tG) Gine fa0/16 g fa0/17 & designated ports

TN ENTTE Hub 1812 fa0/16 §1 fa0/17 interface 181U SwitchB ‘gﬁzﬁtsﬂ‘gh collision domain
BOMY Fa0/16 SH{RIMSI{H AUTauth designated port UL fa0/17 SR backup port fTNY
fa0/16 interface 4 NHRAIRI SwitchB D1&§ A interface fa0/17 M backup port INWANTANG § U
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MS§i BPDUs §105gS1Uashislich fa0/16 Sk fa0/17 interfaces IAWWUSNNSMIMUAIEAMS
segment TAYW 9 IGHAWA Hub 16N 1912 fa0/16 §% fa0/17 SUMUWM designated ports §oiM
classic spanning-tree i1 4 &§BASANISUEIRUSAMA BPDU 4

BPDU %aﬁf@ fULH‘lfj rapid spanning-tree tS’1§ﬁ classic spanning-tree ’?ﬁ flags field 91838 2 bits

Rapid Spanning Tree BPDU

I8 i
Topology change.
Topology change acknowledgment.

Regiis:A bits AHATS flag field (HIM ST 1 §181s PortinsAsanipanifiuis BPOU Shfnims
UISEIN WD port role field B IS options BE21RIMY:

Unknown

Alternate / Backup port.
Root port.

Designated port.

BPDU §iS 21Ut version 2 BPDU 4 Switches i uA 01 B1nAimiis version G1ATIUAS Spanning-tree
SwimumuGim: BPDU version §is:9 1sighAiniiiuEAGRIW rapid spanning-tree Sk
spanning mfﬁfﬁ[ﬁ,i@ 9 Gitne Rapid spanning-tree ms?ﬁmwmﬁﬁmﬁ:m:étm: spanning-tree
IAIIYLW Switch M8 9

nyRRNIFAgMIgwossiium sy

9

BPDUs R${H1S:{(AIMSUMSIAUINMIS Hello time 4 #1814 root bridge iagwaniBuuifa
h

w

St BPDUs 18174 classic spanning-tree A WAHIN SN SNINUIEN non-root switches 4 10118 ¢ 0
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151860 root port 115 65h 4 G Rapid spanning-tree i§MIg AVMATAT Switches ARHATUIAR BPDUs
iSiansuin (helo time) 4 A default hello time tigiBimsyrh 4

5ien: classic spanning-tree IMiiMIASaInUHANIGITRAA WOIN NG BPDUs 4 ¢S
INUN{RINSIN ST 4 Rapid spanning-tree 1§MIg &M 9 BPDUs Rg{HS:(HIMSII keepalive
mechanism YR hEo1F18REIR routing protocols {8 OSPF 4 EIGRP qiSi{i 4 15 Switch

v

YWNSMA BPDUs 6SSTN Switch Rakivah 4 haugasmimusms Switch 1S:{pINSMG
W SH VI USE MAC addresses PRHATNY

Rapid spanning tree §h9%mLU‘ﬁ inferior BPDUs 1 GiN ¢ classic spanning tree?@gsggm
WAISI:IS 9 1SsAthAAN: iiasis Backbone 14T classic spanning-tree 1R U StmﬂStﬂaS 9
Tﬂ{ﬂSi@i(convergence time)%fﬂ mgm:ﬁtmmﬁf{mé{n@ﬁ%s rapid spanning tree 4 G1N< classic
spanning tree [FRAIEMIENWERMAUAAN: listening § learing YSINUNIEE] Interface YUIHA
ARISIANUAMN: T forwarding IBuGAMWINN 30 InFthywmiIAsAINUIMMENSIH Y
classic spanning tree (RIS ARIGATFIE timers 9

Rapid spanning SSMSHD timers 1gilgjaigotifinterface YWMGYIBATINUAAN:
forwarding YUSSHIG 4 MJWSMIGINIMTNTARTMIISS 9 IRHAMSTIGIN: portfast IR1ig ?
i0yAI0A portfast 1S1ARAGRINUIRUEINAIMI classic spanning tree ASRiURGIMUANN:

listening §% learning ItﬁWUmm interface 1S1ARUFAN: forwarding t[fﬂﬁﬁﬂﬂﬁ'j interface B
guann:is forwarding hABSUIRASIMIE AUIGIM: topology 1810 Interface RinfimiyGe

iuajlhisﬁﬁtﬁ portfast ﬁJLH]ﬁ rapid spanning tree qummts:tmtm"m edge port IRapid
spanning tree i—ﬂUfﬂ’r'ﬁUmm interfaces fﬁtS‘l@h AUHAN: forwarding G‘ISU"J‘IﬁmJj 2181160 edge ports
(portfast) U point-to-point interfaces mSLUtﬁGES interfaces ﬁiLUIﬁG%

Point-to-point (full duplex)
Shared ( half duplex)

munyMITRANRID Swiches SH{AT Interfaces UATITR{EINS Configure 1 Ul dupkex rapid
spanning tree 1N Interfaces FIRISIEN point-to-point TIHTHIUNWA Hub IMSimainnaia
JURIIDH IWAWMS half duplex RUAMSSathhth shared interface Gien: rapid spanning-tree 9
auilapsuhwwataeatmadimwgmisiniiuitlhnsinad s nhitsa:
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SwitchA ROOT
Priority 32768
MAC: AAA

Fa0o/1

Fao/1 Fa0/19

@»Faﬂ;ﬂhﬂ/ld@

SwitchC NON-ROOT SwitchB NON-ROOT SwitchD NON-ROOT
Priority 32768 Priority 32768 Priority 32768
MAC: CCC MAC: BEBB MAC: DDD

AJUN SN WS MR I E]E 0 mGien rapid spanning tree N WITIUMN 214565 4 SwitchA 181211
IR root bridge YS9 SwitchB, SwitchC 84 SwitchD Ath non-root bridges

isinuamigumimumi switchA 88 SwitchB MSITA interfaces 1UAThEIAISIAN
blocking mode 4 SwitchB §1¢ ¢ AItSASE BPDU YHIf SwitchA SN SMIGIATAILIH

sync:

SwitchA ROOT
Priority 32768
MAC: AAA

¢

Fa0/14——Fa0/14

Sync
@Fao’l16_’:30/1@’:30!19_':30/16—%
SwitchC NON-ROOT SwitchB NON-ROOT SwitchD NON-ROOT
Priority 32768 Priority 32768 Priority 32768
MAC: CCC MAC: BBB MAC: DDD

im wh SwitchB ¢¢usSSi BPDU A root brisge 4 DTS (block) Q’]Hfjtm: non-edge designated
ports9 Non-edge ports At interfaces i3 m@ﬁ&jﬁfﬂé Switches 11§j11 ﬂtgjmsﬂtharm:fﬁm edge
ports A interfaces IBIANS portfast {fjitN S Configure 4 MYIS: SwitchB ¢ (block) B3N non-
edge ports TUANTRUAMUIMY SwitchA §h SwitchB IR uSAjAISigl forwarding 4 SwitchB S
MIoORIMyIs::
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SwitchA ROOT
Priority 32768
MAC: AAA

Y
@Faﬂ/ 14——Fa0/ 14@
A

%—Fao/ie—mo,q FaO/iQ—FaO,&é—%
Sync o

SwitchC NON-ROOT SwitchB NON-ROOT Sync SwitchD NON-ROOT
Priority 32768 Priority 32768 Priority 32768
MAC: CCC MAC: BBB MAC: DDD

al

SwitchB et sitindiimi Sync thytw SwitchC §# SwitchD 9 §ig:himogaISIAR forwarding

(3] v

qstinhings

tmigﬁmﬂsm:ﬁfn rapid spanning tree {IJWSMI sysc & SAIBJUISMI “timer-based” 151U
classic spanning tree i{{J (listening > learning > forwarding ) 4 it} SHUIMMEAGI M ST MFIR M
¢ 8181Ak Switch AAIMAR 9 A8 ASANISUGIN WM sync IHM SHIAGMSIEIRIMY SwitchA §

SwitchB:

a0/ 16—

1. Proposal

Fa0/14 Fao/19

Fao/14

SwitchA ROOT SwitchB NON-ROOT
Priority 32768 Priority 32768
MNIAC: AAA MAC: BBB

SRyl Interfaces SU{HITS (block ) 1A HNTANGgUMSSE BPDU ysimigimigisn 4 ishin
1S2 SwitchB SH{FIMS Configure IR UNAE]E RS SwitchA £ root bridge fign:hhns§IAGENS
il PBDU B yutaiigts 9

WM sync SHOWUIREAIEN: S SwitchA §MASHSE proposal bit 1S1AY flag field IS BPDU 9 i

T 2. Sync

2. Sync
—
Fao/19

N0 SwitchB §§USiasANMARRIGHYW:

1. Proposal
o
Fao/14 Fao/14

SwitchB NON-ROOT
Priority 327638
MAC: BBEB
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switchB §43¢ (Block) §i{AU non-edge interfaces 1A SUOUIRLIANIMIMIGBJRoMYAMS
SwitchC §# SwitchD 9 1SR A S AI{HG 1912 SwitchB §16§ SwitchA SRR

I 2. Sync

2. Sync
———

3. Agreement

FaOo/14 FaO/14 Fa0/19
SwitchA ROOT SwitchB NON-ROOT
Priority 32768 Priority 32768
MAC: AAA NMAC: BBB

SwitchB BISI:ANS Interfaces IUAINISIAY sync mode TRNSHHSONAG) Switch A i
AOAGMISIIMWUMSST agreement Yt 9 MIWAIAYIS:AMMIGARIS proposal BPDU iy
i1 bit iSO bit IsMIwUNBHIm SITATEIN 9 fa0/14 interface 1§10 SwitchB §4
e A1S1Ak forwarding mode 9 1STiNAUTE U SwitchA ggmmssjmimmmah%m SHIARNSIGIR:

g 2. Sync
S
3. Agreement 2. Sync
g
FaO/14- FaO/14 FaO/19
4. Forwarding
SwitchA ROOT SwitchB NOMN-ROOT
Priority 32768 Priority 32768
NMAC: AAA MAC: BBB

iSTin iR switchA $gUMSSIMIWNNEMEN SwitchB hSMEN fa0/14 interface 1UATN I AIST
it forwarding mode 1Y 1 15 Interface fa0/16 81 fa0/19 interface §81160 SwitchB i AMiR:?

SwitchC NOMN-ROOT
Priority 32768
MLAC: CCC

5. Proposal

5. Proposal

-
Fao/ 19— Fa0/1

SwitchB NOMN-ROOT SwitchD NOMN-ROOT
Priority 32768 Priority 32768
nMAC: BBB MAC: DDD
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WS Mi Sync BomSMIARN SIGRISTIN Interfaces A1XIS: 9 SwitchB SHUMSSiRIANIY WIS
Interface fa0/16 §1 fa0/19 TUIABAMS SwitchC §# SwitchD9 SwitchC §# SwitchD 83§ § UL A
SIMIWTNY 9

Rapid Spanning-Tree Configuration

isiakisi)sYSMSngIUAmn3 IS classic and 81 spanning-tree U WS M AN UiR W
rapid spanning-tree iﬁjﬁ’ﬁ"] ﬁgUﬁ§ﬁJi§mﬁmi Configuration 11{MY 1Q:AM topology i3 UItTH
ih:

SwitchAa RO OT
Priority 32762
DAL AAS

SwwitchB MNOMN-ROOT SwitchC NOMN-ROOT
Priority 227623 Priority 32768
rnMAaC: BBB MAAC: CCC

§iM s SwitchA SR root bridge tsﬂghzmmmﬁts: 4 fﬂﬁqﬁtlﬁﬁiﬁﬁ rapid spanning-tree:
SwitchA( config )#spanning-tree mode rapid-pvst
SwitchB( config )#spanning-tree mode rapid-pvst
SwitchC( config )#spanning-tree mode rapid-pvst

semaiGAITNUIOA rapid spanning tree ISTIT switches MIHSIALS rapid
spanning treeﬁrapid-pvst“l ttfj'hﬁqhﬁnﬂ S“létm:rapid spanning treeﬁJ’LH‘lt'I VLAN §HNUU‘:I 9

o

Ddydniauinminy)ubugmi sync:
SwitchA( config ) #interface fa0/14
SwitchA( config-if )#shutdown

SwitchA( config ) #interface f0/17
SwitchA( config-if )#shutdown

RUNS§9 it S UG e19100 Interfaces 181560 Switch A IR EjOUIRY

SwitchA#debug spanning-tree events
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Spanning Tree event debugging is on

SwitchB#debug spanning-tree events

Spanning Tree event debugging is on

SwitchC#debug spanning-tree events

Spanning Tree event debugging is on

HUNSGW 2107 debug 1S11FU switches AIRHAT
SwitchA( config ) #interface fa0/14

SwitchA( config-if )#no shutdown

it S110A fa0/14 interface 181160 SwitchA Tgn 9
SwitchA#

setting bridge id (which=3) prio 4097 prio cfg 4096 sysid 1 (on) id 1001.0011.bb0b.3600
RSTP(1): initializing port Fa0/14

RSTP(1): Fa0/14 is now designated

RSTP(1): transmitting a proposal on Fa0/14

Interface fa0/14 151U SwitchA SR[RIT 10100 ( block) IIWUMS §TATIMAIBAMS SwitchB
SwitchB#

RSTP(1): initializing port Fa0/14

RSTP(1): Fa0/14 is now designated

RSTP(1): transmitting a proposal on Fa0/14

RSTP(1): updt roles, received superior bpdu on Fa0/14
RSTP(1): Fa0/14 is now root port

19720 th SwichB i rootbridge ATENIHE UNWEMMS 8 (USTBPDUI ST 0/ 14intertace 1 Ut fa0/14

interface AN root port 4
SwitchB# RSTP( 1): syncing port Fa0/16
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fa0/16 interface 1S1IMU SwitchB SHEIAISIAK sync mode 1S:AM interface IRUMUBAMS
SwitchC 9

SwitchB# RSTP(1): synced Fa0/14
RSTP(1): transmitting an agreement on Fa0/14 as a response to a proposal
SwitchB SRIFWAVEAMS SwitchA §IATIANIURMIMWUM SSIMIL AL
SwitchA# RSTP( 1): received an agreement on Fa0/14
%LINK-3-UPDOWN: Interface FastEthernet0/14, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/14, changed state to up
SwitchA §¢UMIIA[ABT SwitchB UM interface fa0/14 SWAJATSIAR forwarding 9
SwitchB# RSTP(1): transmitting a proposal on Fa0/16
SwitchB SRUMSAIAIGWEAMS SwitchC
SwitchC# RSTP(1): transmitting an agreement on Fa0/16 as a response to a proposal
SwitchC SRiwaUGIm:a1Afifls SwitchB INIWU SIMIUAABYW
SwitchB# RSTP(1): received an agreement on Fa0/16
%LINK-3-UPDOWN: Interface FastEthernetO/14, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/14, changed state to up
SwitchB § ¢ UIMIAINEE SwitchC 11t Interface SiAJATSIAR forwarding
I AIISAM handshakes U1 interfaces SUYIEAT forwarding IMWENSIJ timers
SwitchA( config ) #interface fa0/17
SwitchA( config-if )#no shutdown
154 S4i0A Interface 1829 BiG s MIMUEINSANITEIRIM 9
SwitchA#show spanning-tree
VLANOOO1

Spanning tree enabled protocol rstp
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Root ID Priority 4097

Address  0011.bb0b.3600

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 4097 (priority 4096 sys-id-ext 1)

Address  0011.bb0b.3600

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Role Sts Cost  Prio.Nbr Type
Fa0/14 Desg FWD 19 128.16 P2p
Fa0/17 Desg FWD 19 128.19 P2p

ishinuitaihon switchA th root bridge 4 UGNABENAHAANRKIAAIMI rapid spanning tree
Gamah

UIAGISMIMUA p2p9 NIy :D FastEthernet interfaces AR full duplex MBMISURY 9 AyuID
s ARIM IS Switches fi:

SwitchB#show spanning-tree
VLANOOO1
Spanning tree enabled protocol rstp
RootID Priority 4097
Address  0011.bb0b.3600
Cost 19
Port 16 ( FastEthernet0/14)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 8193 ( priority 8192 sys-id-ext 1)
Address  0019.569d.5700
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Role Sts Cost  Prio.Nbr Type
Fa0/14 Root FWD 19 128.16 P2p
Fa0/16 Desg FWD 19 128.18 P2p

SwitchC#tshow spanning-tree
VLANOOO1
Spanning tree enabled protocol rstp
RootID Priority 4097
Address  0011.bb0b.3600
Cost 19
Port 14 ( FastEthernet0/14)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  000f.34ca.1000
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Interface Role Sts Cost  Prio.Nbr Type
Fa0/14 Root FWD 19 128.14 P2p

Fa0/16 Altn BLK 19 128.16 P2p
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a

1335 SwichB §1 SwichC1 1 SH3 191316 1 hNSAAESE 6118 dassic spanning tree §819

SwitchA ROOT
Priority 327638

Fao/16

SwitchB NOMN-ROOT SwitchC NOMN-ROOT
Priority 327638 Priority 32768
MAC: BBB MAC: CCC

mﬁmms:ﬁa’n topology

Reiis:uisuMIMUY WIS Ak SwitchB §4 SwitchC 1EH]BjEthhNSAGNUIFHIN topology:

SwitchA ROOT
Priority 32768

=
\
=
o

<
FaO/ 16 FaO/16
FaOo/ 17 FaOo/17
SwitchB NOMN-ROOT SwitchC NOMN-ROOT
Priority 32768 Priority 32768
nMAC: BBB MAC: CCC

SwitchB#show spanning-tree | begin Interface

Interface Role Sts Cost  Prio.Nbr Type
Fa0/14 Root FWD 19 128.16 P2p
Fa0/16 Desg FWD 19 128.18 P2p
Fa0/17 Desg FWD 19 128.19 P2p

SwitchC#show spanning-tree | begin Interface

Interface Role Sts Cost  Prio.Nbr Type

207



Fa0/14 Root FWD 19 128.14 P2p
Fa0/16 Altn BLK 19 128.16 P2p
Fa0/17 Altn BLK 19 128.17 P2p

mSHfIAIINNG 1 RIFUlaMN S designated port is1g] a1l SwitchB WS Port

FIUYWIF)aIsTid SwitchC AJBUISY port YHig) LA topology:

SwitchA ROOT
Priority 32768
NMAC: AAA

Fao/16 Fa0/16
Fa0/17 Fao/17

SwitchB NOMN-ROOT SwitchC NOMN-ROOT

Priority 32768 Priority 32768
MAC: BBB MAC: CCC

HiG: topology fﬁmt[fi rapid spanning-tree ﬁuﬁtﬂ% classic spanning-tree 1119 ngjis:
sinmigitugatsmumsiniysun g G UMA Hub YwisIoig: SwitchB 81 SwitchC:

SwitchA ROOT
Priority 32768
MAC: AAA

N
>
Le

kS -
\:.\._’, &9
L)
o

Lo
Fao/1
FaOfl

SwitchB NON-ROOT
Priority 32768
MAC: BBB

880 SIS I interfaces ¥hIg)A:

Fa0/16
Fan/17:

SwitchC NON-ROOT
Priority 32768
MAC: CCC
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SwitchB#show spanning-tree | begin Interface

Interface Role Sts Cost  Prio.Nbr Type
Fa0/14 Root FWD 19 128.5 P2p
Fa0/16 Desg FWD 100 128.3 Shr
Fa0/17 Back BLK 100 128.4 Shr

SwitchC#show spanning-tree | begin Interface

Interface Role Sts Cost  Prio.Nbr Type
Fa0/14 Root FWD 19 128.5 P2p
Fa0/16 Altn BLK 100 128.3 Shr
Fa0/17 Altn BLK 100 128.4 Shr

89 SwitchB #18 Backup port gt 4 iEhtaNiA Hub 1S1AAMAITS SwitchB

Dﬂ.a

BPDUs IRUN®SHIZS 9

aRdiRihuASiSMIMUA shr (shared)d DNt Hub 1GGIMINIBWHASHA
switches BAMS switch MY Interfaces N half duplex 4 mhtLﬁﬁHtS:’%m topology:

Switcha ROOT
Priority 22768

-
o

% D sl Fan/16

= _
< =
R P
FaN ‘J o
FaO/17 Fao/1 74N _—

SwitchB NOMN-ROOT SwitchC NOMN-ROOT
Priority 32768 Priority 32768
MAC: BBB MMAC: CCC
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o

HAINUMBSMSITMD backup port ssHilinaRARMGARYNIM:D hubs HAD
QUAINYUWAIGIMNIY 9

BPDUsLnfmSUmSLnUL‘.‘J?S]Q (hello time ) 1AWITHAGHE R AUMMIS sArBiJdebug:

wn

SwitchB#debug spanning-tree bpdu
HARMGIJULN debug spanning-tree bpdu 1RH{S A BPDUs R U{HIMSUMSYS G
SwitchB#

STP: VLANOOO1 rx BPDU: config protocol = rstp, packet from FastEthernet0/14, linktype
IEEE_SPANNING , enctype 2, encsize 17

STP:enc 01 80 C2 00000000 11 BB0OB 36 10 00 27 42 42 03
STP: Data
000002023C10010011BBOB36000000000010010011BBOB360080100000140002000F00

STP: VLANOOO1 Fa0/14:0000 02 02 3C 10010011BBOB3600 00000000 10010011BBOB3600 8010
0000 1400 0200 OF00

RSTP(1): Fa0/14 repeated msg

RSTP(1): Fa0/14 rcvd info remaining 6

RSTP(1): sending BPDU out Fa0/16

RSTP(1): sending BPDU out Fa0/17

STP: VLANOOO1 rx BPDU: config protocol = rstp, packet f

tsis BPDU §6 214160 1 hEs syt Sis:1¢i0gnohdia ng SWwival BPDU

" SwitchB nnmsmsi BPDUs ttﬂtijnﬂﬁtn sislifU Interfaces 1UAIH 4

=zB 4
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Frame S (S0 bytes on ware, S0 bytes capturad]
IESE S02.= Ethernet
Logical-Link Control

Y vy

Spannming Tree Frotocol

Protocol ldentifier: Sparming Tree Protocol (Ox0000)
Protocol Version Identifier: Spannming Tree (0)
8P0U Type: Configuration {0x00)

P 2P0 flags: OxO0
oot Identifier: 32765 / O0:19:06:ea:b8:80
oot Path Cost: O
Bridge Identifier: 32765 / O0:19:05:e5:b8:800
Port rdentifier: OxS001
Massage Age: O
Max Age: 20
Hallec Tame: 2
Forward Delay: 1S

A8)NHASWIUAT BPDU Y5 1AM S AaNunig)id wiresharkq huinmigsidumsisi
hmmfugj’g 1 4n HSG‘IG]UU‘IUlﬁn S1 BPDU gtui:1§ 105ATS GG N 9 wireshark website 918

IS U mSImIEh 6 MIM Ui SwichA § 8 SwithC 18 §]Utn M rapid spanning tree &1 1A

SwitchA ROOT
Priority 32768
NMAC: AAA

SwitchB NON-ROOT SwitchC NON-ROOT
Priority 32768 Priority 32768
NMAC: BBB NMAC: CCC

SwitchA( config ) #interface fa0/17

SwitchA( config-if )#shutdown

Snfiyhde (shutdown) Gien: fa0/17 interface 1§10 SwitchA
SwitchC#

RSTP(1): updt rolesroot port Fa0/14 is going down

RSTP(1): Fa0/16 is now root port
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SwitchC MSTNNNSHYWEAIARGIUMYW root port MEIAWNEHY! fa0/16 interface i
alternate port YA root port 1 NUBYAITFISH UplinkFast G1M: classic spanning tree Ui {AIMS
1AMy ST YN rapid spanning tree
Spanning-Tree RootGuard

RootGuard 1GGNESMGIGUMSSE root bridge GYtwig)a 4 BPDU aimsumsSadini
mithagm §igi5 Switch YwUMSSi BPDU YMuhyty Bridge ID IRUMHAM N hESegUtA
£ root bridge 191316 1 MYHYM SW2 HIGMW root bridge EMWANTANNS bridge ID ({1
DRIE 9 MEAMRYIDTRENS RootGuard 181160 SW3 §ig:hESMOIARNSIGIHINGIS 9 AyuiSa
169160 topology NIMY:

%‘f Fao/16 Fao/1

NOMN-ROOT NOMN-ROOT
Priority 32763 Priority 322763
MAC: BBB MAC: CCC

vingAng]ulsmuwid swa §k swa 9 tiiydndigimanc swa Ssiusth root bridge
SW2( config )#spanning-tree vlan 1 priority 4096
Now we’ll enable rootguard on SWe:

SW2( config ) #interface fa0/16
SW2( config-if ) #spanning-tree guard root

%SPANTREE-2-ROOTGUARD_CONFIG_CHANGE: Root guard enabled on port FastEthernet0/16.
ke grumssianithpimsiin 1 ayuiln debug 9 BigsitlhmondmaitiAnnsigih g

SW2#debug spanning-tree events
Spanning Tree event debugging is on

€-c-9-EtherChannel
EtherChannel ARNUIGATENISMIVEN S Physical ports 1565 Switch, Routers §4 Servers {li
yifsUIRams Port iy ARUEIST Link IRUMNSABAZAIIWNS Fault-tolerantq 918
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Protocols ARRU{AHTANUGIONA EtherChannel 83 Link Aggregation iti¥#G Configure
G162 EtherChannel My Giiu]utlicd Cisco Switch 4

9—1L§ Port Aggregation Protocol ( PAgP) IR0 iy 0 §5U &J Cisco
9-1EEE Link Aggregation Control Protocol ( LACP) Ry ﬁnjfliﬁn Protocol
M- Configure 516N EtherChannel IEMWHATATAR (8810 Protocol 214160

A8 Switches AR UMUMIFIMIFIUAMY Gigabit Ethernet GG Port 1 &0 Port 105219

SWITCH 1 - omnisecu.com.SW1

@omnisecu.com

184 Configure 19160 EtherChannel 1Ehtwsi{{ Port Aggregation Protocol (PAgP) 1817% Cisco
Switch TAHSTAGOIRIME:

Switch omnisecu.com.SW1

omnisecu.com.SW1>

omnisecu.com.SW1>enable

omnisecu.com.SW1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

omnisecu.com.SW1( config )#interface range gigabitEthernet O/1 - 2

omnisecu.com.SW1( config-if-range )#channel-group 1 mode desirable

omnisecu.com.SW1( config-if-range )#channel-protocol pagp
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omnisecu.com.SW1( config-if-range ) #exit

omnisecu.com.SW1( config ) #exit

omnisecu.com.SW1#

Switch omnisecu.com.SW2

omnisecu.com.SW2>

omnisecu.com.SW2>enable

omnisecu.com.SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

omnisecu.com.SW2( config ) #interface range gigabitEthernet 0/1 - 2

omnisecu.com.SW2( config-if-range )#channel-group 1 mode desirable

omnisecu.com.SW2( config-if-range )#channel-protocol pagp

omnisecu.com.SW2( config-if-range ) #exit

omnisecu.com.SW2( config ) #exit

omnisecu.com.SW2#

omnisecu.com.SW1( config-if-range )#channel-group 1 mode desirable specifies

the EtherChannel Group Number as 1 and the Port Aggregation Protocol (PAgP) Channel

mode as Desirable

Run "show ip interface brief" from Global Configuration mode to find the new EtherChannel virtual

interface, Port-channel 1 as shown below.

omnisecu.com.SW2#show ip interface brief

Interface IP-Address OK? Method Status Protocol

<output_omitted>
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http://www.omnisecu.com/cisco-certified-network-associate-ccna/what-is-etherchannel-in-cisco-switches-and-routers.php
http://www.omnisecu.com/cisco-certified-network-associate-ccna/etherchannel-pagp-and-lacp-modes.php
http://www.omnisecu.com/cisco-certified-network-associate-ccna/etherchannel-pagp-and-lacp-modes.php
http://www.omnisecu.com/cisco-certified-network-associate-ccna/what-is-etherchannel-in-cisco-switches-and-routers.php

GigabitEthernet0/1  unassigned  YES unset up up

GigabitEthernet0/2  unassigned  YES unset up up
Vianl unassigned  YES unset administratively down down
Port-channel 1 unassigned  YES unset up up

omnisecu.com.SW2#
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HpAG90

Routing

90-9-1AJGAIRYGIM: Routers 8% Routing
isiatisi)sisiThiufSapSuimngamihi Switches §4 routers 1TSS AIAY M
2s{A:is Routing

Sfiyh 18 Router MY 15t Routing ?
MAJN Switch “switches™ {1t Router “route” Gigh S SWHHIYG ?

isiSm Switches INWNSHANANANIG “switch” MSINWARIGAIFIT MAC
address 41 GAMUMIGAAGIM: Switch AIRRISTINUIRN Ethernet frame YWMSTAIFIAN
Interface 1UATNIBQUUMS Ethernet frame 18:1MwASAig destination MAC address*

Switches tﬁmiﬁjiLﬁﬁﬁﬁtm wRigAIFI0 Data Link layer information (layer 2) 9

"

)

Routers M1SAGMIUIMAUIN U AIRT GigislinnuisitbhASajiglict 1P packets I WHA
Aqsiuihtih 1P BUaIaISTicd network layer (layer 3)4 Router A8&]1§1iU IP address 1UAS
I IR U S1S1AR IP packet SUTWUMSIGMAY interface B{RY{HT

HAUINUARSURNUMRRAM ? AT N STitThE ST MAC addresses 1S1{AUGATgH
AU 2 INWHD SThili{aIn 87119110 IP address ?

MAC addresses S{IP addresses RIS AN STRYWAR AN AUAINA IANANA 4

u

Switch A Switch B

200 200
Computers Computers

MuUMNANIN HHNS Switches DU Switch SYWINSANIFIGSS WoMUThYW
h 1 Bgjlis:iiANI$15$Sc0 GRNASHMNYW Switch Sy 11:{HINA 400 MAC addresses 9
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gein: Intemet IMiAgA(piAntIUnkAMIRi? 9 honsnimsansaunind 9 1Bhia

UMUNUMSANS MAC addresses 1§19 MAC-address table 2G5t 2UATANSYW IS ARUAS

Internet ?

GIUUWABS{EIMIY UNIUAS Switching ANBSMGN{ARMS (Scalable) 4 tEMMSMIUG 48-bit
MAC addresses MBI G T AT1:18 4 Ayui SaS i glis aswnin Gigaghs st Routers 4

RouterA RouterB
200 200
Computers Computers
192.168.1.0 /24 192.168.2.0 /24

FinuithensisidissAms 200 AnjensINRIBH{HINSMUMYL Router A HIWNS 192.168.
1.0/24 network 1 Router B 918 wooﬁmﬁmﬁ WS network address192.168.2.0 /244

Routers “route” A AIFIINARNS IP IR WIS AR 2NN Router A H1Sh 1nN&T7192.168.2.0
/24 1S1§{M U Router B4 Router B (it hth 10n#117192.168.1.0 /24 1STi{MtsRouter A

(SAIBIMIENS MAC address table gl (UENS 400 MAC addresses i gimiamMIUMU
inywanislind Router SYUWIMNT ILNAITASYUW I 4 Switches 1{{J MAC address tables AN
ugSU§GImM: Ethernet frames 111 Routers 1{{J routing table gttt muiangiumsus
St IP packets 9 BENUAMKEANS Router [iAsTYW NSRUIRASTH routing table g4 Gigmsia
ARNSIRUEAARANIA Interfaces BUMUIMIWHNY yuflapeilanninidamsmyty
Ab IR

=S 192.168.1.0 /24 192.168.2.0 /24 &

ComputerA Router ComputerB

Routing Table
192.168.1.0 /24 Fa0/0
192.168.2.0 /24 Fal/0

211501 S Router WS HENSANIFINL:

ﬁnj§i A B18 IP address 192.168.1.1 ttﬁwmims Configure fYW IP address 192.168.1.254 M

default gateway

217



ﬁm4§55 #18 IP address 192.168.2.2 U] W{HIMS IP address 192.168.2.254 i default gateway I
181500 Router 1UATITH ITRMS Configure IP address 192.168.1.254 18100 interface FastEthernet
0/0 WM S IP address 192.168.2.254 181U interface FastEthernet 1/04 i Lﬁfmﬂifﬁttﬁﬁms
Configure §i subnet mask {2fUNS IP addresses 1805 router £ finetwork addresses SRIANGHA
Addresses 9:]’»'318:18’1@%5 routing table 1U &1

9 O-9-9-1tUjU configure static route §81160 Cisco 10S Router
isiakii)sisitBhiASapGuGim: static routes {tB{ET Configure 1 4

ajuiSajiEnIglin topology S145{MY:

v

Headquarters Branch Office

FaU,f'U FaO/O Fal/0
192.168.12.0 /24

yufSasunnaimsighumaoaiiy ibhwsinnairyultions ses Ggsimmiumw
’ﬁn NS AN ANSIHS 9

vZ/0TTT

MU WALM URINSM Uty wAtnGwana 4 ishimwmitnniwandtinnaingts
IS rework addless2220 /249 IETHGHIE IR HGNATTIAI LN LWALM (UNGM TBAMSIANGTA
2220/24 9
sy A8 aEURNYU Configure IMNARAIS MWD static route:

Headquarters>enable
Headquarters#configure terminal

ﬁqhm?ﬁmiqmtsﬂqh configuration mode
Headquarters( config ) #interface FastEthernet 0/0
Headquarters( config-if )}#no shutdown
Headquarters( config-if )#ip address 192.168.12.1 255.255.255.0
Branch>enable

Branch#configure terminal

Branch( config ) #interface fastEthernet0/0

218



Branch( config-if )}#no shutdown

Branch( config-if )#ip address 192.168.12.2 255.255.255.0
Branch( config-if ) #exit

Branch( config )#interface fastEthernet 1/0

Branch( config-if )}#no shutdown

Branch( config-if )#ip address 2.2.2.2 255.255.255.0

Ugﬁﬁﬁﬁﬂﬁﬁ% Configure IP addresses 1S1i(U Interfaces 1 ﬁgUﬁigGiLﬁUq’ﬂ “no shutdown” 181
100 interfaces 4 ﬁgHa§ﬁJ routing tables {1565 routers 1101

Headquarters#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
I - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,
ia - IS-IS inter area, * - candidate default,
0 - ODR, P - periodic downloaded static route
Gateway of last resort is not set
C 192.168.12.0/24 is directly connected, FastEthernet0/0
Branch#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
I - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,
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0 - ODR, P - periodic downloaded static route
Gateway of last resort is not set
C 192.168.12.0/24 is directly connected, FastEthernet0/0
2.0.0.0/24 is subnetted, 1 subnets

C 2.2.2.0 is directly connected, FastEthernetl/0

UENSUS IP packets 1F1R RIS RIS 4 MuniSNly router gl iA Netwok I8 s sMUIEh i s
giym: 9§t} configure §1 1P address §4 subnet mask §ST16U Interface 4§12 router ﬁ@mﬁ

network address
Router ISIMIUNQIWAAM AN NIHA 1N HTA192.168.12.0/24
Router 1STMIUN W EN 2 10N EHR192.168.12.0/24 and 2.2.2.0/24

iShinuiS Mt SWAAMIUATIERNS  Router (RUBSHMOMUEAMSIANGTA  2.2.2.0/24
Aifen A SHUM ASISIAY routing table

9 0-9-InterVLAN Routing

isiphen)sissduluiianelid routing i ViANsT ishinuidiuchehnAshink
VLANs igjam stih Shipimisiauainfit o route M 4 stk GIJ Router 1Y 9 Gig
ﬁi—ﬂ‘ﬁt[ff Switch RIS Layers tLﬁS(muItiIayer switch (aka layer 3 switches) 4

aju i SajiEnIglin options iR E 4

Router on a Stick

o
ComputerA
192.168.10.1 /24

ComputerB
192.168.20.1 /24

1S:AMMI Setup router on a stick 9 SwitchA 18 VLANSs {119 §ig: it Subnets 014 101tk
shgheufinAsha thhpliansUAINAYWIRUMG Route MS T 1siad e ki
Router U5 4 Router A SR{IMITANU VLANs Qi1 9 §ig:itiimouifingt 802.1Q trunk i

SwitchA 841 RouterA 4 18:AI]U configure i:
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SwitchA( config ) #interface fa0/3

SwitchA( config-if ) #switchport trunk encapsulation dotlq
SwitchA( config-if ) #switchport mode trunk

SwitchA( config-if ) #switchport trunk allowed vlan 10,20

iS:UﬁW@ﬁﬁUjUfSﬁ'ﬁ Configure SwitchA 4 U Interface fa0/3 & trunk port SRETIUIMS
MiggAMN 9 Jigeesia VLAN 10 §4 20 (i SHS M A

RouterA( config )#interface fa0/0.10

RouterA ( config-subif )#encapsulation dot1Q 10

RouterA( config-subif )#ip address 192.168.10.254 255.255.255.0
RouterA( config )#interface fa0/0.20

RouterA ( config-subif )#encapsulation dot1Q 20

RouterA ( config-subif )#ip address 192.168.20.254 255.255.255.0

UIfn g sub-interfaces ATl router g H{MUN IR VLAN gwsamiR b ayaist 148RIA0
Uiy IP address T VLAN St

RouterA#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.10.0/24 is directly connected, FastEthernet0/0.10
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C 192.168.20.0/24 is directly connected, FastEthernet0/0.20

The router will be able to route because these two networks are directly connected.
C:\Documents and Settings\computerA>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IP Address. ...........:192.168.10.1
SubnetMask ...........:255.255.255.0
Default Gateway . ........:192.168.10.254

C:\Documents and Settings\computerB>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IPAddress............:192.168.20.1
SubnetMask ...........:255.255.255.0
Default Gateway . . .......:192.168.20.254

Don’t forget to set your IP address and gateway on the computers.
Let’s try a ping:

C:\Documents and Settings\computerA>ping 192.168.20.1

Pinging 192.168.20.1 with 32 bytes of data:

Reply from 192.168.20.1: bytes=32 time<ims TTL=128

Reply from 192.168.20.1: bytes=32 time<ims TTL=128

Reply from 192.168.20.1: bytes=32 time<lms TTL=128

Reply from 192.168.20.1: bytes=32 time<lms TTL=128
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Ping statistics for 192.168.1.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

al

1S suinmAFiRugamsigh 1 Higsngiasthyapimisitinm:pawivuis: 2

haoalgidA g gads(pimigt Switch RS Layer H{BSISNGM{NU Routing (HIMI[AY
Switch IR IS 2 layers MGITM'S 4 Cisco Catalyst 2960 Ath layer 2 switch GiANAR Switch R0
#18 Layer {{FSIAWH SAIYINAA Cisco Catalyst 35604

AnNTURTSHIAM:NWISIAD router IUATHARGANGUNEWIAYWAAIWENGIV)IGIG]RIS]
IGUAMMIAYWIE M BUAM G SMIARAYS (congestion ) 4 1S:AMMI Configure 1S 2UAIAN
Syw a4 idndamon stinmanwinhig)ayie 2

SVI ( Switch Virtual Interface)

== :

== n: o
ComputerA
192.168.10.1 /24

ComputerB
192.168.20.1 /24

1S:Athjumnis Switch IRIMNS Layer I{5S 9 Switch 1S:NSATERMNARAI Routing NS
it mS Configure FIRMUIUTIEN SVI (Switch Virtual Interface) SS{U VLAN SYWISHIMA IP
address Bj1 4 IP address §S SHG{HIN SIGU{NUAN]$HRUITIN default gateway 4

iSZ'EuﬂﬁUjU?Sﬁﬁi Configure 11:
SwitchA( config )#ip routing
SwitchA( config )#interface vlan 10
SwitchA( config-if )#no shutdown

SwitchA( config-if )#ip address 192.168.10.254 255.255.255.0
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SwitchA( config ) #interface vlan 20
SwitchA( config-if )#no shutdown
SwitchA( config-if ) #ip address 192.168.20.254 255.255.255.0

oiREIGA Routing IEMWITUEN ip routing 9 10HAIAGH Switch SRESUIRAM ST routing
table 1$121¢ 9 RUNSUUAHIUIAAST SVI (T VLAN 10 §% 20 §t7tW Configure IP addresses
gjh 9 Mi Configure IS:HGEOM ITHAMUIGMITIYW Switch IRUMSAT Layer Ays9 181
Switch {8 U S i1 Layer §6ih Cisco Catalyst 2950/2960 4 itTHANS SVI 4 Giggnrn Gy
MIAUARN G

ishinugAuiRagt svi swiduem no shutdown muigmASH “up” Dignsed virtual
interface UIQWM: 9 NSAEIMIYWESSYMSRUEMMB “down”:

VLAN {5fiatn Sti{fuGiS1Al VLAN database {thafia active

UNRIUNGAMAINS Access U trunk port Hutﬁfﬁmt[ff VLAN tS:@ijﬁjﬁﬁmmtﬁWﬁﬁzmsﬂﬁﬁ
spanning-tree forwarding mode §ti.ﬂtﬁ@J§ VLAN Lh:ffﬁ Active U SVI 34 Down 9

- <
ComputerA T2
192.168.10.1 /24 = svIvLAN1O

WL A o

= ComputerB
~ —
\\192.168.10.2 /2/41-//

ibhensAn$insigh VLAN 10 1WUHEA SVI gWAHU VLAN 10
SwitchA#show ip interface brief vlan 10

Interface IP-Address  OK? Method Status Protocol
Vian10 192.168.10.254 YES manual up up

HASMIGMANANN:IUATA up/up IRAIRY

ComputerA -
192.168.10.1 /24

SVI VLANI1IO
UP/UP

192.168.10.2 /24
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101t shutdown GIM: interface WM 11:hSMSHRIR AYINLIS 9 SVI Shuimeidm
up/up ﬁth: interface fa0/2 §|’;‘l active 1

QQ—

55 =
ComputerAa <

19 2.163.10.1 /24

2
v ==\
== =t
% =]

ComputerB
i1Io2._ i16=2_10.2 /24

SWVIEVLANIIO
UP/DOWVWVIN

SwitchA#show ip interface brief vlan 10
Interface [P-Address  OK? Method Status Protocol
Vlan10 192.168.10.254 YES manual up down

ISHNOUIGH Shutdown interfaces ARAIAME 1 MSHHT Active USIF)H191SIAR VLAN 109
RUGRIUA SVI ShMwth up/down

Replis:itiNoHRA Interface YWIGENA SVI state (piitith itbhohdadidnsgifnigh
Gien¢ interface fa0/2 IRAUAM SR N ASIFIET SVI state:

SwitchA( config ) #interface fa0/2
SwitchA( config-if ) #switchport autostate exclude

iR Gi0UCN switchport autostate exclude 4 1S:SSWHNMSAFNIFIGNANN:TS
nassgliianN:is svi
BNUAMN down 4 gASMIETMENUA AN:1UES SVidown BiiE4 19125 02 18Ta up ShlindimiY
i9:0th svi poEshnhw wstianayuie)aidunbimoid swich RS Layer
IS NG Routing 9 ME I SIRL{AT Interfaces AIMHATISTIN Switch YsATh switchports (layer
4 ﬂ:f§ttﬁﬁi—ﬂﬁgmﬁﬁfﬂ routed ports (layer 3)MS 9 routed port AR Interface JoAMIFIIH
Rt siistic Router s

9 O—[ﬂ—ﬁUjU configure DHCP Server 181160 Cisco I0S

Cisco I0S routers 81 layer 3 switches 1HH1G Configure DENDHCP server 4 DENWwaM ﬁ'ﬁﬁﬁj
Configure 1 9

A8 5§15 Topology S1MIMEIS:
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192.168.12.0 /24

254
Fa0/Q————Fa0/1

DHCP

w

Switch YUIAWRHAAY VLAN Sy 9 it 192.168.12.0 /24 subnet &N UAMIUINMIS: 9

21150IHTHEN S Router YR quifiih DHCP 4 Router SWANISHFINSMUMYw AT

DHCP( config ) #interface fastEthernet 0/0

DHCP( config-if )#no shutdown

DHCP( config-if )#ip address 192.168.12.1 255.255.255.0
Now let’s configure DHCP server:

DHCP( config )#ip dhcp pool MYPOOL

DHCP( dhcp-config )#mﬂfﬁﬁﬁ192.168.12.0 255.255.255.0

13U ip dhep pool sRE]UIRE DHCP pool GWIWENAIAINS G 4 DHCP pool 182 §411({
INNGITA192.168.12.0 /249 itk {aIiRIGE] DHCP server Hiafimig ko) atibims
DHCP clients SENWITUNE G RIMEIS::

DHCP#show ip dhcp binding
Bindings from all pools hot associated with VRF:
IP address Client-1D/ Lease expiration Type
Hardware address/
User name
192.168.12.2  0063.6973.636f.2d63. Mar 02 2002 12:24 AM  Automatic
6330.372e.3132.3265.
2e30.3030.302d.4661.
302f.30

a a

RogAM SITMORIGIWS tTHNS DHCP client YWItIWHFGUMSSE IP address 192.168.
12,24 1slaianataBUaAY iThAns DHCP IRnYjR A fNS N SYWESSIFI6] Clients 018
HOM default gateway, DNS server 16U
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al al

sy S ayiBunyg)uismi Configure:
DHCP( config )#ip dhcp pool MYPOOL
DHCP( dhcp-config )#default-router 192.168.12.1
DHCP( dhcp-config )#dns-server 208.67.222.222

NRIUITAMS Configure IP address 192.168.12.1 R default gateway fULmﬁ DHCP clients
ENGWUEN default-router 4 YN dns-server HS(MAGIITHINGALNARN DNS server 1

EYUWMI Configure 1S3 DHCP server SUR (U IP address .2,3,4,5,6 16

9 0-M-9-Cisco I0OS DHCP Relay Agent

DHCP {50 SIAIT AN UR U IP addresses ThATW{UIRINWITST Packets G §SGiRjim 4
RN ANTTE Host YUWM'S IP address i$1216 Y broadcast § messages 181100 Network 4 66NN
Broadcast At DHCP server {§iiia f{:jﬁtﬁ@;h broadcast domain BNYUWE 4 W ANITE Routers B8
i-ﬂ'GUE‘TJ'3 SUS ST broadcast packets

aufSandnumnalimey:

192.168.12.0 /24 2 2 192.168.23.0 /24 3 %
% Fa0/0 —Fa0/1 i
Routerl

Client DHCP

112 RITRNS Clent Yt 1STAOM AINS Router YIS MiST2MAN 1S DHCP server Yt Client
IRUGRG G IP address YUMuBIW:iS DHCP ShUMSS broadcast YWk UHISIAEN:t DHCP

aa

discover message ‘1 router ﬁm’“’gmﬁﬁﬁljﬁttﬁ wﬁﬁsumsuggiﬁmmﬁ broadcast 181219 9 §1G:

<

DHCP discover SHESHITNAFRMY W DHCP server SIS 4

IRIDRI N WU IS M UHY)UAM ? iHR{HRANS DHCP Relay Agent 9 SUAWIANWE
Router SHUNSUSST DHCP requests f Clients 1916] DHCP server 4 1STi00IE0 DHCP server
BwavTimh ShumMSUSSt messages 11:{A¢{ULA Client T

SEREFISMINIS A ER

DHCP Discover=———;-

192.168.12.0 /24 > > 192.168.23.0 /24 3
% Fao/0 Fao/1 :
Routerl

Client DHCP
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SfiyhA Client S¥UMSSE broadcast YUsH SININ 2t DHCP discover message USIUYHA Router 81
¢gUMSST message DM N aIAISIAYN broadcast domain YL client 4 IR SHIARNSIGN
UIg)a ?

DHCP Discover

DHCP Discover—— /—\

192.168.12.0 /24 > 5 192.168.23.0 /24 3
% Fa0/0 % Fao/1 :
Router

Client DHCP

router ﬁsgmmssﬂi‘ DHCP discover message 1S1ifi FastEthernet 0/0 interface 1UESTTWNRH
INSIOUST Packet 1829 Tyt DHCPrelayagent BiNSITA 1 M roiAumnaufiisaghig)as ik
UMSUSST DHCP discover message ™1 unicast packet ttﬁwﬁ@ﬁurgmfgﬁquﬂm giaddr
(Gateway IP Address) Isifg“‘h DHCP packet 4 ﬁ§hﬁ5‘ﬁU£L]EU§f IP address 192.168.12.2 tS”lﬁQ“'hfﬁ'ﬁ
is:Digm: hIS$GUSH DHCP discover 181165 FastEthernet 0/0 interface 9 37 giaddr 1S A
MITNW DHCP server YhSSERA Pool YuaMIR AR fsTastisA 1P address Yuis1ig 9 Gins
source IP addressiSunicast packetﬁ“’m192.168.12.2 9

fEUSIFIg)A:

DHCP Offer

T

192.168.12.0 /24 5 > 192.168.23.0 /24
% Fa0/0 % Fa0/1
Router

Client DHCP

DHCP server M 8§ ¢fUsi DHCP discover message 1] w%umsLﬁ Qjﬁﬁﬁ?m Si DHCP offer
message Yt 1 DA unicast packet YK (U{HIUSYA router 4

DHCP Offer

e~ MR Offer m

192.168.12.0 /24 5 2 192.168.23.0 /24 3
W oo o, :
Router

Client DHCP

US1UdnA Router ﬁUm SUS§i DHCP offer 181560 FastEthernet0/0 interface th broadcast g
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DHCP Reque stm—

192.168.12.0 /24 5 5 192.168.23.0/24 3
Q’ Fa0/0 x Fa0/1 .
Router

Client DHCP

client 1NNEHGIMHASWIUAT DHCP offer message SHUIRAST DHCP request it
broadcast router AN SEHE broadcast 1824 tijﬁif:imi l

DHCP Request

DHCP Request\—- /\

192.168.12.0 /24 > 2 192.168.23.0 /24 3
Q Fa0/0 x Fa0/1 .
Router

Client DHCP

ﬁ%@m&ﬂ% DHCP discover message 1514 DHCP request 183 SR{ITN SUNSUSH unicast packet
yuw 4 muiS):iA giaddr ‘Fﬁ[}jf(ﬂ SEUAUMUMYW IP address 192.168.12.2 9 DHCP server ¢ ¢ Ui
DHCP request i AUSSINAIMIFIY218)a

DHCP ACK

— MR ACKe /\

192.168.12.0 /24 2 > 192.168.23.0 /24 3
Q Fa0/0 x Fao/1 -
Router

Client DHCP

ENG I DHCP senver S XU SS1 DHCP ACK YA WAUIFIS ¥ DHCP request MRINSUN 1916 Router
TN unicast 115 Router §1 broadcast MSH(U FastEthemet 00 interface 1 12 clent A8 utisan 4 Agji
1S clentA 6§ UNSSH Paddress U WIUAIARY A 9 (UNSINAT ty 4

Configuration

it4ns Routers 5§ M 181Ak 1anadniS:

192.168.12.0 /24 5 > 192.168.23.0 /24 3
Fa0/0—————Fa0/0 x Fa0/1—————Fa0/0
Router

Client( config ) #interface FastEthernet 0/0
Client( config-if )#no shutdown
Router ( config ) #interface FastEthernet 0/0

Router ( config-if )}#no shutdown
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Router ( config-if )#ip address 192.168.12.2 255.255.255.0
Router ( config )#interface FastEthernet 0/1

Router ( config-if }#no shutdown

Router ( config-if )#ip address 192.168.23.2 255.255.255.0
DHCP( config ) #interface FastEthernet 0/0

DHCP( config-if )#no shutdown

DHCP( config-if )#ip address 192.168.23.3 255.255.255.0

9 0-&-RIP Distance Vector Routing Protocol

RIP A distance vector routing protocol Gt tshE routing protocol ﬁﬁﬂﬁ'ggﬁutﬁfﬁ gl
OUIREMYEWI Y BHSHOUIRUIWWATHSAMAIFHD distance vector class9 15 distance
vector NS SWHGIYG ?

Distance AthASAGYIWIRIsIAkAANAATS Routing ttftht‘?mLﬁﬁ

Vector A8h & auiiR uisiai fanis Routing TGS ATEN Interface §¥ IP address 1UAT Router
UQUIRURIUMSIFiG)

RN §Tﬁji§mﬁﬁU‘JUfﬁ fU distance vector routing protocols Rindimi:

v

<t w
Q .3 w
3 Fa0/0 Fal/O—FaO/O a1/0 Fa0/0 Fal/0 g
. 192.168.12.0 /24 192.168.23.0 /24 | N
Spade Hearts Clubs
Routing Table Routing Table Routing Tahle
1.1.1.0/24 Fa0/0 0 192.168.12.0/24  Fa0/0 0 192.16823.0/24  Fa0/0 0
192.168.12.0/24  Fal/0 O 192.168.23.0/24  Fal/0 O 3.3.3.0/24 Fal/o 0

ISIANUMNIDTHNS Router GgSMIIWITRANKIT distance vector routing protocol

(RIP) 4 BoitTudindimis Routers hutfia routing table mumisuliyy GisHinuhdnim:a
Interfaces IR SPUIN WU

HANSITMMAFNSISISIAY Routing table 10ASNY nAN{ANEIEUEANSHEMA
Interface Ui wnaNiuakiE ugA SITmATIBERR Y RIP i Hop count (hI{AARIUAIN 1 heNS

5

NFMPANUTSS Routers IR UMM SFUMARE]ISIR T Ui
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it S distance vector routing 9 HIBUIARNSIGINA Routers (AT SUEAGYNST routing
table 1UFINIFIB] Routers RRRIRUMUIMWENIN 4 Gims: Router IRUSIALN S Spade SHEA
Gk S Routing table 1UfsMi¢16] Router IR UM STAIN: B Hearts 9 Router IR U1 SIAIN: B Hearts
Sh
i8]
ﬁﬁmms:tsﬂgﬁ Routing tables 4

a6l i Routing table 1UAIN1§18] Router IRUMISIALN: B Clubs §8 Routers 131 91¢) At U

W Y

a981S1: 9 10 Router gWeguMSSinamsHn inadayw hesmsiiisiie 1 hnuigy

N W
N 1 y y 3 "
Q Haf0 Fal f0——ta0)0 alf0mmmta0) alfim ¥
ial

: 192168120 4 1916830 /24 N

Spade Hearts Clubs
Routing Table Routing Table Routing Table
1110/ Fa0/0 0 - 192.168.120/24  Fa0/0 0 « 192.168.230/24  Fa0/0 0
192.168.12.0/24  Falf0 0 192.168.230/4  Falf0 0 3330/ Falf0 0
19216823004 Falf0 1 1110/4 Fa0/0 1 192168120024 F0/0 1
3330/14 Falf0 2 3330/14 Fal/0 1 1110/24 Fa0/0 2

aju R Sadnislicd Router B U 1A : B Spade s wHASHITMNhn SRR 192. 168.

MSUISUSHYLAR (hop count) MG Networks F101S: (ATIRAISGEW)
516N Network192.168.23.0/24A1 Sy Hop 117 tWNetwork 3.3.3.0/24 $18 2 hops

HARMSHT M Router 1B I SIALN B Hearts §1 router R INSIALN B Clubs MSTINENGien:
Routing tables 1665 9 ISHRNAT MOINFYH Routers 1UAIITRSHUMSSIGNUGURARHASTS
Routing table 1§18§ Routers i uihgaRagiivashiflgiiiugyjsmnGim: Routing table 15 A5 4

§i5: Routers ANRIGMIIwITRATRmuBlivashGim: Networks 18G9 Gims
Distance vector routing protocols 1 SMAIGNUGIMUNYWESS 1 gy anduieibHitums
iAansigTRiRuthAn A

9 0-¢&-Administrative Distance

Administrative distanceAMBH{F YIS M ANRoutingiB ugARIANIARIAN SMITMAIN 9
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Administrative Distance (AD) Ath&TEYWIRN Routers iiglimubankilgjifaiags

UrgsﬁLUtﬁ’nfmjmsimmfﬁmmsginmsmgmﬁsamgamsmmnﬂmqwn Routing Protocols

AfRIUE 1 AD NUNESAGHATS Routing Protocol §tis 9 AD ARATYINU YWk v salgmii 0 191

o F)

wee 9 AD §oURAAMAIEYWIRN Router MSIRATWA 9 Big: algis AD [Uii0
1

ah
algidudsyh wed

Administrative Distance

Route Type

(AD)

0 Connected interface

Oorl Static Route

%0 Internal EIGRP Route (within the same Autonomous
(AS))

100 IGRP Route

110 OSPF Route

115 IS-IS

120 RIP Route

255 Unknown Route

ISiahHAU SIS TN S FIFI Administrative distance SR AU UTE I

Network:

Network 192.168.2.0 /24

: 0
192.168.1.0 /24 K/

URBA0INW

System

istaumnibinsianaiagwitufnhiniimist Potocols fisinuiaywa ospF

S} EIGRP 4 Routing Protocols mhmﬁqhg
UMS IP packets R mﬁt{pwﬁmmi i
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http://www.omnisecu.com/cisco-certified-network-associate-ccna/what-is-autonomous-system.php
http://www.omnisecu.com/cisco-certified-network-associate-ccna/what-is-autonomous-system.php

OSPF [MUEyiit it Router ifA IP packets IRAUANMITFIN MI{MS:

IRAANS Routing HiBuitdiAnkiTh 2 Aahi? 10 OSPF U EIGRP?

Giiwhslin i Routing Protocols fiAnRGGITASIAAH sERm Ui aTago
m ibkpiam Mo Al a1 ithhpiiSaelid Administrative distance § AD 9
ﬁ“lﬁLtﬂUIﬁt]Umh Classful iYW Classless Routing Protocols

Routing protocols 15 classful U classless:

Classful routing protocols QSUEQS subnet mask 18110 mm:‘lfﬂi updates

Classless routing protocols Ut S subnet mask 1§18 gUisin mt§m1 updates

auhsanSueening
FalfO—FaO/O

3
al/O Fal/0 Fa0/0
192.168.12.0 /24 192.168.23.0 /24

Spade Hearts Clubs

Fa0/0

172.16.1.0 /24
e/ 0 ¢9tr LT

NS Routers GSS[T]IU]UJ’BWSUMIS Networks ﬁJ‘HﬂSnJIUEUIfﬂUJ Ad

3:)3
_CQ
§'
o3-

Gien: Networks iR ustihimns:

172.16.1.0 /24

172.16.2.0 /24

192.168.12.0 /24

192.168.23.0 /24

nifiN classAB Sk C

172.16.1.0 §4 172.16.2.0 (3a1SIph class B
192.168.12.0 §4 192.168.23.0 AJAISIAHN class C
1fi Class B §% C 18 subnet mak My SIlug 2
Class B: 255.255.0.0

Class C: 255.255.255.0
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Classful routing protocol §ﬁ§SUmS Subnet mask tﬂfﬂﬁuwmﬁﬁtqujgm nis Routing Table 181
19 9 AN SHIARIGIH ?

172 1600 172 16.0.0

Fa0/0 Fal/O—FaO/O al/O Fal/ﬂ

Fa0/0
192.168.12.0 /24 192.168.23.0 /24

Spade Hearts Clubs

172.16.1.0 /24
vZ/0Z79TTLT

516n: Router IR UL 1AL :th Spade 8# router Clubs BSU S §i subnet mask 1§ty 1S
1ShnUIG M Update GiMs Routing tableq Big:hSURIORNWST classful ianadnia i 172.16.
0.0 181ANAINATS: 1 IR STIRAIGIRGIN: router Hearts ?

NENGSIA SNY W172.1600 SANARAINWUIN S Packets IF12ME Ry MANTAWTIBAMmA

S

Shopunuiiegunsanygmn g mymiiah SHiGejMsumMIAAIgIH 4

Classless routing protocols §j0RNIST subnet mask 1§1EEWISIIN updates:

172.16.1.0 /24 172.16.20 /24
<+ B
N N
o b
G Fa0/0 Fal O—FaO/O al/O—Fal/O Fa0/0 g
E 192168120 /24 192.16823.0 /24 :D;
- Spade Hearts Clubs »

poiRugAm SRR router Spade ANNRIORN 172.16.1.0 subnet BN subnet mask Router
Clubs ANRRIORN 172.16.2.0 subnet MY subnet mask BHIR14 15 routing protocols UsAM

N classful Y classless ?

RIMWIS AT MIUINMAMIYT AD 9
Router( config )#router eigrp 12
Router( config-router )#distance eigrp 90 160

al

s0ITHNS EIGRP SRUMN distance TR usiilgjus AD ({0 EIGRP 4 Gien: EIGRP Q16HSI
tdmsaiy 90 Uig EIGRP kAl Shmsaly 160 4 gaskndmAgiRumsynsiak Routing table

Router#show ip route eigrp
3.0.0.0/24 is subnetted, 1 subnets

D EX 3.3.3.0[160/1734656] via 192.168.12.2, 00:00:30, FastEthernet0/0
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D EX 192.168.23.0/24 [160/1734656] via 192.168.12.2, 00:00:30,FastEthernet0/0

90-D-1TAIREGIM: EIGRP
EIGRP ( Enhanced Inferior Gateway Routing Protocol) T35S Routing Protocol 65 Cisco 4 10HAB S anA

ISy Distance vector §1 RIP 191:1¢ HAATAMS RIP YSINUUSGAUIFAR EIGRP 9 EIGRP
[BISIATUTIEN Hybrid Yth Advanced distance vector protocol SWGAGIRMIHSIAGIMS RIP ﬁmf
msHsipisigisidimnsgom:

e Split Horizon

e Route Poisoning

o Poison Reverse

EIGRP routers SHUOWIRBUR S§T Helo Padkets 1915 Router §3j41 916 )3t G OSPF 153 At igAUMS
St Hello Packets {WHAS ¢ UNBATM HASHMWMHEARANRIUAH 9

EIGRP neighbors SREVUUISIAAHSHN Routing THUSHIFINS Save 1SIARMNRIUAS
Topology 1 BHEUUIAITRARMNYIS Topology SH{AINSEUMGIFIAK routing table 9

Feasible Distance = 20

o

D -
Fa0/c
R3

Advertised Distance = 15

s <
? Fan/o Fa LJ_.-"U!— al/o

Topology Table

uonjeunysaq

Topology Table

Advertised Distance 5
| Feasible Distance 15 ]

Advertised Distance 15
. Feasible Distance 20 |

iR S routers 5SMEANSININ LT RL,R2 §4 R34 it ShAANIGim R Ui iATRAYA
mSmUIRIRIsigmWw R3 4 EIGRP 1{Jgiaisis metrics msﬁﬁuﬁn bandwidth, delay, load
and reliability I8 Uitk S AmAnISHINUIMIW 9 AlgARis: Sy SJUYSINI link Sy ISh{i
MSASHGIST metric YU 41 SE{RRIR UM SR NUDMIAA{UIIThRIA 9
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islabjumn a1l sASHIFI interfaces 10HANSA{IS1IU EIGRP router AA{MAR HASH

Advertised Distance =5

_—

s > % 10 s >
Fa0/or Fa0o/ Fal/o Faoy/

R1 R2 | R3 |

uoljeulisaq

Topology Table

Advertised Distance 5

nsgshnsidunsalygaitgasuinrgmmy 1

R3 ShijoRnwAAnSigle) Re SHURARUAhEAMSIMUIN Y hyus{As R3 ANk
SunwyAms R2 th “hwnsaly 5 NEPFARUEIN: 918N SIAILND advertised distance 1 R2
®ISENAIS topology Sisighmnkis topology NSk Save siviAIN:gARIRUNGUYA
w1 ikEsmsiihionaishiduin:igmhwandansiiin R2 S save isighmni

Feasible Distance = 15

-
-

Advertised Distance =5

Fa0/o0: Fao/o Fal/0————Fa0/

R1 R2 R3

uoijeulisaq

Topology Table

Advertised Distance 5
| Feasible Distance 15

topology 1UaIh 4 ifRmsEiwhonwitunsiininwae thwania R3 NS{MUIEH 9
ihAmsnshitidiuAnls ink it R2 §4 R3 [HINSMUINWEHMNTY R2 MSERAIHRAT
gimquaﬁméim TR mm‘t’ih@fmqms:tmvﬁfn Feasible distance {IWA{HINS Save by
topology table {U&5H 4 AN SISHAMENANATRI SIS EIGRP 4

owitunsRiNRpwis IR AR AU SHAMUEADICRIWIR UMM GEAR M U
MU Feasible distance IRUMOMNIWRITIVRHARU{HIEAR MUY hEsnsms
o oIsHigwisgn:th R1 AAnRSIAAIMT EIGRP 1819 R2 AfUMSS] Feasible distance U8RI
yAMS R1 96 9 R1 §4 Save §iAAH 818218174 topology table IUAIMGPIUTRURINRNW 9 R2
ANUMY R NOPWAIE 4

R1 RgpimsRhfomnwiimuiiamuwi R2 ShifhmsEtusAA I Link thi R 8k

R IRuhmoaanGim: sy auit uEin STt Feasible distance IEUIARNSISIAINS
Save 18171 topology table 4

B AR AI T MATUIGAIS U ARISERIG) A
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« Advertised distance: At oW MSEAR ARV AIHA

o Feasible distance: ﬁfﬂugﬁ wiviugnm st

myw EGRP 19:TothnamAmwigian sgiughiRuiaunis feasile successord ik
pHRhEIImaAGimns feasible successor METYJUMM ?

ajuiSadn:

uoijeul}saq

sﬂg 2mmimhtm1wﬁms Router ﬁﬁ nAnREIANIMI EIGRP 9 itiiANRIaISI2N router

- 1AgTYwam successor (FRRMWIRITAIA) ?
- 1ENTRMS feasible successors (backup paths) iR Wiygie ?
. auinmmnhabimuidgmeidm

30

Advertised Distance Feasible distance

R1
R2

R3

. IUHACRANANMMEWENE EIGRP (FIUINEISIAR advertised Sk feasible distance
wg SRR

« RIAQh{UBhonmuIiANSpiiio0 R2 (MU & {4 R3 [MUITHT &9 ik
Noin mtsﬂgh advertised distance iSMIN:
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Advertised Distance Feasible distance

R1 10
R2 5
R3 9

hwaniantbhnsing Link iBunsmihwin s i:bhmouiguhielnd advertised
distance i1 ngﬁUHﬁtlﬁﬁmS feasible distance.

Advertised Distance Feasible distance
R1 10 15
R2 5 10
R3 9 109

BB feasble distance A GENRIAT R 5 th successor(R2 4 BIG B RMSIG WRANIG 9

Advertised Distance Feasible distance
R1 10 15
R2 5 10 SUCCESSOR
R3 9 109

238



- 1ssAmalghiiugmsii
e Router WHIGMILWEH backup peth HsmsiShisim e mmauicniipitauisgigung e

[3¥ n
v

wyw%’s R3 A& fﬁmﬁﬁmmyw feasible distance s R2 iBumsaiyh

Advertised Distance Feasible distance
R1 10 15
R2 5 10 SUCCESSOR
FEASIBLE
R3 9 109
SUCCESSOR

o hiMIUIAT 9 §1G2 R2 Ath Sucessor 1B AJIIRIUIU R3 Ath Feasible successor s 4 H
SwiAn@ihmiumieiak EIGRP toology Uigitiusuimeimin successor 1sigh
routing table 9 I0HAMAUNS] Successor INWANITA Link UNEWIS: EIGRP Shhy
Paste §1 feasible successor GAUIFIRY routing table I 1S:AMEIENUIEE) EIGRP e
FAST routing protocol iR Stmj]smﬂs ﬁfgtt?ﬁﬁms feasible successor tSﬂ‘g‘ﬁ topology
table

- R9irguliSajeIUaGIm: feasible distance Is R3 841 R19 1Hig
R3 ISTOWRNRGHIWIVAS R1Y 1BhH S SWRLIMSYIS ? 18K
Tﬁ@JEﬂSfﬁtﬂ Ui LUI{fJ" non-optimal backup paths ?

. Lﬁufﬁﬁt@@‘ﬁ §" EIGRP A distance vector protocol 9 hESi St Link State Protocol §G
B osPF iR sirsisianainis:ie

nMHg: ? ARG
41gNIAJAT Cisco EIGRP

=t

3
A

« Distance vector routing protocols R #iARIE AN (Vector) Shomtuiglim i
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« JuusiiuEARiIEoOaS EIGRP feasible successors ﬁﬁﬁtﬂUfﬁm EIGRP MG

uoneunsaQ

backup path & 100% loop-free! 41 &J8A8AJIFIH2NNIAN
{niclisIARSat EIGRP Adistance vector routing protocol

it A8 a519100 EIGRP topology table 165 R3 1WwitTH oA GIhEAR MM Ui 1Mt Re 4 {38
GingmniNRIMY:

Advertised Distance Feasible distance

R4
R1

R2

R4 SURNRNWARNSIFm U anatTAvAmMS R3.

rR3 SuRnipwAsnSIgimuiR innatavams RL 84 R,
R1 SHRIORNWYAMS IMNARAYA R2

R2 SHRJORNWYAMS IMNATAYAMS RI

RI SURJORAWHAMS IMNATAHIUBAMS R3.

R2 SHRIORNWYAMS INATAIS {AGJUBAMS R3

o o A~ W o=

Advertised Distance Feasible distance

R4 5
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R1 25

R2 19

iiums distance IRUMSRIORNW 1 gARanMvAITAnh M UITResRud oy willgiunsigl
BrUtm i 1nnatia 9 SUnSUURITINMISIAY feasible distances 4 1AitTH ¢ gSHII2ISIAN
SYIWRIORNWMEHYUAM ? A8 ASAIFIN Routers GSSM:

R4 AMWAME 1 imUinsoyw 5 Joitumsidmisiakiumny Mpinsijoipuwisims
R3 1NN AISIAN topology table

R1 ShisatianatARumim U muiw: R3 A R2 9R3 §ﬁﬁjmﬁy WSIoNWis3+5+4=12 B
S R1Y Rt SUYORNWUSSICPIWEAMS R3 0 3+5+44=129 1NAHN STESIA 12 151g0igATs
spwikumsggRpwahmni 2 hinianiin 1 HISIGIm: splithorizon 1 aEAHORNWSE
RO S SiglaEATRRRIUAEAY R SSIESISENSER 1nATRIS [AEIEA RS 1016 4
gIanaMa “AuSHRuEADSI SIS interface 191:(AgUEA intertace IN:TMAIRNL" 1 1A
HAS UM SV EMBIYJUNM ?

R4 SURORAWSICHIW & BAMS R3 4 R3 SURJORNW 5+4=9 YAMS R2 9 R2 SHRORNW
5+4+49=18 BAMS R1 9 NGRI{MW R1 SHRJORNUW 5+44+49+7=25 YAMS R3 4 Split Horizon
GsipimsusigisiGismhwanta R NS SHAM RIS Interface(R2) 1 UIMECAM{HINS
HYIAU N UTHWIRUMSHINRNWIS 19 U R2:

1. R4 RJORAWTMWIS 5 BAMS R3.

2. R3RORNWONWIS 5+44 = 9 YAMS RL.

3. RIRJORAWTHIWIS 5+4+3 = 12 GAMS R2.

4. R2 RIORAWOMIWIS 5+4+3+7 = 19 YUAMS R3,

m:mz

Advertised Distance Feasible distance
R4 5 9
R1 25 28
R2 19 28

241



R MSHSH N oy BmSEin dnwhgad aomuas i wiidf netace IBUMSM UMW 1 5103
HARNGUINMISTAH feasble distance S UNSTR{MWAL]R AT AR successor TUATIEH 4

Advertised Distance Feasible distance
R4 5 S SUCCESSOR
R1 25 28
R2 19 28

R4 1S feasible distance IRUHGENIAURA Y Big:hSUMWN successord j8hASaJIGUIFIID
feasible successor S1A8ajEjRMNNNS backup path:

Advertised distance of feasible successor < Feasible distance of successor.

onwitumsiinRawis R1 A 25 $k R2 A9 & IR salygaimialy feasible distance i R4 A
& 4 BighESMOMWh feasible successors 191:M 818 4 15 Routers AINIS MU backup path
itTHSHYS loop IARHISIE]H

iwgalaanuagrsiiagSimungiausgatiunoamaoianngse g
AHAEAM ST U WM STAUM S §F Packets MYI: Router IUAIHA 1 (iUhESTESH
AR uIIoR a1 Gigh|mARM 100% loop-free!

23U e
-—0

UNUIUAGHEIHARMAN EIGRP metrics 9 gAmsR#t RIP 1{{F hop count iAW OSPF 1
iy Sk EIGRP mSHIifAl NiuaiAis e 9 msincinia:

o Bandwidth
e Delay

e Load

e Reliability
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Bandwidth 8% Delay AMAIYIGIY FastEthernet link & 100 Mbit STTWHNSMINSNINMUA
100usec( microseconds ) 41 Ethernet & 10 Mbit SUNSMINSNA 1000usec AlgHHiS:Esi{y
YaIeig 9

Load ATHASHRATTS Link 1D refabity AAE atsmIg AGATS Link WA S AT FH A0 Eror ¥ Load §%
reliability Athaigiduhipyuiigm:tdipuaiamenuimg muisifly EIGRP oD
Msin bandwidth 8% delay 4 Load §4 reliability (aitsTeinumunisifly 1 hnsSwipt{ms
miLm°f’ﬂitijﬁuﬁ@J routing protocols 818 ¢ §AGH 9 HASSTRE] EIGRP routers UMS updates AU
TR I E] link thURAsSIU)A 9

90-F-1GRIREGIMN: IS-IS

IS-IS AN IGP(link-state routing protocol) TR vU”ﬁ‘ﬂSﬁ OSPF 4 ﬁUtEnSf neighbor
adjacencies t8 areas :w’]ﬁ'jt%ISuf link-state packets UIf# ST link-state database 1A tWi{{ Dijkstra
SPF algorithm 1giykiAg AR uuiRItRAgAM Simuiitugiastigiisiah routing table 9

(¥
v

Lﬁg‘jﬂiﬁﬁtLﬁﬂwUEUtSﬁﬂmfﬁm OSPF S$# IS-IS Lni'mSUtﬁntG‘jﬁ IP HSLnfmS‘ILUﬁUﬁm
fgtm“ﬂ}“l tS‘]mmfﬁmUSﬁjﬁﬁﬁ OSI fAA %”fﬂﬁj Wiy fmcﬂmj OSI-model UIS ISO
(International Organization for Standardization ) nLnfU] vifanhinmgoigiSh 1P 84 UDP iRiA
UM% CLNP (Connectionless-mode network Protocol) Sk CLNS (Connectionless-mode network

Service) 9
IS0 AfRhiRIinAIUIGAIS IS AMEGIN:
o Router = Intermediate system
o Host = End system

gsBomigifh oSPF IRURIMSUIRAISIRIMW IETF (Internet Engineering Task Force ) 4 IS-IS
BinsUiRaigii DEC &y CINS, Ssivs P9 naigiiwiaiitith 1SS
(Intermediate System — Intermediate System ) 1 IS0 (UMWY A 1S-IS (HINSHSIA 9 §iG:hANG
2 route IP A WUUEATAIUID integrated IS-1S 9

ggjiis: i 1P isipudaigh Big:AnogUINATN SO UMIYAfighinn |
ishinrusgmichyty 1s-1s gad i m AR st kigims CLNP/CLNS 1818182 9 2 i isliny
HA Configure 161160 router ID g (inuit ILNGBITAENity Title) NIt S1A Configure MY NSAP
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(network Service Access Point Address ) 1 NSAP {BUM AU AIIF18H 1P address i st tish
§s{aims Configure BNAJWUIRIN NG 9 FIgh{EHAWUAMIYUGIUATYA 4

IS-1S NEIAISI I Ethemet header RN §1 Header format 1Aig STuAn 1 NES(RIMS
encapsulate 15’1‘@‘& IP Packet §GR Routing Protocol 1§} ‘JtéjﬁtS]:t?@G“’uﬂOSPF 34 EIGRP 4 IS-
IS AN Scalable routing protocol 1IN SATEAZ AR ({RTM SIANTEYW ISP IR S SUAG

IS-1S (P §TAUSTRLY entire router sits (IatSInk area BS{MSIAM interfaces 1WAINKGM
OSPF 181:1¢ 1 1S backbone area 181:1§ 1 Backbone {§itN§ format 1t String IS routers 4
H18 Routers f'ILUiﬁQ‘;“:

o Level 1 system: 1S:AMh intra-area router IRUNANMSTAFIR local area B1SIIWwITHSH
ﬁjSSuf prefixes 0 area 1UATN 4 NUIAAST level 1 link-state database S SPF tree RN
area

o Level 2 system: 1S:Ath backbone router IEAUMSANAISHAY intra-area ARHAISH inter-
area routes 1 NUIRASE level 2 link-state database §41 SPF tree ({1 backbone

o Level 1-2 system: 1S: A router YUiB asigtsian g Auni g hutlast level 1 84 2 link-
state database MGINIIG{ANMSH SPF trees A1 4 YUY database SYHIT 4

Level 1-2 Ath default 181160 Cisco I0S routers.

BOmIFI8H Routing Protocol §5§j# ‘:]I‘éjm RO OSPF 8% EIGRP, IS-IS routers SﬁUmSSf hello
packets isimmmmﬁnmsmgmmsf hello packets HnShUtEnmSSv H ARG aﬁtuﬂﬁsimtjt]
A “IRouters S{ﬁUiEntﬂS neighbor adjacencies YW routers ix L‘UILUnL isisialy!

yuhSapdugiianuninihunsavsiayg:

% L1 adj-P s

L1' Lll

ARIUITHENS Routers Ggsinsighausingw 1 nisdusingwan 9 §i1g: Routers AAnN:A
[BIMS Configure & Level 14 Routers FHAIRHY AR S level 1 neighbor IR ISt 4

Relis:idudusv:

Level 1 routers &N QIR local area 18 b agasst 4 10 levell router GRMUBANNIFISAUS
higiiang level 2 router 181ARAUS YW st} Configure router YUHS level 1-2 router 4 level
1-2 routers ShutRamssigatagtituisinomsgsr:
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o Level 1 neighbor adjacency My W router ISIARAUS YW
o Level 2 neighbor adjacency MY router ISTARAUSIRUM
1AM 2NNIIYWIRN topology BEYWNSATBALS router levels 1Rj1E1$1 adjacencies:

Area 2

- PN
—-L1 adj-B—
L1

i
L1-L2

o Gims router 1S1AY area 4 AN level 2 backbone router 9 S level 1 routers 18174 area 4 1813

16 9 BT SsEimiSt level 1-2 router 1818181216
e Area 3 11801 level 1-2 routers 9 Routers 121812 SMUIAAMS ST neighbor adjacencies NiA:

o Level 1 adjacency
o Level 2 adjacency
Router AfEAAMNIUIRAM Sthiggis backbone routers:

Area 3

L1

Area 2

L1

LSPs (Link State Packets)

AEAMANENIEN ISIS routing RESUIRRNSEIFIMIFEAY il LSPs(Link State
Packet) IR U{UIMAUTNUIFISY LSAs 1UAT OSPF4 181k LSP gAShinndmoh:
e One or more prefixes
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Adjacent neighbors

Metric

ayui S vemsialatinguite 515 1f Lors ldihaysiiansin oung oiFemyw
Routers BRI Configure Gi{{ ISIS TS A S neighbor adiacency 191216
Router SywaRkuiiast LsP(nsnnniual) 4 islal Lsp ifumndmn nnafaitn
MSMUIMWH UFINSHORNWISIAR 15159 ATTNFIMU routes 11181 S0 WEN neighbors
Rt §h R giaisighausiagw 9 §1g:nSuulamSH level 1 neighbor adjacency 1 Routers §1%

Area 12

\I_% 192.168.12.0/24
L1
#

192.168.12.0/24
1.1.1.1/32

L1
o

&

192.168.12.0/24
2.2.2.2/32

Area 12

192.168.12.0/24

1/32

1

L1 adj

1

@ *
L1
192.168.12.0/24
B:
-3

1

1.1.1.1/32

192.168.12.0/24
2.2.2.2/32

#
o

r><Y

192.168.12.0/24
2.2.2.2/32

192.168.12.0/24
1.1.1.1/32

1$:8H flood §1 LSPs 1UAIAISIARAUS 1 §Ig2{AU Routers fineuiiiiid LsPs fiuw sisighaus
1129 Routers Duigu§i LSP gUiginht Database 1UAIN 9 Routers AIN:GIJST SPF 181D
level 1 database 11t Configure 191U HEUZMMATRRIFIMSIA UIH YW |

1S-IS 1{J Y Wit th DIS / Pseudonode T8 UM AL Ui §18% OSPF’s DR/BDR SR gMAUS WS

flooding $RUBS{iMI
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QUM DITRGAMY area 12 UAM SAUSIRINIG)E 1 18: 01 SSWANDBRH{FIMIST level 2 router 4 R

=<

Area 12
i R1

192.168.12.0/24 %_‘:
L1 L1-L2
192.168.12.0/24 192.168.12.0/24
ﬁ 1.1.1.1/32 ﬁ 2.2.2.2/32
ﬁ

1 R2 AT level 1-2 router 9 Big:itTmoudmait usmoiAamsigi 1 islinqis: iRy
YWNRAN:§i1$1 NSSWANMS neighbor adjacency thit R1 S# R2 181216 9 R2 1S §1 Database
WA level 2 database 1 I{f71 (1 level 1 database 15 ATSH level 1 LSP, ﬁﬁmssj level 2 database
i91:3819 hutlast level 2 LSP SR{AT prefixes WU interfaces (HiMSMUIMWHNISH{RIMS
HORNWISIGh 1519 IS-IS router SYWIVIAAST LSP IngWARKMUABASYWI 1 LSP 18]
WSt prefixes IS 1 AT FMW R1 §4 R2 UIRAM S level 1 neighbor adjacency:

192.168.12.0/24
2.2.2.2/32

Qe 52, O

mighig)a R §h R2 SuHAYISt level 1 LSPs TUAITA Y R2 §§ U level 1LSP fi Rt
GaGung Prefixes G level 1 database 1UANIF16] LSP 1S1aH level 2 database 9 151g1 2 I
18:81.1.1./32 i R19 ayuUgIFlygIg)athuwi)iniis: 1 ithauigust Area $WECHIFISH Area
12 9 msmmUAMRAUSARfn:e Uig Routers (HIMSUIfiaiguth level 1 neighbor

adjacency IS1ARAUSIS:

Area 34
192.168.34.0/24
e 1444732

%
o;

3.3/32

3.3

L1

-

192.168.34.0/24
4.4.4.4/32

192.168.34.0/24
3.3.3.3/32

192.168.34.0/24

B

o:

L1-L2

L1 adj

<Y

3.3.3.3/32
192.168.34.0/24
3.3.3.3/32

192.168.34.0/24
4.4.4.4132
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90-G-1GRIREGIM: BGP

BGP (Border Gateway Protocol ) A Routing Protocol § win EUt[fi fULEﬂfJ Internet 9 ©S
inugAUSIgiye ARGAIEIMIMA Routin Protocols §Gi RIP,0SPF 8% EIGRP Sifly 1 heudiss
A Routin Protocols i m&nsm'g;m:geﬁr’n IGP( Interior Gateway Protocols )

t[ﬁht[}jﬁmﬁﬁ autonomous system Uighs MUIUJMLWULUL‘]S INATAG IO Internet
181219 1 RIP, OSPF §% EIGRP hatum Uighwsmugan:iu 9 saifhaipiinieg
ORAYAM SIM I 4

istinquiR uitagpig nielis o Internet gy stikdsmoimhinginugmhathiomin:
1% ? 1 18 Routing Protocol iagtwaaia uitlasfishilyas Internet & BGP

NARCIYTMSM{RIMI BGP?

Area 12

192.168.12.0/24

B T ——

L1-L2

ﬁ_ 192.168.12.0/24 ﬁ_ 192.168.12.0/24

1.1.1.1/32 2.2.2.2/32
192.168.12.0/24 ﬁ_ 192.168.12.0/24
2.2.2.2/32

1.1.1.1/32

192.168.12.0/24
ﬁ 2.2.2.2/32
1.1.1.1/32

L2

A UIREINGWISIHUNIE UHAR GWM SEoARIMY:
rgigisaRiag INRHAHINSMUIISH Intemet 1 1STARIUM N NRITITHENS Customer 100
ARG SMUITIER ISP 9 ISP 1uAEARTAIT 6 Internet M9 ISP GAIGIST Public 1P
address {aYWANRUTRIGIHT Internet MS 4 sHgjeMARTHARUAMISIAN LAN 1sThak
HAORSHOIT Internet MSIBR{RHT NAT/PAT iRHjUATY IP address NARSBJRINYW Public
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IP address 1 1S1ARIUMAIS BRI S Client YR U{RIMAT Internet 181214 LAN IGATHATE S
1BiMiST default route STNUMUIFIMS ISP router 4 GiMuMAIS ItTRTS{HIMI BGP 191316 9

g _— ~—_

{ -
1 ] { ] Internet
\ /

Tmmﬁﬁﬁ BS1S Server ARBNHIMIMUIFISH Internet 4 NG Mail server 4 Web server

§RiT Port forwarding 8% forward Giens Port IR UIABEHFIMS Server AIRIN: 1 ig:hisiia

{ ‘ J k . } Internet
\
[Bimigi IP address iRgWRIR U4 EﬂSuILHﬁJ “]”% [fjl IP addresses §{3 S0 ISP ({INT Server

RIS

giOitGhpimiSt redundancy Uigu1g)aRIGEOIYG ? mimstsountuwiaywisiysinnsy

191216 9 it ouigust router gusig)aisinRHASESITWMUhIFIMS ISP 4 HAMGH Link §

9 NUAVGNGIMAARHAIUIW link YUUig)aR[NU Backup NS4 itikisiadsigimist BGP
RiR Ui wiam il default routing:
o RIORNW default route 1S1AY IGP 181214 Customer Router § 9MYWIB{RANUMNNIA

o RIORNW default route 1S13% 1GP 181560 Customer router YW metric &

AMARD IGP U S{ATENGIANT Link §9 4 1SHNQIEN link UNEWMY 1912 IGP Shifj6)
oNGINANNHBHINSUMSEAMS Backup link T
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IGP IUREASHUMSSIAUOICIANYAMS Link §98UESEAMS Backup link 191:19A:
[MIANSMOTNEW I FANTRIORNW default route Yt U sviFAgomms Uiggnisiia
¥1S 50/50% ISMATAM 9 GHUEACRMSUS 80% ISoNGINMIGEIFTISTIU Link §98%
1 0%IS1160 backup link 1 2 11:h S GIARNSIGININ:IS GiSTYW BGP MoIFIFims 4

AAMUie ISP Ingw kM owns ISP ATRINAINS 9 WENTINGRUSNIMN MNSN
gsamasitnitiiains 1Ps DaRmitaisiaiands sy ws o9 SBhnS Backup ISP AU
iGN 91851m : cusomerinnaTAtin inmiss 2 stbkisTiams Severs AFRUM UIF1SH Intemet

islate ninnysitiieguMS public IP addresses i ISP 4 Rgjlissitiumuigims Isp
AR 9 §8 Public IP address YWAMIRMUANG? A ISP1 U ISP2? 1GstHRid Public IP
address 1 ISP1 {j ISP2 §81: Servers S1M{ISHESHG Access 191MS ISP MS16

B UG M publcIPaddress £ ISP §t119§ AUMNSSE public IP address “ P adoress space IRA{AT{AN
TENUS TANA (Infemet Assigned Numbers Authority — hitpzAmmwviana.org/ )4 TANA AiS5i ST IP address space
1518] Reginal Internet Registries G RIPE Y ARIN MIASHIS IP address space 1§ 8] ISPs
YRR 9 1SN Ui e gUMS§T Public IP address space USIUBANTRUMSNIFE] ISP
TUATITY 9 MIRINRAWIS TSN SEYU routing protocol 1R AIEN BGP

Autonomous Systems

al

il Amig ¢Ut S §i public IP address space tihARRG AS (Autonomous System):

As Athunfis inadnit uegaisliymy Domain ISMIAU{AKIAYW 9 Internet MSHIAIAUANTS
autonomous system IR UTAIMSMUMGWMIFTMIFiun 1 181a% autonomous systems TR
IGP §GE OSPF y EIGRP
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http://www.iana.org/

Gien: routing ¥ autonomous system 1RJUMITRIT EGP (external gateway protocal ) 4
npigissesia eGP iRnunlunGa BaP 1Aiile gUMSSHNS autonomous system MBIY)U
Am? hEoigI 8k public IP address space IR UHATRIG UM

iNj2 Autonomous system AHNS{UIY 16-bit IRUMSSWTRNSTSS 65535 MG
IR UTWAMS 9 M GIgI8Y private §4 public IP addresses AITHMNSUMIS public §4 private

AS numbers 4

UG 9A 1- 64511 IRUENINUS AS IAGWARIIWUAN U 64512 - 65535 AMINIS autonomous

system RARS 4

UltraTools AS Information Lookup
BGP 1SRi{FaIfiA:

- External BGP: {aitn Sk autonomous systems

- Internal BGP: (i Si{Jis1a} autonomous system.

External BGP Atgims il aiyisianum s routing it autonomous system ijlm 9 Rejt
1S:HANSASARNINAHMSIRHIMT BGP SHFM autonomous systems 4 Internet AMATgHE
ywisHiRuasunansiatiaimis:Ansidsti 500000 prefives aIsiah  Internet
routing table 4

CIDR Report

1S1i60 Internet 918 Servers tiFS 4 Gien: Routers {iMStafthanmii wyARGiHh

" Aas=2
20.0.0.0/8 N

Internet
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https://www.ultratools.com/tools/asnInfo
http://www.cidr-report.org/as2.0/

adaa a

il 8 a0 Intemet routing table 4 ITEAGRISUNEAMGHTUEN show ip route §11 show ip
bgp 1R §j{5aN 8]9I BGP U routing table 1 islinqugAialimi BGP 9 iAnsSwiitihAnk
150y 500.000 prefixes I91:1681¢ ? Ay ANSUINNIANRIMY:

Qﬁtmgﬁgummmmnﬁtmqﬁ customer IONARATUATITRNSIS autonomous system(AS 1)
WS IP address space (10.0.0.0/8) WG HFANAM public IP addresses 9 STH{HINSMU
Ry ISPs ANRMMIWHAMGIEM SIS AS IUATNA (AS2 and AS3) §# IP address space
(20.0.0.0/8 and 30.0.0.0/8) 4 STUHGAMUIFISY internet MuIt: ISPs ARAINS 9 stk GIH
BGP 1RHjRjONtWGIM: address space IUATITREAMS 1SPs 9 {jigiA ISP SRRJORNWHIFIMS

customer myity: BGP?

pa(v')

al °

NSRIBUYWESSA:

Die

- DynRnwin Default route
- DijRNWIA deault route ¥ routing table YUSTEA
- DJORNWST Internet routing table UYL

Default Route

Internet

MiggUMS i default route {FiMISINSMSATHTISTIN Router IVATHATMWI AHA[M STAMNS
miuguiagwasiwunsIFHUInNaTADRIFEINS 9 customer router SUFIORNWSH 10.0.
0.0/8 1NaRAUANIFIMS ISPs ARATEUSHRIgRNWHIFMS AS iRiig)atiupinsMU
YWIWIBHIS default route 1RGIMUBAMS Internetd IRAMIMBISAMI Configure AN
customer ianaRAgsmsRhFisinymuw 1sP1 8% IsP2 11189 ihmsMIMURig:thims
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default routes iSHGAINSIFHA sub-optimal routing 4 1GItHH{MSTANS default routes 1L
UIUEAShum S SipvoNsIAAiFie) ISP ywakdiamun
iS:hnoiAnnSIgRIGDIA default routes:

/ AS 2 \\
20.0.0.0/8

" AS 1
10.0.0.0/8

Internet

Giens customer IANATAMSFGTR default route §i ISPs AN WITH M SRl andeid
default route 18 ISP1 IR IR SIGNGIMGIGMARHAIF 1 188 SwiishinuamAwit uithh
U STNGIANNY 30.0.0.0 /8 (ISP2) NEUHIMSIFIFIMS 1SPLIAWUNUYA 1SP2

Rinimismuiugujgmais Routing Siga

ihAgg M SEAIEIST partial routing table USgHST default route 1 MIFUGUISMOEIGAMGIY

v

H1S{AU IP address space IR ISPs 1S ASAIFIGIHACRSIUAIIA Y
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Internet Routing Table 101M1FUM

Internet

RifohmuwitunlhnsAtbhegrumsst Internet routing table INENSAIENH ISPs 114

_—= —
<:L_:l__:l__c:l a1

— —

hwqusinsmsuiguifsie)ay Uignbusifemiaiys ‘Gm iy gmsm[ptfm

Path Vector

BGP [fit STAUTtEh path vector routing protocol gtis 4 1ANMNSSWETIYE ?
aufSapuumNiS:

itHhMS  autonomous systems G§sciUiwitiaAnhSindimigt BaP il ayising
#1$H{ routing 4 1818} AS 1 MISIANGNAL.1.1.0 /24 TNWHHINSRINRAWIFIMS AS 2, AS 3 §k
AS 44

10151 0 851150191500 BGP table I8 Router 181A% AS4 1NWUULAITHASA] 1nnalA
1.1.1.0 /24 UighAmsiapgasiginunbhnsifgiainnidin:y hShianenst prefix GigAiAn
gasigiinuhnsaimutaniidgisiRn 1.1.1.0 244 18:Ath 2 IUTis BGP router:

pntc>show ip bgp

BGP table version is 128380331, local router ID is 203.202.125.6

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, x best-external

Origin codes: i - IGP, e - EGP, ? - incomplete
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mﬂfﬁﬁﬁ Next Hop Metric LocPrf Weight Path
* 1.0.0.0/24 202.160.242.71 07473 15169 i

INWHBUON show ip bgp SR GARHIFI BGP table MSINWITMS Router 182 &NAGE 100
AIA1.0.0.0 /249 next-hop IP address A 202.160.242.71 4 iStugAGHIMwEAMSHE MGty
¥ISINI2 7473 15169 9 hATH autonomous systems IR itTREHAR UImuIRisinnatas NS 9
MR asiTeuls BGP Route

i 16Ps wstywAcna glachinghingiitiug hamigalfiainmm e |

192.168.9.0 /24

BGP 1M1 AMI ANMIE autonomous systems BNIUES ISPs 1R§4 IMyHRMITR{H ImiE uithh
oREINSRENUIFI routing TURSIETH 9
nuhSapiuigiiianuinnis:

BGP HS gﬂﬁ@jiﬁ?hi[}ajim IR routing tsﬂhﬁ[ﬁﬁfs autonomous system tsﬂqﬁgum N
NRIUITRENE 9 autonomous systems 1U] wisiak AS 9 IWRY S 1NEIT[192.168.9.0/24 9 1UTLHH
(Saysh AS 1 upUsAMSEHMISSIg ImIdhmounsighn 1nalTA192.168.9.0/24 181ak
AS 9 1RISISS W 1N AT Aadministrator 181 AS 1 MOIRATASIFHR uIGREIDY 2

gsiusisihwaimngiunimy:

"o

- HANGIRATST exit path.. AS1 IRUMGIESIONGIAAIFIMS AS 2 U AS4 GISHABSHIG
INMIAIEEERGIM: routing AU autonomous systems TR]HIS1IS
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o

- Gim: autonomous system SYWISKRINRNW

w

wiagie uyuIiiRaIFIMS autonomous
systemq AS 1 S SHARHE mmmmmﬁ 1n0RA0 AS 2 81 AS 4 y:{MIAGHR IR

[3"A
v
a

DiaunSwiiwuHieagaShI) SHNZHE IR ARG

90-E-1R0AIRYIS Frame-Relay

Frame-relay Ath protocol Yt WAN protocol IBUHAEHANWNT YSINURNTIRY

=

YW frame relay ayuASaSIgimatgoyw 1 idhns innatats s e

$18 R1, R2, R3 §% R44 ihwandaiiumumhidmunbhms 1P iIRUMSNAGHtTHS! leased
lines 6§ 80:

- th# RISk R2
- i R1 S84 R3
- i R1 Sk R4

M leased lines AHANY 9 HARDYBS AgiamARRIRUITSHg AR waniathygrdamus
LSS gl tsmsé’mthﬁmsqm**mamtﬁwmsm Ageaasu(iigansuamminn
msmj]smﬂs 1 husaiimogaifigm:msiacusianivgniipmaiRunsgimamyis)
AN mSnngugsmmmutﬁgjmsmmﬁﬁ IsuammaAin:

- ISHASIGIDS

- 1hiel R1 HASK{RIMIST Interace GSSMATNT Leased line 8G9 {3 Interface MSia
i6s i misamuwAmsiang sias

- iAnsHIAnIgTEAR TN IFIMS site R1? HATSMGTANATGIYW leased lines
MsisIig

256



- g0 R1 g0m 2 R2,R3 §k R4 Shpiagaisinimini

isiadgumais Frame relay gwitiwhindimigmu§o 1 ASaisiaimuis frame relay At
HANSSHINRIG LYYW ISP S suAdRshfsmumywhithuion o wsiFIARHA 4

v

Tmnmﬂmﬁnﬂﬁmﬂﬂnm FUHnUSfTIUfﬂS @ U‘SHﬁ"I umn Icon 1S:iHM frame relay
2380

switch 1 AOATAIUTID frame relay cloud SINAB IR NUTAUTIUUIS: Ripn s SHASE SIS
wismsdhdhhnsiinamsigisininnnin:

IBEANTME? nSHASRSNI(98HL INWANS Headquarters (Hub) SAAIUN ALY

AN21A Spoked JUMNYWIG)AR frame relay IMNARAE NS routers GSSTARBUISYW:

#18 router WIS headquarters (Hub )i a2 NiASpokel 4 Spoke2q NP I
MSMUIFISH frame relay cloud 9

ishuihhgag tsh Aigme it oin smmuS RN oinaFn ST IUAMUS
magwamiyl 2 islahanuini g gandm i vidual creuits 5SSArAnaniuak Shnnnig)l

Virtual Circuit

RYW frame relay NSMOZMINAMIMNU physical 81 logical 4
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MIMUTh physical connection A{MSIAM serial cable RU{HINSMUIFIEARMIR0N 9G1m:
logical links A virtual circuits9 BOIRUEAMSITMANS virtual circuit i Spokel 1§1MS
Hub IWYWig)al Spoke2 i91MS Hub 1M is:sSwohibhnoumssiousiaimuis:is

virtual circuits 113:

« Spokel §% Hub

« Spoke2 §4 Hub

'S virtual circuit ¥ Spokel 83 Spoke2 1 iAW SSWHMSMIMUNkiESis 2 19 yrisliams
mipUIshEwiwuns§id S wyAmS HubY MEMINAEAMGYS virtual circuit YUsig)ami
Spokel 84 Spoke2 9 YigHAHIGAM WIS 9 Virtual circuits (M SIATUTIEN PVC (Permanent
Virtual Circuit) aﬁﬁémwmﬁtmﬂsﬁﬁmﬁﬁfﬁ AUIATUTIEN CIR (Committed Information Rate)
1 UINYWIVES frame relay AHSHNNIRUMSHASRSHDT Frame relay 1ANATAEASGUMSSE
ngj)sgaimdiuganssamw 1 ie:ndnbamaw cr A siiuginsma 9

LI

=< 855

Hulb

iBgAMoRAt PVC Anadinfimiyiemunyluam?

Frame-relay {HYWIUTIE LML IR 051 S enAJINMEN Local Management Interface 9 LMI #0185 $18
AiF:
- DMWSMI Keepalive
- DmUISRtus PVC MSRYMNYHIAY
- hAGIGAD DLCI (Data Link Connection Identifier) 4 st {ag{UEA LMI B s sT{usa
¢ 9 hAhnuom Uisnsadhiitudspin v Fidugadatupiimatthgon
HEPRIOITIR
- Cisco
- ANSI T1.617 Annex D
- ITU-T Q.933 Annex A

Virtual Circuit

LMI (VC = Active) LMI (VC = Active)

- i .

gig:i0gAtwa Cisco 181914 11:(a1(D Cisco 1S1giig) arkiti 4
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is:Amesnindis VI ishinuwnsauagmn g iSIAaMuitiins frame relay switch  LMI
packets (I SUMSINN R1 SH frame relay switch U1 R2 S8 frame relay switch 9 frame relay
switch {MUR routers 1GAIGTAT PVC ANUENSAIAYMA T WAN protocols fNANSIAA physical

Virtual Circuit

4___—“——

DLCI 301

DLCI 201

Virtual Circuit

(layer 1) 8% data link (layer 2) 4 1 frame relay {18110 data link layer ?

IR0 MAC addresses fignzhih Ethernet 4 Uigitiaigiam s§ywivnth DLCI (Data Link

v

Connection Identifier)

U PVC SYWIEASREGUMSSE DLCI WA Router gt 4 1sighanunindis:
i oilmt U PVC il Hub §3 Spokel 1 itiiiEns DLCI 102 181565 Hub §% DLCI 201 181
if0 Spokel9 thit Hub 8% Spoke2 TS DLCI 103 18115 Hub 8§41 DLCI 301 18110 Spoke2
Gien: DLCI MSHIMNMIAHNIG] data link layer f5{ENT PVC

Router SSANMY DLCI 1UAS router 1SIERYINIG)AINNG T IThSTmmngamibyn
U] U UG Ethernet GiM: Ethernet HATEITAT A MAC address isAny¢nsigiig) sl
MIUMSHYW 4

Frame-relay Eﬁ[ﬁ §im: topology “Lht[fjl SHTM:

- Full mesh
- Partial Mesh
- Hub S% Spoke

AUISUMILE M 2 NUNIAATS{UIAS topology SYWI:
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1S:AM full-mesh topology 1 HAMGIEMNS PVC YUsR{As router

18:AM partial-mesh 4 GitN: routers fﬁmfﬁméLﬁfmS’ﬂfmﬁfﬂt[ﬁSHﬁ”ﬂé Routers 1Rj1 914) &
182AM hub §4 spoke model 4 router 1S121%IGHATH hub 1L routers iwjﬁt‘&jﬁﬁm spokes 9 i1
spokes GRIGMIEIAESHMYWAIFIMIFIEA M{RtUM S SIoNGIAATFIE] hub router

1821 SSWH frame relay AN multi-access Ai{M:N{AU Routers 15 Access BAMS IANARATTS
HABSMOUMSSH broadcasts MY frame relay INATAINIS T MS broadcast NS SWANHATS
Houms§l multlcast GUGIAN MSINGT MS multicast NSSWNHALH SﬂnﬁUmﬁ’S routing

protocolsﬂ Rip version 2, OSPF §¥ EIGRP i{j multicast* tnmsé’uﬁfﬂﬁﬁ HIGIY routing
protocols MY frame relay ? BsigsHMUIS himsiatajjo:

« RIP, OSPF 84 EIGRP M158{{ unicast &} § 56§ multicast
- wistian|ywilgjejmobroadeasts 19110l frame relay IMNARADS

1. Prefix Advertised

RN SUMFIEUIDBRMNGHUIUS YW frame relay S routing ? 1AHAGANIANN:IS distance
vector routing protocols (RIP and EIGRP) fﬁigtg ?
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isiadumnbidhms configure RIP 1SRG routers FMHAT 1 Spokel AARUMSSIAANS
fR routing i@:ﬂﬂr’ﬂé Hub 4 Iﬁttﬁﬁﬁﬁjtﬂtfﬁ routing table ttﬁﬁﬂf}@ﬁémsﬁﬁ routing 181
100 Hub

1. Prefix Advertised

2. Prefix added to
routing table.

3. Split Horizon prevents prefix advertisement.

o
-

a

IBHAMSONEHN  split-horizon ? tS”ﬁmu[UHnﬁjS 10
unweGANFIRugAmSISishl Interface B
ﬁfﬁ Sk

piAnRiS Pve N1 Gigisiiny Hub 1STaMS physical interface AYUWAT 4 Split-horizon
ShmimigimiRoRnwisAfmSaf routing BAMS Spoke2
RGN WU A EIYunm ?
ARNGUSIO L‘USﬁ split horizon ( default tS’mldi physical interfaces)

RANRIRUTSMSHINRNWIHSUTEN 9

UL BT
ATSMSRINRNWA{HGUEAIN Interface

Gt{ﬁ sub-interfaces.

L A
o3

1. Incoming Prefix Serial 0/0

- Serial 0/0.1
- Serial 0/0.2
2. Prefix Advertised

- 10HAI sub-interface YIS :HATSHMGEISUN split-horizon 191 MSIF MM EAANR
1) SANAA SIS routing 181560 serialo/0.1 SAMIRINRNWARHNISEAMS serial0/0.2

- Frame-relay i—ﬂUt[fi point-to-point sub-interfaces U point-to-multipoint sub-interfaces tfi
HANY point-to-point AR (AN WSIBENIS split-horizon GigHASR{AIMINGST IP subnet
IRUM NG PVC Yt 9 Point-to-multipoint $1 8 SUSHHAM SUEN split-horizon GI§HANG
i{J 1P subnet IAYWHRITNUTAT PVCs FINHATY

- TAHAG) ARP 16 72 1SHINUTR UITRID ARP ITNU Ethernet stiii{gimi) S i MAC address
wRIANSIRUIGRCRUMSHYWIFIE 1 ARP ASA destination IP address GJ(RIMYW

destination MAC address
- Frame-relay tLU inverse ARP iR uhg
1S1118]A11216 9 Inverse ARP nqﬁi’

u§o 9 gAgsmsRun DLCI 1UAT Router IR

fn

-
afSA DLCI G{Hitn Yy IP address ISgIiIg)a
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DLCI 102 Virtual Circuit DLCI 201

%ﬁso}rﬁlgjsofﬁ_%
192.168.12.1 192.168.12.2

- RiUislpha eIl mSASH IP address i8S R2 (192.16.12.2) GJ{AIMY local DLCI
102 1U&IN 4 112181V SN inverse ARP Y

Let’s see it in more detail:

DLCI 102 Virtual Circuit DLCI 201

S §

192.168.12.1 152.168.12.2

1. Status Inquiry > < 1. Status Inquiry

2. DLCI 102 = Active 2. DLCI 201 = Active
- >

3. Hello, thisis 192.168.12.1

>
3. Hello, thisis 192.168.12.2

-

4. Create frame-relay map 4. Create frame-relay map
IP Address IP Address
islinauiB uitlii Configure 191160 frame relay 1818182 4 1AM SHIARHNSIGIH 2
Giens router tUASITR SMIGMIAN A IIENUIT LMI

9-Frame relay Switch SRR UG{ItTHSHIIS DLCI IUATIGH (YHAMG Configure DiSTinuIMU)

19-Routers U S §i Hello message YWy IP addfress iU

M- routers §§UST hello message AEN1§)aSRUIRAMIEBIHIMMNYL remote IP address + local
DLCI number

R1 SuFhhhnomUMYL IP address 192.168.12.2 IMWUMSSIGNGIAAMY PVC RU#S DLCI
1024 R2 SUFHNINGMU IP address 192.168.12.1 MEBIW: PVC 11§ DLCI 201
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90-€&-9-Cisco Frame-relay Switch Configuration

Frame-relay {§iMi§i frame-relay switch N[@iﬁ%iﬁ DLCI qwtmmégwtsjmﬁﬁﬁmsm
virtual circuit MYRYMEATSHIMIARRN frame-relay switch NI :hhEywituga §aiah
RHA Configure

{

% s0/0/0——  _. % S1/2—— %
e 1 S R2 _

ANIUMN 2RI RIS Routers GSSMIRMI{ATUIRA PVC thit R1 8% R29 Router 1STAAMNIAT

frame-relay switch

Configuration

AYTUIRETMY frame-relay switch 1 SUNSHYRARHTA frame-relay switching globally:

FRSWITCH ( config ) #frame-relay switching

Now we can focus on the interface configuration:

FRSWITCH ( config ) #interface seriall/1
FRSWITCH ( config-if ) #description R1
FRSWITCH ( config-if ) #clock rate 128000

RiltEANS clock rate (HIMS Configure 1811f0 DCE interfaces 1 hESHNASRIMWEH Y
frame-relay 19131 4 UISIA{RIMIN (UG serial interfaces 4 R §J{1S sHAMT configure some frame-
relay YWUIMN:

FRSWITCH ( config-if ) #encapsulation frame-relay
FRSWITCH ( config-if ) #frame-relay intf-type dce
FRSWITCH ( config-if ) #frame-relay route 102 interface seriall/2 201

NSUNGSSMIBUHARITMYW frame-relay:
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- itfkatidn Frame-relay encapsulation

- Interace [§jii& Configure th frame-relay DCE.

- RN interface 1HE]y1H IR UBAEUT DLCI 102 BAMS interface S1/2 £ DLCI 201
aju R SajMI Configure 191100 Interface IRUMUBAMS R2:

FRSWITCH ( config )#interface seriall/2
FRSWITCH ( config-if ) #clock rate 128000
FRSWITCH ( config-if ) #description R2
FRSWITCH ( config-if
FRSWITCH ( config-if
(

FRSWITCH ( config-if ) #frame-relay route 201 interface seriall/l 102

#encapsulation frame-relay
#frame-relay intf-type dce

)
)
)
)

M1 Configgure NRIGAMNEGE GIgUEN frame-relay route command (IHAN M

=

03
A%
g

[ 'ea)
¢

N SUMinyWARBNEHGAITA interfaces IS R1 §4 R2:

v

R1( config ) #interface serial 0/0/0

(
R1( config-if ) #encapsulation frame-relay
R2( config )#interface Serial 0/0/0

(

R2( config-if ) #encapsulation frame-relay

HInsioMipo 9 fudlandutid pvcs Anadindmiyis 9 ibimoEaiSathywumyo

gRImY:

FRSWITCH#show frame-relay route

InputIntf  InputDlci  Output Intf  Output Dici  Status
Seriall/l 102 Seriall/2 201 active
Seriall/2 201 Seriall/l 102 active

QWIVUENAT PVC ARNRIAMSAYMN 4 [FHGIRMAGIN: R1 84 R2:

R1#show frame-relay pvc

PVC Statistics for interface Serial0/0/0 (Frame Relay DTE)
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Active  Inactive Deleted Static

Local 0 0 0 0
Switched 0 0 0 0
Unused 1 0 0 0

DLCI = 102, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE, INTERFACE = Serial0/0/0

input pkts O output pkts 0 in bytes 0

out bytes 0 dropped pkts O in pkts dropped O
out pkts dropped 0 out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts 0
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts 0 out bcast bytes 0

5 minute input rate O bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, O packets/sec

pvc create time 00:00:25, last time pvc status changed 00:00:25

R2#show frame-relay pvc

PVC Statistics for interface Serial0/0/0 ( Frame Relay DTE)

Active  Inactive Deleted Static

Local 0 0 0 0
Switched 0 0 0 0
Unused 1 0 0 0

DLCI = 201, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE, INTERFACE = Serial0/0/0

input pkts O output pkts 0 in bytes 0

out bytes 0 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts 0
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts 0 out bcast bytes 0
5 minute input rate O bits/sec, 0 packets/sec

5 minute output rate O bits/sec, O packets/sec
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pvc create time 00:00:38, last time pvc status changed 00:00:38

RMIUIRIAMATRM PVC AnkRinAimi4 frame-relay hub §3 spoke topology 91 S{U{Btmel

DLCI 201 “
DLCI 102 &’\\\&\\‘
7 (,,\,\'7—/1/

S

DLCI 103 \

=S '()/'(,{, - s

DLCI 301

AMe&s 4 (Hivisy router HuwgiLSStgjﬁﬁumﬂﬁﬁ network:

s suigy R3 §4 Pvc &imha R1 §4 R34 (T Conffigure 191160 frame-relay switch:

FRSWITCH ( config ) #interface Serial 1/1
FRSWITCH ( config-if ) #frame-relay route 103 interface Serial 1/3 301

ifiiMSs Configure 161560 interface IBUMUBAMS R1 4 HIg:sumMywisiwapiuigy
frame-relay route H”[iﬁg“]ﬁ 4 {3 configure S1/3 IRUMUMYW R3:

FRSWITCH ( config ) #interface Serial 1/3
FRSWITCH ( config-if )#description R3

FRSWITCH ( config-if ) #frame-relay intf-type dce

(
(
FRSWITCH ( config-if ) #encapsulation frame-relay
(
(
FRSWITCH ( config-if ) #frame-relay route 301 interface Serial 1/1 103

)
)
FRSWITCH ( config-if ) #clock rate 128000
)
)

Let’s enable frame-relay encapsulation on R3:

R3( config )#interface Serial 0/0/0

R3( config-if ) #encapsulation frame-relay

And verify our work on the frame-relay switch:

FRSWITCH#show frame-relay route
Input Intt InputDIci  Output Intf  Output Dici  Status
Seriall/l 102 Seriall/2 201 active

266



Seriall/1 103 Seriall/3 301 active
Seriall/2 201 Seriall/1 102 active
Seriall/3 301 Seriall/1 103 active

The new PVC is active, let’s also check it on the routers:

R1#show frame-relay pvc | include PVC

PVC Statistics for interface Serial0/0/0 (Frame Relay DTE)

DLCI = 102, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE, INTERFACE = Serial0/0/0
DLCI = 103, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE, INTERFACE = Serial0/0/0
R2#show frame-relay pvc | include PVC

PVC Statistics for interface Serial0/0/0 ( Frame Relay DTE)

DLCI = 201, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE, INTERFACE = Serial0/0/0
R3#show frame-relay pvc | include PVC

PVC Statistics for interface Serial0/0/0 (Frame Relay DTE)

DLCI = 301, DLCI USAGE = UNUSED, PVC STATUS = ACTIVE, INTERFACE = Serial0/0/0

9 O—S—lf]—ﬁtﬂtj configure Frame-Relay Point-to-Point

islate)sysiihmsiAdl frame-relay Stngyruiinylu Configure 1811 frame-relay
point to multipoint 4 tﬂghtﬁtﬂStS:tﬁﬁﬁ§ﬁjiﬁi[ﬁ frame-relay point-to-point I8 S UHAN:
ﬁ“lLULﬁINIIU‘g‘ﬁﬁ‘N configure 9 ﬁgﬁﬁ§ﬁ‘jtﬁifﬁ frame-relay point-to-point mﬁt[‘ﬁ]HIS:%ﬁﬂ topology
iRt Shihn:

192.168.12.0 /24

DLCI 201
DLCI 102 %
ol 2 Spokel
% - s0/0
Hub |

e Spokej

192.168.13.0 /24 DLCI 301

iuANRD topology @G@fﬁmmsqwtﬂﬁam@ “Point-to-point links {§iMi§i IP Subnet per
PVC:

e Huband Spokel: 192.168.12.0 /24
e Huband Spoke2: 192.168.13.0 /24

Hub( config ) #interface serial 0/0
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Hub( config-if ) #encapsulation frame-relay

Hub( config )#interface serial 0/0.1 point-to-point

Hub( config-subif ) #ip address 192.168.12.1 255.255.255.0
Hub ( config-subif ) #frame-relay interface-dici 102

Hub( config )#interface serial 0/0.2 point-to-point

Hub( config-subif ) #ip address 192.168.13.1 255.255.255.0
Hub ( config-subif ) #frame-relay interface-dici 103

Spokel ( config ) #interface sO/0

Spokel( config-if ) #encapsulation frame-relay

Spokel( config-if ) #exit

Spokel( config )#interface serial 0/0.1 point-to-point

Spokel( config-subif )#ip address 192.168.12.2 255.255.255.0
Spokel( config-subif ) #frame-relay interface-dici 201

Spoke?2 ( config ) #interface serial 0/0

Spoke2( config-if ) #encapsulation frame-relay

Spoke?2 ( config-if ) #exit

Spoke2( config )#interface serial 0/0.1 point-to-point

Spoke2( config-subif ) #ip address 192.168.13.3 255.255.255.0
Spoke2( config-subif ) #frame-relay interface-dici 301

1S:Ah Configuration AI{ENT hub §3 spoke routers 1 HA{ANAAS

fﬁ@jqp AS 0 encapsulation frame-

relay 181160 physical interface 4 Umﬂfﬁ IS U RUAISIIEU sub-interfaces router BSHGRASHIA

sub-interfaces YWAMIRUMIUAT DLCI MS8IgY HigsHARERA

)
<t
2 o ran
Ay

frame-relay map fu'Lmi'J point-to-point sub-interfaces
dici 4 &y A SaIIMI Configure RIP

Hub( config )#router rip

Hub ( config-router )#no auto-summary

Hub( config-router )#version 2

Hub( config-router )#network 192.168.12.0

Hub( config-router )#network 192.168.13.0

Spokel ( config ) #interface loopback O
Spokel ( config-if ) #ip address 2.2.2.2 255.255.255.0
Spokel( config )#router rip

Spokel ( config-router )#version 2

Spokel( config-router )#no auto-summary
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Spokel( config-router )#network192.168.12.0
Spokel( config-router )#network 2.0.0.0

Spoke2( config-router )#version 2

(

(
Spoke2( config )#router rip

(
Spoke2( config-router )#no auto-summary
(

Spoke2( config-router )#network 192.168.13.0

aju A8 ajuIligli routing tables:

Hub#show ip route rip
2.0.0.0/24 is subnetted, 1 subnets
R 2.2.2.0 [120/1] via 192.168.12.2, 00:00:08, Serial0/0.102

Our Hub router has learned network 2.2.2.0 /24.

Spokel#show ip route rip
R 192.168.13.0/24 [120/1] via 192.168.12.1, 00:00:08, Serial0/0.201

Spokel has learned about network 192.168.13.0 /24.

Spoke2#show ip route rip

R 192.168.12.0/24 [120/1] via 192.168.13.1, 00:00:10, Serial0/0.301
2.0.0.0/24 is subnetted, 1 subnets

R  2.2.2.0[120/2] via 192.168.13.1, 00:00:10, Serial0/0.301

ARG

W spoke2 MSEUAINNGAITA192.168.12.0 /24 and 2.2.2.0 /244 518 jGjMSRAlla

0 next hop IP address A 192.168.13.1 ( Hub router) 4

9 O—S—m—ﬁUjU configure Frame-Relay Point-to-Multipoint

1S sATnBNTR U AR S el mi Configure § 9160 frame-relay pointto-muliooint 1 1THAM S

D3e

S0 frame-elay Y PVC, DLCI Y LML AR R UMY WwMEANS) BIAN N fame-relay MY SATS 4

1T A topoiogy IRATETRS TN 9 018 3 routers 18173 hub §3 spoke model 1S PVCs AUt
HANGIDMATUS DLCT 1sTAkiumn g 1tk subnet iRy WA (1921681230 24) 9 Big: TS O1UsR

HNYW frame-relay point-to-multipoint 4 ﬁgUtﬂUﬁtﬁtEﬁ interface:

Hub( config ) #interface serial 0/0
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Hub( config-if ) #encapsulation frame-relay

Spokel( config )#interface serial 0/0

(
Spokel( config-if ) #encapsulation frame-relay
Spoke?2( config ) #interface serial 0/0

(

Spoke2( config-if )#encapsulation frame-relay

i Uy gis encapsulation YA frame-relay AITNU{AT interfaces L@ﬁ@]ﬁ;ﬁ]ﬁ@ﬁﬁ“’m
PVCs AnkiinAmmi

Hub#show frame-relay pvc
PVC Statistics for interface Serial0/0 (Frame Relay DTE)

Active  Inactive Deleted Static

Local 2 0 0 0
Switched 0 0 0 0
Unused 0 0 0 0

DLCI = 102, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Serial0/0

input pkts 12 output pkts 11 in bytes 1108

out bytes 1074 dropped pkts O in pkts dropped O
out pkts dropped 0 out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts 1 out bcast bytes 34
5 minute input rate O bits/sec, O packets/sec
5 minute output rate O bits/sec, O packets/sec

pvc create time 00:15:37, last time pvc status changed 00:15:37

DLCI = 103, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Serial0/0

input pkts 12 output pkts 11 in bytes 1108

out bytes 1074 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts 0
out BECN pkts O in DE pkts O out DE pkts O
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out bcast pkts 1 out bcast bytes 34
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, O packets/sec

pvc create time 00:15:41, last time pvc status changed 00:15:41

UM show frame-relay pvc [MUITHGIRAT PVCs Ankesungmn %m’*tu”j@"tme DLCI

HA
RUiRT S MOUGIRHD layer 218 frame-relay iUk ANUEINAIMI 1 1S aRAINATE U SUGNE

ASanyplinig) R aIFIw LMI:

Hub#show frame-relay Imi

LMI Statistics for interface Serial0/0 (Frame Relay DTE) LMI TYPE = ANSI

Invalid Unnumbered info O Invalid Prot Disc O

Invalid dummy Call Ref O Invalid Msg Type O

Invalid Status Message 0 Invalid Lock Shift O

Invalid Information ID O Invalid Report IE Len O

Invalid Report Request O Invalid Keep IE Len O

Num Status Eng. Sent 147 Num Status msgs Rcvd 148

Num Update Status Rcvd O Num Status Timeouts 0

Last Full Status Req 00:00:35 Last Full Status Rcvd 00:00:35

RGN show frame-relay Imi ifgjiBUAGSHA LMI 4 himUnBaeEhcitdhrniibuae
is ANSIY hEsiumisiigid ugA Ty wAMIN e ENUAMBSToMIS{AT Routers 4 i twani
in Layer 2 AnuBindimi Tk 8k Configure §1 1P addresses g SIAWASAFISUTIA Layer 3
Ankdinfimigs:

Hub( config ) #interface serial 0/0

Hub ( config-if )#ip address 192.168.123.1
Spokel ( config ) #interface serial 0/0

Spokel ( config-if ) #ip address 192.168.123.2
Spoke?2( config ) #interface serial 0/0
Spoke?2 ( config-if ) #ip address 192.168.123.3
E RS aBuThmomUuIamSyiig)a:
Hub#ping 192.168.123.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.123.2, timeout is 2 seconds:
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Success rate is 100 percent ( 5/5), round-trip min/avg/max = 4/8/24 ms
Hub#ping 192.168.123.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.123.3, timeout is 2 seconds:

Success rate is 100 percent ( 5/5), round-trip min/avg/max = 1/4/8 ms

RoiRugAmSIdm hub router MGMULA21H Spoke routers RTINS 4 IS AW AN Inverse
ARP (i S10AT default 1 TR G{HAASAIF frame-relay maps iREjugnAvigBAUINIS::

Hub#show frame-relay map

Serial0/0 (up): ip 192.168.123.2 dici 102( 0x66,0x1860 ), dynamic,
broadcast,, status defined, active

Serial0/0 (up): ip 192.168.123.3 dici 103( 0x67,0x1870 ), dynamic,
broadcast,, status defined, active

Spokel#show frame-relay map

Serial0/0 (up): ip 192.168.123.1 dici 201 ( 0xC9,0x3090 ), dynamic,
broadcast,, status defined, active

Spoke2#show frame-relay map

Serial0/0 (up):ip 192.168.123.1 dici 301( 0x12D,0x48D0 ), dynamic,

broadcast,, status defined, active

BOIRUHAMSASAGIHIMNY IP address SHII2 DLCIY M1SGANGARE BRI THIgANISI§
1859 (MAJUIGATS & dynamic ISSWEH  entry [ﬁi‘mSIﬂSﬁILm:fﬁ inverse  ARPY MAD
broadcast #18 SWNiTHUMS ST broadcast Y multicast GUMY PVC

o Configurations

e Hub

o Spokel

o Spoke2

imaitiudeGims nverse ARP IAWUIRASIMIASAGHIMEN WITHEN

Hub( config ) #interface serial 0/0
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Hub( config-if )#no frame-relay inverse-arp

Spokel( config )#interface serial 0/0

Spokel( config-if )#no frame-relay inverse-arp
Spoke?2( config ) #interface serial 0/0

Spoke2( config-if ) #no frame-relay inverse-arp

’I[fi UfM no frame-relay inverse-arp tﬁﬁjfi ¢NIgIU 4
Hub#clear frame-relay inarp

Spokel#clear frame-relay inarp

Spokez2#clear frame-relay inarp

And we’ll use clear frame-relay inarp to get rid of the current frame-relay maps that were created
using inverse ARP.

You’ll see that connectivity is now impossible:

Hub#ping 192.168.123.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.123.2, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Hub#ping 192.168.123.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.123.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Router SstmsifaighamiRu{ptiist 1P packets 1saigliigithwanianiims frame-

v ~N v

relay maps 9 [piutRahitwg sitiimn:

Hub( config ) #interface serial 0/0

Hub ( config-if ) #frame-relay map ip 192.168.123.2 102 broadcast
Hub ( config-if ) #frame-relay map ip 192.168.123.3 103 broadcast
Spokel ( config ) #interface serial 0/0

Spokel( config-if ) #frame-relay map ip 192.168.123.1 201 broadcast
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Spoke?2( config ) #interface serial 0/0
Spoke2( config-if ) #frame-relay map ip 192.168.123.1 301 broadcast

MU frame-relay map 18]S A IP address IUATHARA M BJHIMYWINS DLCIRCUZSIUE]
#A 1 G1m:mAySh broadcast AMARMS 1 idatgimmisii routers wanbingrohumsugs!
multicast {J broadcast Q1GIAN (UibHAGHEIHIANIMISE routing protocol 5 RIP,0SPF or
EIGRP)iSﬁEf'I frame-relay network 1 Routing Protocols G OSPF,EIGRP U RIPv2 ILG multicast
BIgTwHARHGMAIH “broadcast” 4 NAMG Configure §itN: Routing Protocol 14181:6]i
unicast 11 LIJt[fJ'UELﬂ neighbour tsﬂgh RIP,0SPF U EIGRP configuration
apufSanduisliimiAsagotimy:

Hub#show frame-relay map

Serial0/0 (up): ip 192.168.123.2 dici 102( 0x66,0x1860 ), static,
broadcast,
CISCO, status defined, active

Serial0/0 (up):ip 192.168.123.3 dici 103( 0x67,0x1870 ), static,
broadcast,

CISCO, status defined, active

RogAmSIlmaiis 9 maj static MUEATNANMIASH frame-relay IR UM Configure 1 §ig:

Hub#ping 192.168.123.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.123.2, timeout is 2 seconds:
Success rate is 100 percent ( 5/5), round-trip min/avg/max = 4/8/24 ms
Hub#ping 192.168.123.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.123.3, timeout is 2 seconds:

Success rate is 100 percent ( 5/5), round-trip min/avg/max = 1/4/8 ms

MSUMMIRANSIGIINGIS 9 AgfiisyAmMoilmAny]uismi Configure frame-relay point-to-
multipoint, 1] UTAAAR AT PVCs, LMI SUOMIASE frame-relay ENGUA SInverse ARP
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o Configurations

e Hub

o Spokel

o Spoke?2

kIS apEhwgsya Y gashmomni@imi Configure IS2UAINSYWIY FAMG
iFmbiwifl physical interfaces Uigyn AHG i sub-interfaces MSiBi1 ayuisaBUk
imy:

ll

Hub( config )#default interface serial 0/0
Building configuration...

Interface Serial0/0 set to default configuration
Spokel ( config ) #default interface serial 0/0

Building configuration...

Interface Serial0/0 set to default configuration

Spoke2( config )#default interface serial 0/0

Building configuration...

Interface Serial0/0 set to default configuration

UM default interface {TAIENT reset interface configuration TUATER 4 AGiIS2{Ri Configure 14
10 interfaces:

Hub( config ) #interface serial 0/0

Hub( config-if ) #encapsulation frame-relay

Spokel( config )#interface serial 0/0

(
Spokel( config-if ) #encapsulation frame-relay
Spoke2( config )#interface serial 0/0

(

Spoke2( config-if ) #encapsulation frame-relay

‘iS‘ﬁEﬁ physical interfaces iuejliﬁ{ﬁﬁﬁ Configure ”;ﬁ{fi frame-relay 9

Now I can create sub-interfaces:

Hub( config ) #interface serial 0/0.123 multipoint

Hub ( config-subif ) #ip address 192.168.123.1 255.255.255.0

Hub ( config-subif ) #frame-relay map ip 192.168.123.2 102 broadcast
Hub ( config-subif ) #frame-relay map ip 192.168.123.3 103 broadcast
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Spokel ( config ) #interface serial 0/0.201 multipoint
Spokel( config-subif ) #ip address 192.168.123.2 255.255.255.0
Spokel( config-subif ) #frame-relay map ip 192.168.123.1 201 broadcast
Spoke2( config ) #interface serial 0/0.301 multipoint
Spoke2 ( config-subif ) #ip address 192.168.123.3 255.255.255.0

(

Spoke2( config-subif ) #frame-relay map ip 192.168.123.1 301 broadcast

HAMGHTINS sub-interface AMYWIRUHAGRIT 9 155012 DLCI AUINIS sub-interface
i

HABSHOIGNISHID hub router DIpN:hMISIS DLCI G§SATY MSTHAMYWTNUIUAS
router B UMUIIS DLCT GHsAMIBUThIUAT sub-interface YWAMISIHIE 4 Gigidu{aimid
UM frame-relay map 9 16 Configuration 15 &5IIHEIANIMARIYIS ? AJUITAIT ping

0

Hub#ping 192.168.123.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.123.2, timeout is 2 seconds:
Success rate is 100 percent ( 5/5), round-trip min/avg/max = 4/8/24 ms
Hub#ping 192.168.123.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.123.3, timeout is 2 seconds:

Success rate is 100 percent ( 5/5), round-trip min/avg/max = 1/4/8 ms

SmiuieIamas hindmi 4

BUNSUSWAHT Configure GiM: distance vector routing protocol 4 GiG: it ouEnmAny)uss
MIThYL split-horizon 4 it SRiT RIP GigHARMGIT EIGRP:

Hub( config )#router rip

Hub ( config-router )#no auto-summary

Hub ( config-router ) #version 2

Hub ( config-router )#mﬂﬁﬁﬁ192.168.123.0

Spokel ( config ) #interface loopback O

Spokel( config-if ) #ip address 2.2.2.2 255.255.255.0
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Spokel ( config ) #router rip

Spokel( config-router )#version 2

Spokel( config-router )#no auto-summary
Spokel ( config-router ) #network 192.168.123.0
Spokel ( config-router )#network 2.0.0.0
Spoke2( config )#router rip

Spoke?2( config-router )#version 2

Spoke2( config-router )#no auto-summary
Spoke2( config-router )#network 192.168.123.0

poiRugAnsIimiwibhmsiSn RIP version 2 S4UIRASH loopback interface 181160 router
Spokel 4 Bzt sHIRURIRIORNW 9 AuASAPSUN routing tables:

Hub#show ip route rip
2.0.0.0/24 is subnetted, 1 subnets
R 2.2.2.0 [120/1] via 192.168.123.2, 00:00:09, Serial0/0.123

hub router NS SAINNARA2.2.2.0 /24 i Spokel ¥ 18 Spoke2 tNAAMIR1?

Spoke2#show ip route rip

A SHARHATISIF IS4 18 :01{M 1 spit horizon 1STEG Hub router (NSO SioWUSIMIRIN B {iiehs
(AN G-

Hub( config )#interface serial 0/0.123

Hub ( config-subif )#no ip split-horizon ?
eigrp Enhanced Interior Gateway Routing Protocol ( EIGRP )
<Cr>

Hub ( config-subif )#no ip split-horizon

ishinnuiR il RIP gamoid no ip split-horizon ilE¢hinums 94 wisugmihcidtuiga
A{NU EIGRP §oHAMSITM21NING 4 yu(aaiSajiglind spoke2 yhig)a

Spoke2#show ip route rip
2.0.0.0/24 is subnetted, 1 subnets
R 2.2.2.0 [120/2] via 192.168.123.2, 00:00:03, Serial0/0.301
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UeNEIM SN 4 stk GIEMREIR U SISIAR routing table 1 IFRMTMUMMSYIS ?

9

Spoke2#ping 2.2.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

in:Bihedarsial routing table AMWANESIG ping Mstir AiRargfiign:ia next hop 1P
address (192.168.123.2) §S$—ﬂ0§]ﬁ8ﬁﬁ’]$ Spoke2 MSIS11¢ 4 Itfjﬁﬁiﬁﬁ'fﬁ frame-relay map
ywilgimUuyAmS Hub router 58168 spokel 191218 4 AJBUIRA mappings NiUigHIg)a Y Big:
spokel 8% spoke2 MOMUAMIFTNIFUA:

Spokel ( config ) #interface serial 0/0.201
Spokel( config-subif ) #frame-relay map ip 192.168.123.3 201
Spoke?2 ( config ) #interface serial 0/0.301
Spoke2( config-subif ) #frame-relay map ip 192.168.123.2 301

Gitn: frame-relay maps RIGSH{MARD spoke routers MGANNMIFTIMIFiuAMS T &y
NNENEARIMY:

Spoke2#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:

Success rate is 100 percent ( 5/5), round-trip min/avg/max = 4/9/20 ms

ﬁB“lSLﬁﬁHﬁl’itﬁLUﬂ aﬁmﬁﬁﬁﬁmﬂu‘fsmi configure frame-relay point-to-multipoint ts‘lmdj
physical 8% sub-interfaces 9 aﬁ%?ﬂﬁﬂﬁmﬁﬁﬁjﬁ?s split horizon iR U GUIM m@gmsumtﬁﬁ
i9jh§hﬁﬁU‘JUfsmﬁﬁﬂ:Lﬁﬂ tiJ'anmﬁﬂ wie split horizon 11216100 4
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HQAG99

NAT and PAT

99-9-IRIGAIRYGIN: NAT S PAT
TS NAT 4 PAT i121¢ ittt i Sssogundiuas Intemnet MSISIgISIAY
FUUAIHATR U SANIES 4 ISk ﬁ?ﬁﬁtﬂtﬂ? Topology §G2145{My:

4444 [
al/ 0‘ Internet

192.168.1.1 1234

isiahighidhg sﬁngé’qwmim? LAN gUWIRFUwS IP address 192.168.1.1 MSMUIFISH Router
g4 OHYUIS ISP IS GUMS IP address 4.4.4.4 TAWHNS Server YUsishiG{yAg Internet
IRuAnIJ 1P address 1.2.3.4 ITAAJSIUAITRANRUMSHYWEAMS Server iN1:HRUMS
tsﬂqﬁ IP Packet & IP source S# destination IP address 9

4444
31/0_( Internet

192.168.1.1 1.2.3.4

-
Source IP Destination IP
192.168.1.1 1.2.3.4
source IP address AMANJ§IUATIIIITIW destination 1P address Ath Server iR ugANIEISigh
IP Packet IR (U@ S UM 201G 4

a444 :
31/0_ Internet

192.168.1.1 1.234

Destination IP -
192.168.1.1 1.2.3.4 Source IP Destination IP
1.2.3.4 192.168.1.1

ishinnuiRu Sever iva M SIFWAUMY NUIRASH IP packet IRUMSASHI IP address IUAIA
NJHR U Thim TN Source IP address At IP address §103 g SIUAT 4
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IP address iUﬁ'Iﬁ“‘ 3] ¢181 IP address 181100 Router Al Private IP addresses 9 Private IP addresses
BINSHT AU LANs 11U public IP addresses i SITANY Internet 4 s81ininis it §k
GWUIRY Configure NAT Uitk Sk Amngam

9 9-19-ﬁUt]U Configure Static NAT 181560 Cisco I0S Router
ﬁ;Uﬁ §ﬁji§mﬁitUjU configure static NAT 11160 Cisco router 9

INSIDE

i 2
Fa0/0 Fal/0

V) 192.168.12.0 /24

OUTSIDE

.2 -3
FO/0 Fa0/0 %

192.168.23.0 /24 |

Host

Webserver

BOJUNRINNS Routers GSSMIRUHNSIAN: Host, NAT S# Webserver {16t Host (U
itfiisInk LAN AW Webserver faiSIal Internetd  NAT router iSTAAMUIRUMUIFISY

Internet 9

wsthan [y witaimidislics Routers 9 1M Routing 181165 Router il gjaihmuw
B Host TymignIRU{AIMIST Default gateway Yt

Host( config )#no ip routing

Webserver( config )#no ip routing

IBIGTUNN no ip routing IRE]0SIUSIAERMN Routing 1 §i: Routing table{it STATH
Host#show ip route

Default gateway is not set

Host Gateway Last Use Total Uses Interface
ICMP redirect cache is empty

Webserver#show ip route

Default gateway is not set

Host Gateway LastUse Total Uses Interface
ICMP redirect cache is empty

BOHAM SITMD{NU Routing Table MSMA 4 itTHEY configure a default gateway 181165 Router
Host §% Webserver Uit SHICNAGHAMS 9
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Host( config )#ip default-gateway 192.168.12.2

Webserver( config )#ip default-gateway 192.168.23.2

Routers A1 Router NAT i Default gateway U8 9 &§8ANANTRUANNG AN UAIRIYIS 2
Host#ping 192.168.23.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Success rate is 100 percent ( 5/5), round-trip min/avg/max = 8/8/12 ms

Reachability is no issue as you can see. Now let me show you a neat trick:

Webserver#tdebug ip packet

IP packet debugging is on

RPN debug ip packet iRE]ISMUA IP packets RIS UM S 9

Webserver#

IP: s=192.168.12.1 ( FastEthernet0/0), d=192.168.23.3, len 100, rcvd 1

Jondma1itsed Router B A5 MS §§1UST IP packet YIRS source IP address 192.168.12.1
S destination IP address 192.168.23.3

IP: tableid=0, s=192.168.23.3 (local ), d=192.168.12.1 ( FastEthernet0/0 ), routed via RIB

AWH SHIGWAUMYL IP packet IR INS source address 192.168.23.3 §# destination address
192.168.12.19

RgJfiS: configure NAT gASHITMAMNZM:
NAT ( config )#interface fastEthernet 1/0

NAT ( config-if )#ip nat inside

NAT ( config )#interface fastEthernet 0/0

NAT ( config-if )#ip nat outside
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Endiykitia? Confgure 516N 2 inside §1 outside interface 4 Host AT A 213 LAN 555 shih Inside
Websener URSIGRAISHG Memet 9 Sigchamsiougs anadauitiiy 3 gJiis b
Configure static NAT rule:

9 9—m—ItUjU configure Dynamic NAT IS’th'j Cisco I0S Router

18cEnintE Ut dynamic NAT TRUIGRITUANTS 1P addresses AUUATIY 9 1tHHSH

i{7S1 Topology IB NS Host G§SNI1SH Router 538 9B NfiAsTH NAT 9

Hostl INSIDE OUTSIDE
2 -3
i -2 % 1/0 Fa0/0
20 ?%0\ 192.168.23.0 /24
2O

-2 192.168.123.0 /24

Webserver

Host2

IShinnISBR!S Host GSSWIRUE Routers 1812131 AIITRID Subnet YUsiRjHIg) &
Host1( config )#no ip routing

Host1( config )#ip default gateway 192.168.123.3

Host2( config )#no ip routing

Host2( config ) #ip default-gateway 192.168.123.3

RUNSUQUIAT configure NAT:

NAT ( config )#interface fastEthernet 0/0

NAT ( config-if )#ip nat inside

NAT ( config )#interface fastEthernet 1/0

NAT ( config-if )#ip nat outside

endiyhid{at configure BiMS{AU{AIGIN: inside 81 Outside Interface 9 Aggis:itiuuifast

UOAIS IP addresses TR TR G MNTUATY
NAT( config )#ip nat pool MYPOOL 192.168.23.10 192.168.23.20 netmask 255.255.255.0

UM ip nat pool MOGIITHUIRAMSTUNIS IP addresses BN SIAEN: “MYPOOL” HAWNS
IP address 192.168.23.10 R0 192.168.23.204 §tTHHMNGI{RATAIUA Hosts I8 UtTHGAUATY
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ﬁUjU Configure PAT §81ifJ Cisco I0S Router

usTunmi Configure I8 static NAT 8% dynamic NAT 4 88118 :{51 Configure PAT
1SR Topology fﬁmitﬁh%i[ﬁﬁ:

OUTSIDE

Hostl INSIDE
2 .3
1 3 Fal/O Fa0/0
20 ?%Q\ 192.168.23.0 /24

-2 192.168.123.0 /24

<=

Host2

AeJis:iud Host il ywuen ip routing” 1ligjGehgjMwh host RuEsmA
Host1( config )#no ip routing

Host1( config )#ip default gateway 192.168.123.3

Host2( config )#no ip routing

Host2( config )#ip default-gateway 192.168.123.3

BUMSUSIUA[RE configure NAT:

NAT ( config )#interface fastEthernet 0/0

NAT ( config-if ) #ip nat inside

NAT ( config )#interface fastEthernet 1/0

NAT ( config-if ) #ip nat outside

iU asfiisiglig)a nbamiuilast access-list GIRINYW Hosts ARAL:
NAT ( config )#access-list 1 permit 192.168.123.0 0.0.0.255

TNWSIRUN SGRITMWET configure PAT:

NAT ( config )#ip nat inside source list 1 interface fastEthernet 1/0 overload

IWRMSHY accesslist 1 M inside source IAWSHUAUAGIAIMYW 1P address 1810
FastEthernet 1/0 9

2AWNINNTSMI Configure static NAT 83 Dynamic NAT
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i Configure GIMS Static NAT AMTRYWINWIAINL 1 1S1AR 2 NUNIAATIETHRNS Web server
YWMUMYH Router YU 1 Web server iUsitiuAN I IP address 10.0.0.2 1 ISIAR{AVTISTH

i{J IP address:50.0.0.1 fJ{ENT Server 182 1 AGMIUATIEHA{AT Configure NAT 181560 Router 180
[AiUAY 10.0.0.2 [ t local web server 18AR] GJAIMYW 50.0.0.1 [ inside global ip address ]9

1541
20.0.0.0 ~

R1
30.0.0.0 S
1 3
Folf-28 Server-PT
: 10.0.0.2

181160 Router 1

Router>enable

Router#configure terminal

Router( config )#hostname R1

R1( config)#interface fastethernet 0/0

R1( config-if )#ip address 10.0.0.1 255.0.0.0
R1( config-if )#no shutdown

R1( config-if ) #exit

R1( config )#interface serial 0/0/0

R1( config-if )#ip address 20.0.0.2 255.0.0.0
R1( config-if )#no shutdown

R1( config-if ) #exit

R1( config )#ip route 30.0.0.0 255.0.0.0 20.0.0.1
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R1( config )#ip nat inside source static 10.0.0.2 50.0.0.1
R1( config )#interface fastEthernet 0/0

R1( config-if )#ip nat inside

R1( config-if ) #exit

R1( config )#interface serial 0/0/0

R1( config-if )#ip nat outside

R1( config-if ) #exit

R1(config)#

181500 RO

Router>enable

Router#configure terminal

Router ( config )#hostname RO

RO( config )#interface fastethernet 0/0

RO( config-if )#ip address 30.0.0.1 255.0.0.0
RO( config-if )#no shutdown

RO( config-if ) #exit

RO( config )#interface serial 0/0/0

RO( config-if )#ip address 20.0.0.1 255.0.0.0
RO( config-if )#clock rate 64000

RO( config-if )#bandwidth 64

RO( config-if )#no shutdown

RO( config-if ) #exit

RO( config )#ip route 50.0.0.0 255.0.0.0 20.0.0.2

RO( config )#
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Packet Tracer PC Command Line 1.0

PC>ping 50.0.0.1

Pinging 50.0.0.1 with 32 bytes of data:

Reply from 50.0.0.1: bytes=32 time=141ms TTL=126
Reply from 50.0.0.1: bytes=32 time=80ms TTL=126
Reply from 50.0.0.1: bytes=32 time=109ms TTL=126
Reply from 50.0.0.1: bytes=32 time=125ms TTL=126
Ping statistics for 50.0.0.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 80ms, Maximum = 141ms, Average = 113ms

ﬁGJTISZ ping £ 10.0.0.2 181:¢ UM S destination host unreachable error.
PC>ping 10.0.0.2
Pinging 10.0.0.2 with 32 bytes of data:
Reply from 30.0.0.1: Destination host unreachable.
Reply from 30.0.0.1: Destination host unreachable.
Reply from 30.0.0.1: Destination host unreachable.
Reply from 30.0.0.1: Destination host unreachable.
Ping statistics for 10.0.0.2:

Packets: Sent = 4, Received = O, Lost = 4 (100% loss)
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isehmiuinmAny)uiRuiAsUisHD NAT @A 1P addresses 21aRIUAIAR A 9 Rgji
182107 Web browser i PC 1814 10N511A30.0.0.0 §4 browse 191M$ 50.0.0.1 site 4

-~
— — =
P2 10.0.0.1 e
1841

R1 N A

\..' |
Server-PT _i]

10.0.0.2

A—

ﬂWeb Browser

[ < | [ > | urL |http:iys0.0.0.1]

Packet Tracer 5.0

‘Welcome to Packet Tracer 5.0, the best thing since..... Packet Tracer 4.0.
| Quick Links:

A small page

Copyrights

m1i Configure Gims Dynamic NAT

° k)

BNy Dynamic NAT HAHAASANATISTS IP addresses 181G 2URIAAUATY Address 165

5
HA 9 YWAASH Address NNANIEN{HIHSIMABJUAIY (local address ) SMASAR Address T8 U{H1

AU GIHIEY W Address 1RIfA

v

(@

20.0.0.2

Serv@r-PT
Seryer0

r
I
: 30.0.0.0 20.'0'0'1
1841 .1 L
Router0 2 l ?

1841
Routerl

islade g inatnnhakivaitha 192.168.0.04 (HHNS public IP addresses GSS ¢ A
50.0.0.1 B0 50.0.0.5 4 Routerl (1841 Router0) S¥iflia13 NAT device
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Router>enable

Router#configure terminal

Router ( config )#hostname R1

R1( config )#interface fastethernet 0/0

R1( config-if )#ip address 192.168.0.1 255.0.0.0
R1( config-if )#no shutdown

R1( config-if ) #exit

R1( config )#interface serial 0/0/0

R1( config-if )#ip address 30.0.0.1 255.0.0.0
R1( config-if )#clock rate 64000

R1( config-if )#bandwidth 64

R1( config-if )#no shutdown

R1( config-if ) #exit

R1( config)#ip route 0.0.0.0 0.0.0.0 serial 0/0/0
R1(config)#access-list 1 permit 192.168.0.0 0.0.0.255
R1( config )#ip nat pool test 50.0.0.1 50.0.0.5 netmask 255.0.0.0
R1( config )#ip nat inside source list 1 pool test
R1( config)#interface fastEthernet 0/0

R1( config-if )#ip nat inside

R1( config-if ) #exit

R1( config )#interface serial 0/0/0

R1( config-if )#ip nat outside

R1( config-if ) #exit

R1( config )#exit
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181500 R2

Router>enable

Router#configure terminal

Router ( config ) #interface fastEthernet 0/0
Router ( config-if )#ip address 20.0.0.1 255.0.0.0
Router ( config-if )}#no shutdown

Router ( config-if ) #exit

Router ( config )#interface serial 0/0/0

Router ( config-if )#ip address 30.0.0.2 255.0.0.0
Router ( config-if }#no shutdown

Router ( config-if ) #exit

Router ( config )#ip route 0.0.0.0 0.0.0.0 serial 0/0/0
Router( config )#hostname R2

idejraagiglons NAT 18100 R {fuem
R1#debug ip nat

1811 PC 1{{ ping AMS 20.0.0.2

Physical Config Desktop

Command Prompt

Command Line 1.0
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1SN ICMP ping packet BAEAT Rl NASANIBUIFHN Address 1R Source TUATIL)U
1)Uy access list 19 1SAMIEN Packet 1S HINSUIRANINATA192.168.0.0 i1:h§aEH
M Access list Rg]fiS: Router 187111l NAT pools 1ligjuniiy 1 shinugndlaisiphg
RIUIUAS debug 181560 R1

IP NAT debugging is on

NAT: s=192.168.0.7->50.0.0.1, d=20.0.0.2[1]
NAT *: s=20.0.0.2, d=50.0.0.1->192.168.0.7[1]
NAT: s=192.168.0.7->50.0.0.1, d=20.0.0.2[1]
NAT *: s=20.0.0.2, d=50.0.0.1->192.168.0.7[1]
NAT: s=192.168.0.7->50.0.0.1, d=20.0.0.2[1]
NAT *: s=20.0.0.2, d=50.0.0.1->192.168.0.7[1]
NAT: s=192.168.0.7->50.0.0.1, d=20.0.0.2[1]

NAT *: s=20.0.0.2, d=50.0.0.1->192.168.0.7[1]

D?
=
(=
=1

WengRVA 192.168.0.5 HIMSUANUMYW 50.0.0.1 YSIAUNE
77191560 Web access {1 PC

~ Physical | Config !\ Desktop L

Web Browser

'¥ V_URL» [http://20.0.0.2
Packet Tracer 5.0

\Welcome to Packet Tracer 5.0, the best thing since..... Packet Tracer 4.0,
Quick Links:

& small page

Copyrights

isiauminstamaiaia[pie debug ITMWATAAILG

auw
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R1#no debug ip nat IP NAT debugging is off R1#

20.0.0.2

: i D
Sorl_  PoT
PC1 192.168.0.0 r-PT

30.0.0.0 20.0.0.1
PC PT 1841 .1 =

Pe2 24TT Router0 28 ‘
Fwifeho 1841
._{ Routerl
PC-PT
PC3 7
P , 5 PC- PT
C-PT PCS5
PC4

5134 Dynamic NAT (i Sutiatgfuini 1P 84 1P 9 §ig:gARIMIST Global IP addresses i[5S
iSHaMIRUEANS local address 21QH 1 IUEANS Global IP addresses HiylSuS local
addresses NUIWIRUTAIUATY 1:5ARND PAT 9 Sim:miuingm stik8k Configure Gim:
Topology R 0UI{{T dynamic NAT {iigistinuis:itiiti Global IP address iattuA 50.0.0.1

181500 R1

Router>enable

Router#configure terminal Enter configuration commands, one per line. End with CNTL/Z.
Router( config )#hostname R1

R1( config)#interface fastEthernet 0/0

R1( config-if )#ip address 192.168.0.1 255.255.255.0
R1( config-if )#no shutdown

R1( config-if ) #exit

R1( config )#interface serial 0/0/0

R1( config-if )#ip address 30.0.0.1 255.0.0.0

R1( config-if )#clock rate 64000

R1( config-if )#bandwidth 64
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R1( config-if )#no shutdown

R1( config-if ) #exit

R1( config )#ip route 0.0.0.0 0.0.0.0 serial 0/0/0

R1( config )#access-list 1 permit 192.168.0.0 0.0.0.255
R1( config )#ip nat pool test 50.0.0.1 50.0.0.1 netmask 255.0.0.0
R1( config )#ip nat inside source list 1 pool test overload
R1( config )#interface fastEthernet 0/0

R1( config-if )#ip nat inside

R1( config-if ) #exit

R1( config )#interface serial 0/0/0

R1( config-if )#ip nat outside

R1( config-if ) #exit

R1(config)#
191160 R2

Router>enable

Router#configure terminal

Router( config )#interface serial 0/0/0

Router( config-if ) #ip address 30.0.0.2 255.0.0.0
Router( config-if )#no shutdown

Router( config-if ) #exit

Router( config )#interface fastEthernet 0/0
Router( config-if ) #ip address 20.0.0.1 255.0.0.0
Router( config-if )#no shutdown

Router( config-if ) #exit
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Router ( config )#hostname R2
R2( config )#ip route 0.0.0.0 0.0.0.0 serial 0/0/0
Rgi1S: ping AMS 20.0.0.2

Physical Config Desktop

Command Prompt

. Tracer PC Command Line 1.0
O.

r
pd | o.0.2

ing Z0.0.0_2

iIm

L= =]
o z
(=) Z
o z

In
0
m

Tﬁﬁjiﬁjﬁﬁ]ﬁﬁtm: PAT 1160 R1 (a5 M show ip nat translations
R1#show ip nat translations

Pro Inside global Inside local Outside local  Outside global
icmp 50.0.0.1:1 192.168.0.7:1  20.0.0.2:1 20.0.0.2:1

icmp 50.0.0.1:2 192.168.0.7:2  20.0.0.2:2 20.0.0.2:2
icmp 50.0.0.1:3 192.168.0.7:3  20.0.0.2:3 20.0.0.2:3

icmp 50.0.0.1:4 192.168.0.7:4  20.0.0.2:4 20.0.0.2:4
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HpAgow
IRORIREGIN: Access-Lists §81160 Cisco 10S

919-9-Router

islasfianimaywiigasip:Anéaighitndduramendameioisisnniw
mssiumgAfensanaiRg s gig:isamogimisiniimay isiaailaia vgnm(an
HoIARMSIgRGIMIAN AT ATUATITR M S{ATINN 9 ﬁutg,twﬁmﬁmimmﬂ istphtigms sth
(BT St accesslsts T RS AT ANAMNS AEINK standard § 4 extended accessHists

Access-lists BINAIMISTIGRNUEM Ainnafniiwsl Transport A Layer §6 1W{HT
msifatmuTanvIRRm:

Filtering

Classification

Filtering

winsiiigEsmayvfivndim:onointidumosadigaamyuisianadnme
samAms 9 15uAfSapduIAiGumn

<

it g iWmsmieGim:onoiani:g hnoigiaig
10 GA{TN T ESCRE] IP packets §l Internet GUEAMSINATATUAIEAINIS Y HARMG
{0 Access-list 1f15]0¢ IP Packets fi 3.3.3.0 /24 GAMS 1.1.1.0 /24 U network addressI]}1)a 4

Classification

2 al 14

BSIM:IGIUSE IP Packets B Filtering 591318 Uigitiunhamniingignionoin 4
ajufSanduighiumnaimy:

v
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192.168.2. 0/24

172.16.2.0 /24

Y

islaaauiniindudiens VPN G encrypts noindini Router fit 4 islinyamarn
iumouifiamsst VPN gwinaidimon] access-list 1R aiaranonoindin g
Encrypt 1 HAUTN TG GIoNGIAND 1ANHTA192.168.2.0 /24 TRU{HT Encrypt 9 GISGNGIAAN
172.16.2.0 /24 BS{AIMS Encrypt 11218 4 1t 61 access-list il g]iR i asonsinAiL asasud

M classification 9

Ul S ARBUGIM: Fitering 9 {MWATIARNSST access st Ywit twins Spois TR iANA

Inbound

IP Packet %

HAMGEANE inbound 1STLD Interface IRUINSSWN{AY Packets ANHAIRUEARN Routers
URIHAS

an

MRUYW access-list SU{HIN S[HANS MY access-list

Outbound

% IP Packet

BB UYWig)aAMA Access-list GIM: outbound 1SIANAIANIS: IP Packets SHEUMAMY
Router TAWMEISNSHOAGMA interface IRUNANMAINSHANSAITIYW Access-listd 18]

&Z.'? [}

IR UEAA access-list 1M outbound 4 1S:ATEIEN router IURIHASHIE:

<

A

No Entry ACLFound ____ » ACL Statements

l Permit

Permit or
Deny

Deny
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9-IP Packets SHTUIFIAH router

o a

V-Router ShgANSABUBIANRRATM UITIihwASAJISIEH routing table 1S

m-iGa StS‘]Qh routing table 1813 IP packet SH{FINSIN:IOWY

G-1T81818134 routing table SN §H Interface IRAIGMFB(AT

d-15mS Access-list 191218 IP Packet SH{AIM sumﬁsmmtmﬂma Interface

10118 Access-list it SR{HIAS A1 IP Packet UG MU UREYW access-list.
-1 1P Packet (it SHSENA DRRIMSUMSUS 1 15qim:¢ DSMHInsINIn M

RiBa G mAGhI YW VTY line 1 itk oiihidgjiie] TelnetSh SSH S aiamN 4

— 70— —

I
IP Packet T j 'nbound
I

AJENSIUN Access-list IFMIGTRIMY:

Router#show access-lists

Standard IP access list 1
10 permit 192.168.1.0, wildcard bits 0.0.0.255
20 permit 192.168.2.0, wildcard bits 0.0.0.255
30 permit 172.16.0.0, wildcard bits 0.0.255.255

Access-lists B81{{J subnet masks 191316 A1{{J wildcard bits 1 182518 SWNGIN: bit 0 (HINSESAI
W 1 SURWYRTEN 9

NEUMSi2 a2 kimY:

Subnet mask 255.255.255.0 AN 0.0.0.255 & wildcard mask 4 1RY]0 §jAIGIeN:uaMiS s itih{si
MITEMSHuAgImuii

Bits (128 64 32 16 8 4 2 1
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255

1

1

1

1

1

1

1

§S:A Octet 938 subnet mask (255.255.255.0) E’mEUBLUﬁgiEﬂEUﬁI"I

X
v

(U]

q

AmSs

Sainwoh

[AUATY PUHAH SIUS O NUHATIR UM SDIU2IMAI9 0F 2559
Bits | 128 64 32 16 4 1
0 0 0 0 0 0 0

1SR octet GORNIRTY UiSEﬂS wildcard bits4 §
QJU Bits UTEL[TT] 9 HWSS[ULﬂiUH‘I SIUg9 Hn[f?

AGRMSA
ghfno?mﬂ

Y Wildcard 8y HA{MSIAN

a8 S AIEMUR Subnet mask YUig)aA 255.255.255.128 4 1ANNS wildcard ABYUE ? iTHNS

Bits

128

64

32

16

8

4

2

1

128

0

0

0

0

0

0

ﬁvt ottﬁﬁ[ﬂsmtﬁ Subnet mask i Octet Ght{j‘luﬁm tmﬁ%mms y
2mmmﬁ‘étm: Standard access-list tS”lan' Cisco Router

nJuNSAIEUGIM: Access-list g:iBMSUINMBim: Cisco 10S routers 4 181aNKHAIS:
1T S aIANISII Standard access-list 4 1834 Topology iR UITRATAN

2 j
’— FaOfo Fa0/0 s L0—!
192.168.12.0 /24 |

ED209 Robocop

1.1.1.0 /24

$18 Routers At Router SU[Ui]H‘lS loopback interface i[ﬁhsht[}j static routesuSSﬂH Hig:
Routers mﬁﬁgmgﬂms loopback interface 14T Router 4

ED209( config )#ip route 2.2.2.0 255.255.255.0 192.168.12.2
Robocop( config )#ip route 1.1.1.0 255.255.255.0 192.168.12.1

105 AR T routing protocol SRETRINRNWNIANETAEIR N access-list TsTedim:
RIP, EIGRP § OSPF GVGIAA 181219 9

ReliS:OIRUMYW Standard access-list 9 T SHUIAATYWISHG router Robocop
[MAGIHNGIAANIANGTA192.168.12.0 /24:

9

IRIUHS
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Robocop( config )#access-list 1 permit 192.168.12.0 0.0.0.255

NSMIHS M A GIAYWARN 1 (I SuSIQMIMUIS Access-list A “deny any” 4 itk Esmsidm
hisieig Gighisidis: 1 Agqiis il access-list inbound GiM? router Robocop:

Robocop( config ) #interface fastEthernet 0/0
Robocop( config-if ) #ip access-group 1 in
MIJUON ip access-group IRHJHSIAMYL Interface Y5 4 SAM SITMAH in
Robocop#show ip interface fastEthernet 0/0
FastEthernet0/0 is up, line protocol is up
Internet address is 192.168.12.2/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access listis 1

&ﬁmﬁi’wj‘]ﬁ@ﬁm access-list {HIMSHSIAMYWULN show ip interfaced JANIBUENAD

(2} w w

access-list 1 {fiT St’[ﬁfiﬂiﬁ“w inbound

Rgjiis:uifacnoindg:

ED2094#ping 192.168.12.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms
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Our ping is successful; let’s check the access-list:
Robocop#show access-lists
Standard IP access list 1

10 permit 192.168.12.0, wildcard bits 0.0.0.255 (27 matches)

k)

BoHAMSITMARMIUING access-ist  msgjRundssisFinupim sbkmoidhideig)h

vV

ED2094#ping 192.168.12.2 source loopback O

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
Packet sent with a source address of 1.1.1.1

u.u.u

Success rate is O percent (0/5)

isiin mﬁﬁiL’f‘IUm;ﬂ Ping fjﬁf-ﬂﬁt[fj keyword taﬁjt[ﬁ AITAILIA Interface 9 source IP address 1156
IP packet 1S:A 1.1.1.1 AWHANGRAN Ping IRuundwithwaniia access-list M Siq NG

Robocop#show access-lists
Standard IP access list 1
10 permit 192.168.12.0, wildcard bits 0.0.0.255 (27 matches)

HABSMSIUTMNThYWUHN show access-list Mt “deny any” ANRIMNICI 4 1BNSHIAR
igjibgacmsHitiyn?  undidichulivmondim:onoinnfinnainig2.168.12.0
/24 (igHS M AGHANATAIRIRIG)A 2

2901 ﬂﬁ ﬁ Extended Access-List ’fﬁtm: Cisco Router
itT4n s Topology §okifmy:

= ro
o 1 2 o
= LO Fa0/0 Fao/0 LO g
= | | =
: 192.168.12.0 /24 g

ED209S Robocop

miiJ extended access-list ITHMNGUIRAM S SIUNT NN 1 U TR Sagimifonkifmy:
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oNGIANINNARA 111024 [HIMSHS EMAMUBAMS HTTP server 18160 router Robocop Uigh{71
MSHSMABIMUYATH IP address 2.2.2.2 Gitn:GnGIAMNIRRIG) AN SURIAIG 9 RG{HS AL
MIUATUNEYW extended access-list 4 NHS Syntax §G:

[source] + [ source port] to [destination] + [destination port]
g R Sadnislind Configuration:
Robocop( config )#access-list 100 ?

deny Specify packets to reject

dynamic Specify a DYNAMIC list of PERMITs or DENYs

permit Specify packets to forward

remark Access list entry comment
SRyRIBR AR AT Permit Ydeny 1 HamoifhidgjuigsmiuTuntsdim: access-list
Robocop( config )#access-list 100 permit ?

<0-255> An IP protocol number

ahp  Authentication Header Protocol

eigrp  Cisco's EIGRP routing protocol

esp  Encapsulation Security Payload

gre  Cisco's GRE tunneling

icmp Internet Control Message Protocol

igmp Internet Gateway Message Protocol

ip Any Internet Protocol

ipinip IP in IP tunneling

nos  KA9Q NOS compatible IP over IP tunneling

ospf  OSPF routing protocol

pcp  Payload Compression Protocol
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pim  Protocol Independent Multicast
tcp  Transmission Control Protocol
udp  User Datagram Protocol

HAMSITMINENS Options DI[FS 1 INWANTAHAGRHSMABIATNGINATURS HTTP i1 it
iR eotautsA TCP 9

Robocop( config )#access-list 100 permit tcp ?
A.B.C.D Source address
any  Any source host
host A single source host

Regiis:iuipiiandudawna source STHMGWAUIAGEN network address IR NS wildcard
g GImAIth anyyhost keyword 4 MAJARANS:AMMATME HUNSJURTARIMY:
i0gANID “0.0.0.0 255.255.255.255” HANSIANARAAINHE 1 FWIsTmyANGITmah any

keyword

iﬁfjﬁi[ﬁﬁﬂ «“2.2.2.20.0.0.071n :ﬁ[ﬁ@h IP address fﬁﬁuw 9 ﬁgﬁi@J “0.0.0.0” wildcard HAH Gt[fj'
host

=30
kal] )}

R ohIR N WwAIANETA 1.1.1.0 /24 0 source ¥ Big:HIRUHAH
Robocop( config )#access-list 100 permit tcp 1.1.1.0 0.0.0.255 ?

A.B.C.D Destination address

any  Any destination host

eq Match only packets on a given port number

gt Match only packets with a greater port number

host A single destination host

It Match only packets with a lower port number

neq Match only packets not on a given port number

range Match only packets in the range of port numbers
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i nmnaiasst source ithAIMmRaTaSE source port numberd (FIGIBNISNUAMUR
router ED209 BAMS router Robocop’s HTTP server IRUE1SIRUS source port 168 SJ4 TSR
HSASAING Port 181318216 4

Robocop( config )#access-list 100 permit tcp 1.1.1.0 0.0.0.255 host 2.2.2.2 ?
ack Match on the ACK bit
dscp Match packets with given dscp value
€q Match only packets on a given port number
established Match established connections
fin Match on the FIN bit
fragments Check non-initial fragments
ot Match only packets with a greater port number
log Log matches against this entry
log-input  Log matches against this entry, including input interface
It Match only packets with a lower port number
neq Match only packets not on a given port number
precedence Match packets with given precedence value
psh Match on the PSH bit
range Match only packets in the range of port numbers
rst Match on the RST bit
syn Match on the SYN bit
time-range Specify a time-range
tos Match packets with given TOS value
urg Match on the URG bit

<Cr>
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iFu SR T wAM IR U S 1P address A 2.2.2.29 itk «2.2.2.2 0.0.0.0” igthmi
MR UIHRIEN A host keyword 1 I 0 1P address 16 AT IR RN GI{E AT WAL
Port {UESTA AU Th YN[t eq keyword:

Robocop( config )#access-list 100 permit tcp 1.1.1.0 0.0.0.255 host 2.2.2.2 eq 80
Cisco I0S Time Based Access-List

ishinug:msanamaiguggifesim:onoinddim:igamywyninugismg  aauini
Eni? NGIAA facebook NGSBMIAIAMMINN 9:00-17:009 STRMNGSGNMSIENWITILS:
i mtﬁn WASAISIAK access-lists 1 1STNIUEANTH UNISIAYN access-list §ﬁmsmﬁ§mmgﬁﬁ9ﬁ

ISR uEANSASH 1 yuhsaSuanuing

919-Y-Configuration
mivinmAamiinuran Ahigatelil access-list IRIMS Topology §o21ki|My:

9:00 —17:00
Weekdays

.1 192.168.12.0 /24
4-Fa0/0

21MIUNS Router GSSM Y UMD R1 Ath User RAISTIGANSIYWINIWR3AN Web server
it odmMIIMIGUIHA R SAMS webserver 1811l R3 1stakigGmIMi 9:00 - 17:009 1tk
S} Configure $0RANINWARIGATFIIU access-list 181100 R24 UL time range M{RSWIFII0
iR G et ShmuuTigs{Aui 4

Re#clock set 12:48:00 14 July 2015

muayMMMINEHED NTP 9 &¢JiiStiRMT Configure Giminauian 4

R2( config )#time-range WORK_HOURS

R2( config-time-range )#periodic ?

Friday Friday

Monday Monday
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Saturday Saturday
Sunday Sunday
Thursday Thursday
Tuesday Tuesday
Wednesday Wednesday
daily  Every day of the week
weekdays Monday thru Friday
weekend Saturday and Sunday
91§ options Y § st oI uTuwalgia|mABUHAMGITEG weekdays,weekend 9
20
R2( config-time-range )#periodic weekdays 09:00 to 17:00
RN SINUEANIR U ST s “WORK_HOURS” MINUIRIGMI 4 Ayuuifia access-list:
R2( config )#ip access-list extended NO_FACEBOOK
R2( config-ext-nacl )#deny tcp any host 192.168.23.3 eq 80 time-range WORK_HOURS
R2 ( config-ext-nacl )#permit ip any any

516N access-list NRITANSUND blocks TUGIAATIN: TCP port 80 18150 192.168.23.39 {jigns
intnuRIB O SASAGNAIANE 1 [EIFEINMS ARYMNI Interface 9

R2( config )#interface FastEthernet 0/0

R2( config-if )#ip access-group NO_FACEBOOK in
RgjiisadhncanAnMMUA Rt 87 R3

Ri#telnet 192.168.23.3 80

Trying 192.168.23.3, 80 ...

% Destination unreachable; gateway or host down
TS SMEMUBAMS Webserver 181100 R3 MSIS:IG
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2911

U5 Standard IP ACL
QUM ITHOUHS N HGHIH Host IR UHNS IP address 20.0.0.10 § subnetmask: 255.0.0.0 §Uty
Teioudim: Hosts 1k aig)ay sigjegumsmunpeanaid agiviiasiugeani

FAITNU ACL 9

al °

¢9: HSOM#HGIM: 20.0.0.10 255.0.0.0.0

§1: G9Gim: Hosts IRjA I5G) & (All)

Router ( config )#access-list 10 permit 20.0.0.10 0.0.0.0
Router( config )#access-list 10 deny any

simtankifgio:nsodyhifiviiavgeansfivniwuoeadsiomusim:

A
oNGIAAN{AT Hosts AIMHAIEES 20.0.0.10 4 2 NIANIDTRM SIUF2 AN ORIME:

Router( config )#access-list 10 deny any
Router ( config )#access-list 10 permit 20.0.0.10 0.0.0.0
ACL 182 ST {pUGNGIMAR{AT Hosts AINHAS 1 1NGE ?

DIEN SR AN {HINNT NI GG S MEMB I i SHOMIE UOH SN UL 191281 SEUA 200 M
BinsArIFig)aINe Gim:rugenndoisigh ACL SU[FIMYWIAU Packets NRHAIN{AT
Hosts j8911 20.0.0.101 UF2ANFoMAAEMNTIOI 1 1SIgHaAIAYM T $10 UATAY Packets
BINSINIO UMY 9 IR {AU Packets A{AT Hosts ARHAUSHFINSINIOUNGWNASANG
99 MS Packets AMislidg]guthywuneandwisie v gigdgnsiadim:mum:ms
ithatw tohpiwlsAtiafmIsash 9

ilgjwnmdisuasan ibhpiuRasennin iagigendhispimuiiasivasante

IOV UIRIISRTNUATONGIAN Y TASUIS Implicit deny 4 Gin:afgimusdagimivifaia
S ANYWUIM: 4

Router( config )#access-list 10 permit 20.0.0.10 0.0.0.0
y

Router( config )#access-list 10 permit host 20.0.0.10
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51N Host ingtwaa 1t wildcard 0.0.0.0 {f Host

Replisahmsuifia Standard ACL Shgwny)um Y 1SIGunsunUniimouiahhyt
nasaniuuéiSy Y

Router( config )#ip access-list standard Secure_telnet
Router ( config-std-nacl )#permit 20.0.0.10 0.0.0.0
Router ( config-std-nacl ) #exit

Router( config )#

Uy

Router( config )#ip access-list standard 10

Router ( config-std-nacl )#permit 20.0.0.10 0.0.0.0
Router ( config-std-nacl ) #exit

Router( config )#

1Ak u$ISU mi Configure g RANYJUGIAS 1 181 ARIYIUSISU iU ip access-list B &
8] access-list 9 {MU Router iR athstGRAnNRID ACL $18U

PRt

isiad 2 nInAIS UM AMID Extended Access Control List 9 1AH1S IANATA

200 0.0 192,27

200.0_0.0 25
— —_— | 194/ | 195 |
-
=T —-BT
a0 P Laptop ] Laptop-PT
DEUEIGD m Laptop0 A phtoped
SoS BT = Managerment
Faoro 2SO 2T T = oo
i = g3

T

28

—— Sari=l O 000 Seaerial DN e T

‘ ..-'_-_;-— T —-. _-'_-‘;
gy 41 ZO0.0.0_240:s20 2-2220 00T oos

.' — '-
F’F':,:é'zl pF(,:CE Dewveloprmeaent Production Management
Serwerd Serverl Saerwver?2
200 0.0 _128/26 00 0.0 22A,28

Topology diagram HG1AI{My:
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GIM:AANSIANIANW NAGREYL Topology 1SHNSEGARIME 9 IANANA topology 1S {HINS
Configure YW

IP address {5 SASAIFIGAUAIMNSYW
IP addresses {5iiSConfigure 18110 Interfaces IR UM S
18110 RIPv2

ishmnnadmssansmunigimelvng  gandimamoguinssim avasmsiga
IRMINS S IANSTUEMF ] INETAIS snssuiimn 9 Sinsanai s spimigiiimng oawime:

LﬁfﬁtﬁsmS servers G809 MSIT Sever YURNUIRA H“LU‘Jn Server O SUNUTRANATSS Serverl
TNUIGA
Uim: 4 178 LnfU]SHSEmn@J Access GiN: Server IRRMSISNIG 9 IRAHAT gjsmﬁﬁﬂﬁ[}i

GinsigARUaRymS IESMEGUIHGIMIRAATARMSIN IS 9 IRARUARYHOY IR AR
i91S S 4 N8 SHoG AT AAU ARSI 216

v

y8¥ Server2 INUIRATAUTAYR 9 IRASYW IMGITMSIA Server iUfUBSl'Z]ﬁm

:r C 3

I?

gD NiRAHATa SES{HIM SHSANAG] Ping BAMS Server0 MSIN:NgY Uighiat

v

mSHS;gLﬂﬁ@JQWTLUé’Im: Services mmmﬁmmmns‘lm Server 9

HASIMaIN Poo swigAnAiaSSsipimsHS maGHTHMSIS HgiAl aukiag shi o

HA
ifimash Pc2 LnfmSHSL‘rﬂn@JGmTLUmStn Web server I Serverd gaiimean PC3 fign
AHD sta

RUangAMogIeimsigapuphmsitng graidimean laptopo NigApLERMGITNS

Pt

9

ServerjiQm: B SHGG UIHIRA H“fgjs§hf§ﬁmﬁﬁﬁ§msmztgﬂ matpimsHsanaegbia FIP

[2%7a)

34 Web service ) Server 4
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